
1 

 

  

 

 

 

 

 

 

 

METHODOLOGICAL ASPECTS  

OF ENSURING STATE SECURITY  

IN THE MIND HYBRID THREATS  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Monograph 
 

 

 

 
 

  

University of Security Management in 

Košice (Košice, Slovakia) 2023 
 

  



2 

 

Authors:  
 

Abramova Marina   Pavlikovskyi Anatoly  

Bohdanovych Volodymyr   Pavlovskyi Oleh  

Butvin Boris  Peredrii Oleksandr  

Britchenko Igor  Romanchenko Ihor  

Chumachenko Sergiy   Semenenko Liliia  

Chumachenko Svitlana  Semenenko Oleh  

Deineha Oleksandr   Shchypanskyi Pavlo  

Dieniezhkin Mykola   Sliusarenko Maryna  

Dobrovolskyi Yuzef  Solomytskiy Oleksiy  

Dublian Oleksandr   Sploditel Anastasia   

Hryshchuk Ruslan   Skurinevska Lesia 

Hvozd Viktor   Sushyn Igor  

Ilyashov Oleksandr   Svyda Ivan 

Khomchak Ruslan   Syrotenko Anatoliy  

Khomik Mykola  Tkach Ivan 

Komarov Volodymyr   Tkach Mykola 

Koretskyi Andriy   Valuiskyi Stanislav 

Kravez Oleh   Vodchyts Oleksandr 
Laptiev Oleksandr   Voronchenko Ihor 
Levchenko Oleksandr   Voytko Oleksandr 

Lysenko Oleksandr   Yakovliev Yevhen 

Mashkin Oleksandr  Yarmolchyk Mariia 

Mozharovskyi Volodymyr   Yavisya Valeriy 

Murasov Rustam  Zahorka Oleksiy 

Muzhenko Viktor  Zakusylo Petro 

Novikov Valeriy   

 

  



3 

 

Methodological aspects of ensuring state security in the mind hybrid 

threats – Košice: Vysoká škola bezpečnostného manažérstva v Košiciach, 

2023. – 272 p.  

The collective monograph was prepared by Ukrainian scholars within the 

framework of studies of a wide range of security issues. The authors of the 

monograph look at the problems of the security of the state’s security in a rich 

manner behind such basic warehouses as military security, information security, 

military-economic security, military-technical security, environmental and 

technogenic security, security of grub technologies. 

The monograph was written based on the materials of scientific researches of 

authors and other sources of information. Vaughn is recognized for speshialists from 

problems of safety, as well as a wide range of persons interested in security 

environment issues. 
 

 

Reviewers: 

Krzysztof Chochowski – Prof. DrSc., State Higher Vocational School 

Memorial of Prof. Stanisław Tarnowskie in Tarnobrzeg, Poland  

Peter Lošonczi – Dr.h.c. Assoc. Prof., Ph.D., Rector, University of Security 

Management in Košice, Slovakia  

Valentin Penchev Vasilev – Prof., Dr., Higher School of Security and 

Economics, Plovdiv, Bulgaria 

 

 

The monograph was approved for publication by the decision of the USM 

Editorial Board № ER08/2022 of 27 September 2022. 

 

 

 

 

Reproduction or citation reference is mandatory. 

© Collective of Authors, 2023 

© Vysoká škola bezpečnostného manažérstva v Košiciach, 2023 

ISBN 978-80-8185-058-5 

  



4 

 

INTRODUCTION  ....………………………………………….…………... 7 

Section I 

Problems of ensuring military security of the state …………………… 

 

9 

Chapter 1 

Bohdanovych V., Romanchenko I, Svyda I., Syrotenko A. 

Conceptual fundamentals of complex use of military and non-military 

forces and means to ensure the state military security ….…………………. 

 

 

 

9 

Chapter 2 

Butvin B., Hvozd V., Solomytskyi O., Deineha O., Mashkin O. 

National military security in the context of hybrid warfare ……………... 

 

 

34 

Chapter 3 

Bohdanovych V., Syrotenko A., Dublian O., Peredrii O. 

Method of substantiation of the decision on implementation of asymmetric 

measures of deescalation of threats to military security of state …………... 

 

 

 

43 

Chapter 4 

Shchypanskyi P., Koretskyi A., Pavlikovskyi A., Zahorka O. 

Methodological provisions of military hazards assessment ……………... 

 

 

53 

Chapter 5 

Solomytskyi O., Mozharovskyi V., Pavlovskyi O., Sliusarenko M. 

Method of forecasting the risk of armed conflict ………………………… 

 

 

68 

Chapter 6 

Ilyashov O., Komarov V., Muzhenko V. 

Methodological approach of determination the threats level of the of 

military force use against Ukraine in the way of use indirect actions of 

opposite military-political force in different areas …………………….…. 

 

 

 

 

84 

Section IІ 

Problems of ensuring information security …………………………… 

 

96 

Chapter 7 

Levchenko O., Hryshchuk R. 

Model of transformation threats to the state in the military sphere ……… 

 

 

96 

Chapter 8 

Voytko O. 

Threats to the information security of the state in the conditions of a hybrid 

war …………………………………………………………………………. 

 

 

 

105 



5 

 

Chapter 9 

Hvozd V., Solomytskiy O., Britchenko I.  

Improving the quality of information support for the processes of approval 

of military-political decisions ….....………………………………….…..… 

 

 

 

114 

Chapter 10 

Laptiev O. 

The method of spectral analysis to determine random digital signals of 

illegal means of obtaining information ………………………………..…. 

 

 

 

137 

Section IIІ 

Problems of military and economic security ………………………….. 

 

150 

Chapter 11 

Semenenko O., Tkach M., Voronchenko I., Vodchyts O., Abramova M. 

Modern theoretical aspects of military-economic security development. 

Analysis of theory and practice ...…………………………..…..………….. 

 

 

 

150 

Chapter 12 

Semenenko O., Dobrovolskyi Y., Semenenko L., Yarmolchyk M., 

Skurinevska L. 

Main methodological aspects of military economic support defense 

capability of the state as the main element of protection of national interests 

of Ukraine ...…………………………..…..………………………………… 

 

 

 

 

 

182 

Section IV 

Military and technical security problems ……………………………..... 

 

200 

Chapter 13 

Zakusylo P., Khomchak R., Kravez O. 

Features of the military and technical policy of Ukraine in modern 

conditions and their impact on the military security of the state …..………... 

 

 

 

200 

Section V 

Problems of environmental safety and civil protection ………………. 

 

208 

Chapter 14 

Chumachenko S., Murasov R., Tkach I., Khomik M.  

Assessment of environmental-technogenic threats and risks in the area of 

armed conflict in the Donbass area …………………………….…………… 

 

 

 

208 

Chapter 15 

Lysenko O., Dieniezhkin M., Chumachenko Sv. 

The ways to perfect the military ecological culture ………………….…… 

 

 

228 



6 

 

Chapter 16 

Sploditel A., Yakovliev Y. 

Geochemical evaluation of technogenic disturbed ecosystems of Ukraine 

(Donbas was chosen for illustrative purposes) …………………………… 

 

 

 

238 

Chapter 17 

Lysenko O., Chumachenko S., Valuiskyi St., Yavisya V., Novikov V., 

Sushyn I. 

Expert-modeling system decision support for the deployment and 

management of a wireless sensor network with mobile sensors and 

telecommunication air platforms in the emergency zone ………………….. 

 

 

 

 

 

255 

  



7 

 

INTRODUCTION  

The last years of the 20th century and the beginning of the 21st century is 

characterized by sharp changes in the political life of both the entire planet as a whole 

and its individual regions. Thanks to the achievements of scientific and technical 

progress, in particular, the development of information and telecommunication 

technologies, human society at the turn of the millennium achieved unprecedented 

achievements that significantly influenced the development of economic, social, 

cultural and other spheres. At the same time, and this is the expected paradox of 

progress, the source of ensuring social prosperity is potentially also a source of 

threats to both prosperity and the normal life of society in general. In the course of 

modern interstate relations, many political, economic and other contradictions are 

revealed. There are significant stocks of nuclear and other weapons of mass 

destruction. Many states maintain fairly large armed forces. 

Security environment of the 21st century. undergoes quantitative and 

qualitative changes of a systemic nature. Considering the trends of such changes, it 

should be expected that crisis phenomena in the world economy will continue to 

spread in the future, and the struggle for energy, water, food and other resources will 

intensify. The scale of illegal migration, international terrorism and radical extremism 

will increase. 

Today, no state is able to defend itself using only military and technical 

means. Ensuring security is increasingly becoming a complex task that includes 

political, economic, informational and other measures. It is possible to successfully 

perform this task thanks to the wide use of economic, diplomatic and other non-

forceful means, as well as information and telecommunication technologies. 

Currently, in many economically developed states, forces and means of informational 

and psychological influence, designed to achieve military, economic and political 

goals, are being combined into one. To organize a successful countermeasure, it is 

necessary to understand the geopolitical and military-political processes taking place 

in the world. 

The struggle for the expansion of the spheres of influence and control over 

energy resources leads to the emergence of acute conflicts, which are often resolved 

by armed means. 

Recently, they have become extremely important for the countries of 

Europe, especially against the background of the decline in the role of international 
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security organizations and collective security systems, which is complicated by the 

destructive processes taking place within many states. 

In the conditions of the complex impact of threats of a military and hybrid 

nature on the security of European states, the study of security issues in many aspects 

- purely military, economic, informational, military-technical and ecological-

technological - is of particular importance. 

The author's views on some of the mentioned issues are provided in the 

monograph. 
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Principles, goals, forms and methods of integration of military and non-military 

forces and means for the de-escalation of tension at different stages of conflict 

development 

 

One of the tendencies affecting the formation and development of a security 

environment in the world and around Ukraine is the transferring of weight in military 

conflicts to the asymmetrical employment of military force by armed formations not 

provided by law. Shifting the emphasis in the conduct of military conflicts to the 

integrated use of military and non-military forces and means (economic, political, 

informational and psychological, etc.) are, also, on the line. That changes 

fundamentally the nature of the armed struggle and introduces new requirements for a 

system of military security ensuring [1]. 
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The ways of forming national security and defense capabilities defined in the 

legislative documents determine the joint use of forces and means of the Security and 

Defense sector. At the same time, uncertainties remain about the order, principles of 

integration of forces and means of the Security and Defense sector of Ukraine and 

possible forms and ways of their joint use [2].  

The monograph proposes a method for determining strategic tasks for the 

subjects of the military security system to neutralize military threats in conditions of 

non-aligned status, but options for integrating the efforts of individual elements of the 

system in the monograph are not considered [3]. The publication materials also do 

not provide answers to this question [4]. 

Therefore, it is important to propose principles, objectives, possible forms and 

methods of integrating military and non-military forces and means as tools for 

countering military threats. 

It is known that the security environment in the XXI century, formed by 

globalization, is qualitatively more complicated and requires readiness to counteract 

more complex threats to society. The analysis of the main trends in the development 

of the security environment in the world proves that in the overwhelming majority of 

them the use of military force is given an important role as an argument in the 

relations between the countries. 

The current reality proves that the threats to the national security of Ukraine in 

the field of military security, that is, the threat of the use of military force against 

Ukraine, not only exist, but some have turned into real events. 

Although these threats have been entitled in different ways (as follows: military 

threats, threats of a military nature, threats to military security, threats of using 

military force), they all reflect the essence of the use of armed violence to achieve the 

goal. Hence, we will use the term “threat of military nature” as a reflection of a 

broader understanding of the nature of such threats and their direct impact on the 

military security of the state. From other threats that, which in their consequences 

have the same effect as the use of military forces and means, they are distinguished 

by a purposeful nature, and not by some coincidence of circumstances with the same 

effect. 

Thus, the character of the threats of a military nature considered as purposeful, 

adaptable to the target state and the specific political situation and combining purely 

military and civilian components, we think them to be the main feature. It is the 

focused nature and high dynamics of the transformation of these threats from the 

category of potential to the real implementation of them require careful preliminary 
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processing at the state level with the development of measures to adequately counter 

them. 

Therefore, we can formulate the main objective of measures to counter the 

threats of the military nature, as a timely detection of the threat and prevention of its 

transformation from the potential to the real consequences. 

It is clear that the modern threats of a military nature, which are formed not only 

by purely military factors, but also non-military, require the same complex reaction. 

In the broad sense, we are talking about the integration of the efforts of military and 

non-military forces and means (the formation of integrated potential) in countering 

the threats to the state military security. The implementation of this counteraction lies 

with the Security and Defense sector of Ukraine [5].  

Despite the declared need to the integrate the efforts (joint engagement) of the 

components of the Security and Defense sector of Ukraine, the organization of the 

integration process (technology of integration) is not defined. That indicates the 

emergence of both scientific and organizational problems [6]. Therefore, in our 

opinion, the definition of the purpose, forms and methods of integration of military 

and non-military forces and means of the Security and Defence sector of Ukraine) for 

counteraction to military threats can be considered as one of the stages of solving the 

above-mentioned scientific problem [7]. 

The complexity of its solution requires the application of a systematic approach, 

which by its nature is interdisciplinary, general scientific and aimed at integrating the 

achievements of social, natural sciences and engineering sciences, as well as practical 

experience, especially in the field of organization and management.  

As it is known, the main tasks of the systematic approach are: 

- to develop the conceptual, namely informative and formal means of displaying 

objects being investigated as systems;  

- to compose the generalized models of systems, their features, purposeful 

behavior, development, hierarchical construction, control processes in systems, etc. 

A system approach requires consideration of a possible totality of military and 

non-military forces and means of the Security and Defense sector of Ukraine to 

counteract the military threats as a system. The basis of the formation (synthesis) of 

this system, its integrative qualities is the purposefulness of the system as a system-

forming factor. It is the above-stated purpose (goals) of such a system, being an 

objective criterion for selecting from the environment of all elements and relations 

that create the system will determine the necessary composition of the agencies of the 

Security and Defence sector of Ukraine and their functions. Subsequent 
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decomposition and formalization of the goal create opportunities for its correct 

description. 

More comprehensive formulation of the goal for the integration of military and 

non-military forces and means is proposed for this purpose. It contributes to the 

synthesis of a system of these measures that would be able to effectively counteract 

the threats of military nature. Essentially, we are talking about the creation of an 

appropriate system to counteract the war threats. It should be noted that for each 

threat it would be created its own counteraction system.  

Thus, in view of the essence of the threat of war, the purpose of integrating 

military and non-military forces and means to counteract these threats, is the 

organizational combination of forces and means of the agencies of the Security and 

Defense sector of Ukraine. They would be able to effectively reduce the effect of 

factors that create such a threat to acceptable values. 

Decomposition of this objective with the use of one of the methods of 

constructing a system of goals, namely, the construction of a “tree” objectives (sub-

objectives) to counteract the threat of war, will build relationships between objectives 

of different levels, divide large goals into stages, provide a clear overall picture of the 

goals system. 

The number of components (sub-objectives) of the main objective and their 

hierarchical levels will depend on the chosen strategy of counteracting the threat and 

opportunities involved into counteracting the agencies of the Security and Defense 

sector of Ukraine and their subordinate structural subdivisions. Such “tree” goals 

bind together long-term and short-term goals, which allows you to see a general 

strategic picture of countering threats. It is possible to distinguish the following types 

of goals: 

– strategic – are formed when determining the long-term process of 

counteracting threats; 

– tactical – are formed for completing operational tasks by agencies of the 

Security and Defense sector of Ukraine; 

– trajectory – determine the general direction in which the object of influence 

(factor or group of factors, forming the threat) should change. 

When forming the “tree” objectives, the following basic requirements are met: 

the exclusion of unimportant and ineffective measures and measures that are 

hampered by a lack of resources. 

The basic system requirements for the list of sub-targets of the lowest level are 

classical - their completeness, non-redundancy and measurability. Just the 

measurability of the goals allows finding the optimal (rational) distribution of efforts 
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between the agencies of the Security and Defense sector of Ukraine and organizing 

control over the results of their actions at all stages of counteraction to threats. 

However, we have to take into account the specificity of the agencies of the 

Security and Defense sector of Ukraine (different in terms of functions and 

subordination in the general system of state bodies, the presence of non-governmental 

organizations). Consequently, it should be expected that, unlike technical and 

organizational systems, in the created system to counteract a particular threat by 

military and non-military forces and means the measurability of goals will be very 

difficult to ensure. 

Thus, considering the formation of a “tree” of goals will be decisive for the 

organization of the process of integration of military and non-military forces and 

means to counteract threats to war, this issue requires analysis that is more detailed. 

Taking into account the above mentioned, it is possible to formulate the basic 

principles according to which the integration of military and non-military forces and 

means to counter threats of a military nature should occur: 

– systematic, which is embedded in the goal of countering threats and implies 

the appearance of the effect of emergence from the integration of military and non-

military forces and means; 

– the adequacy of the threat, which requires the compliance of the involved 

agencies of the Security and Defence sector of Ukraine, the tasks assigned to them 

and allocated resources, to the factors that form the threat;  

– optimization of the distribution of efforts between the involved agencies of the 

Security and Defence sector of Ukraine and various kinds of resources; 

– the scientific nature of the formation of the integrated potential of military and 

non-military means, which requires a comprehensive analysis of threats and ensure 

the validity of measures to counter on the basis of complete and reliable information 

using scientific methods and approaches and modern software; 

– management activities related to the adoption of organizational and 

administrative decisions.  

Compliance with the principles of management activities ensures the 

achievement of the goal of counteracting threats. The main of these principles, which 

are proposed, are: 

– presence of one commanding center (body); 

– balance of rights and responsibilities of decision makers in the structure of the 

Security and Defense sector of Ukraine, that is, responsibility must be consistent with 

their powers; 

– reality of the tasks and terms; 
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– economic efficiency, that is, taking into account available resources of 

different kinds and comparing them with a specific purpose; 

– flexibility, in accordance with the already obtained intermediate results and the 

environment;  

– concreteness and targeting, determining the performer of the of the event, time 

and terms; 

– consistency with other decisions to ensure military security; 

– completeness of content as a systemic principle. That is, the solution should 

cover the threat as a whole, the possible directions of its development, the means and 

resources used to achieve the objectives to counter the threat, the timeline to achieve, 

the order of interaction between the agencies of the Security and Defense sector of 

Ukraine, at all stages of opposition; 

– anticipation of risks and the desire to reduce them to the lowest possible level, 

which requires risk management, that is, early identification of uncertainties and 

forecasting their consequences for the activities of the Security and Defense sector of 

Ukraine for the developing and implementing solutions to reduce them. 

It should be noted that countering threats of a military nature is a complex 

process. It is so due to the large number of heterogeneous factors forming threats and 

the difficulty of predicting changes in the intensity of their actions. 

We believe that that the term “integration” can be considered from several 

positions when considering possible forms and ways of integrating military and non-

military means to counter threats of a military nature. 

Firstly, integration as a goal-oriented unification of some subjects into single 

whole for joint activities (a purely organizational task). 

Secondly, this is a joint activity of some subjects with a corresponding goal. 

Taking into consideration, that the union of subjects to ensure national security 

formally already exists in the form of the Security and Defense sector of Ukraine, in 

the future we will consider precisely the joint activities of the agencies of the Security 

and Defense sector of Ukraine  to counter threats of a military nature. 

Such activity of the agencies of the Security and Defense sector of Ukraine 

requires determination of the forms and methods inherent in the process of countering 

the threats of a military nature. Considering possible ways of integrating military and 

non-military means to counter threats of a military nature, it makes sense to take as a 

basis the understanding of the ways of military (combat) actions, which by their 

nature can be compared with such activity. That is, by analogy, this is the order and 

methods of using forces and means for solving the problems of countering threats of 

a military character [8].  
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The methods of warfare have the following main components: 

– sequence in defeating the enemy; 

– direction of the main strike; 

– place of the main strike; 

– formation of troops; 

– nature of the applied maneuver, and so on. 

Considering that the methods of military (combat) action are chosen depending 

on the adversary, the current situation, available forces and means, etc., the 

integration methods will accordingly depend on the particular threat, characteristics 

of which should be included in the so-called “Passport of threat”. 

As in the military art, the key factors are: 

– capabilities of the forces and means that will be involved in counteraction as 

part of the integration of efforts; 

– qualitative characteristics of personnel. Developments as well as a common 

strategy to counter the threat, and the development and execution of tasks at the level 

of agencies of the Security and Defense sector of Ukraine will rely on them. 

To sum up all of the above, one can suggest several basic ways of integrating 

military and non-military means to counter threats of a military nature: 

– integration of military and non-military capabilities with the priority given to 

non-military means with the use of military for support; 

– integration of military and non-military capabilities with the priority given to 

military means with the use of  non-military for support. 

It is clear that each of these integration methods can have many options for a 

specific list of the applied forces and means of the agencies of the Security and 

Defense sector of Ukraine and the degree of their participation in countering the 

threat over time. 

We believe that a deeper consideration of how to integrate military and non-

military forces and means to counter military threats requires particular studying. 

As for the forms of integration of military and non-military forces and means to 

counter threats of a military nature, we consider it expedient to use the military terms 

“operation” and “campaign”. At the same time, in our case, the essence of the term 

“operation” practically does not differ from that used in military art “coordinated 

actions of diverse forces and means united by purpose”. 

As for the “campaign”, although this term is almost not used, however, the 

particulars of the threat as an object of study and the complexity of countering it 

provides grounds for its use. As noted above, the threat of a military nature is shaped 

by many factors, whose action is characterized by: dimensions of the problem; 
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usually significant time limits; focus on various government agencies and subjects 

that affect the state of the nation’s defense and so on.  

It is clear that an adequate response to such threats also requires considerable 

time, attracting to counteraction a large number of the agencies of the Security and 

Defense sector of Ukraine (and not only), financial and material resources and is 

impossible in the form of an operation that has a more specific, outlined nature. 

Therefore, in our opinion, the use of the term “campaign” will be sufficiently correct 

for this reaction to the threat of a military nature, that is, the “campaign” becomes a 

form of achieving the strategic goal of countering such threats. Then the operation as 

a form of achieving one of the tactical objectives of counteraction becomes its 

component, since it is local, specific in purpose or goals, and therefore a limited in 

time and players form of integration of military and non-military means to counter 

threats of a military nature. It is then that the counteraction to the threat of a military 

nature in the form of a campaign will consist in carrying out a set of operations united 

by a general strategic concept, which corresponds to the classical understanding of 

that term. 

Considering the fact that threats of a military nature are formed by various 

factors, the outlined forms and methods for the integration of military and non-

military forces and means may have a large number of options and not always be 

uncontested. 

Consequently, the above principles, objectives, forms and methods of 

integration of military and non-military forces and means for counteracting military 

threats can be considered as the further development of the methodology for 

providing the state military security. 

 

Conceptual model of integrated potential development to neutralize threats to 

the state military security  

In the conditions of reforming the the Security and Defense sector of Ukraine, it 

is relevant the rational use of the available forces and means, the integration of which 

will eliminate the duplication of tasks and the inefficient use of the extremely limited 

resources allocated in Ukraine to ensure its military security. 

The State Security Strategy of Ukraine and the Concept on the Development of 

the Security and Defense Sector of Ukraine determine the need for joint use of forces 

and means of the Security and Defense sector to counteract the threats of the war. 

Those necessitates the development of a conceptual model for the formation of an 

integrated capacity to counteract threats the threats of military nature. It would have 

made it possible to form the necessary potential for countering threats to ensure the 
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level of national military security determined in the legal space of the state and 

satisfaction accepted resource constraints. 

The current state of the Security and Defense sector of Ukraine can not provide 

a guaranteed response to actual threats to the national security of Ukraine. 

The Concept on the Development of the Security and Defense Sector of Ukraine 

identified the following priority tasks for the reform of the security and defense 

sector: 

– integration of operational capabilities of the security and defense sectors to 

ensure timely and adequate response to crisis situations that threaten national 

security; 

– creation of an effective system of management of the Security and Defense 

sector of Ukraine as an integral functional system; 

– permanent maintenance of the designated security and defense forces in the 

readiness to perform assigned tasks; 

– improvement of the planning system in the security and defense sector, 

ensuring the rational use of public resources. 

Achieving the necessary capabilities of the Security and Defense sector to 

provide a certain level of national military security requires the development of an 

appropriate scientific-methodological basis and scientific and methodological support 

for this process. 

It should be noted that in modern conditions precisely because of the lack of 

systematic research and scientifically grounded practice in solving the problems of 

military security, the effectiveness of the implemented measures in the field of 

defense and created for their implementation by state and non-governmental 

organizations and structures is revealed. At the same time, with the increase of the 

latter, the effectiveness of their activities (through duplication of certain functions 

and struggle for “survival”) is reduced. At the same time, the economic and material 

costs of solving these problems are increasing significantly. 

It stipulates carrying out the research using the appropriate methods (models). In 

order to assess the effectiveness of sharing the potential of the Security and Defense 

sector agencies for countering the threats of military nature, a conceptual model is 

proposed for creation an integrated capacity to counteract threats of military nature.  

The conceptual model of forming the conceptual model of forming the 

Integrated Potential for Counteraction the threat of military nature should be created 

on the following principles: 

– openness of the model, which enables to increase the model by additional 

modules, if necessary, use a single database of the Security and Defense sector and 
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guarantee reliable information protection from various kinds of informational actions; 

– generating the scenarios, which enables to simulate the likely scenarios for the 

development of the military-political and geopolitical situation in the region; 

– filtering of the proposed measures, which enables to justify the variants of 

integration of forces and means on the basis of certain criteria, priority of the use of 

non-violent methods of neutralizing threats to the national military security, existing 

safeguards and restrictions in the Security and Defense sector of Ukraine; 

– adaptation to the existing military-political situation, which makes it possible 

to substantiate measures to provide the national military security, relevant to the real 

level, direction, nature and extent of military threats to the state; 

– modularity, which allows the replacement of certain partial models (modules) 

with more precise and advanced ones, as well as an increase in the overall model. 

In connection with this, the following basic requirements are put forward to the 

conceptual model of forming Integrated Potential for Counteraction threats of 

military nature: 

– provision an objective assessment of the military-political situation in the 

region; 

– assessing the (sufficient) potential of the forces and means of the Security and 

Defense sector to neutralize the detected (predicted) threats; 

– formation of a plurality of ways of integration of forces and means of the 

Security and Defense sector of Ukraine, which meet the requirements for 

neutralization of threats, taking into account the existing restrictions in the system of 

providing military security of the state; 

– formation of a priority number of ways of integration of forces and means by 

the size of their integrated potential; 

– implementation of logical and mathematical procedures for choosing a rational 

variant of the integration of forces and means that would provide support for a 

sufficient level of military security and comply with existing restrictions in the 

system of military security of the state; 

– substantiation of a sufficient level of military security of the state to neutralize 

the considered military threats, if necessary, to determine the necessary financial and 

material resources; 

– substantiation of recommendations for the adaptation of the military-political 

model of the state, its foreign, military-economic and military-technical policy to the 

real military-political situation in the region for a specific time span and for the 

future. 

The conceptual model of the formation of Integrated Potential for Counteraction 
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the threat of military nature, based on the methodology of system analysis, methods 

of investigation of operations, analysis of hierarchies, probability theory and 

forecasting, expert evaluation and modelling, can use higher military-political 

leadership of the state in situational control centers. It is appropriate during the 

planning and conduct purposeful policy to provide the necessary level of the national 

military security, as well as in educational, scientific and research institutions during 

the crisis studying and ways out of them.  

The general scheme of the conceptual model of forming the Integrated Potential 

for Counteraction the threat of military nature is shown in Fig. 1. 

It is proposed the variant of description of the model concerning its purpose, 

requirements, targets, the input information, and also basic data for some of the most 

important modules of conceptual model. 

The adaptation is carried out at the expense of multichannel feedback, which 

determines the real possibilities of the existing variants of integration of forces and 

means to neutralize the detected (predicted) threats to ensure a sufficient standardized 

level of the state military security.  

The conceptual model of forming the Integrated Potential for Counteraction the 

threat of military nature allows carrying out as two tasks. They area: the direct task 

on calculation of the real capabilities of the state for the provision of military 

security, as well as the reverse task, which provides the calculation of the necessary 

integrated capacity of forces and means to provide the normatively established level 

of national military security. 

Consider the general description of the main modules of the conceptual model of 

forming the Integrated Potential for Counteraction the threat of military nature. 

Military -political model of the state. The basic data for the development of the 

state military-political model are: 

– Declaration on the State Sovereignty of Ukraine; 

– Constitution of Ukraine; 

– Military doctrine of Ukraine; 

– National Security Strategy of Ukraine; 

– Laws of Ukraine “Pro natsionalnu bezpeku Ukrainy /On National Security of 

Ukraine|”,  

“Pro zasady vnutrishnioi ta zovnishnioi polityky/ On the Principles of Internal and 

Foreign Policy”, “Pro oboronu Ukrainy/On the Defence of Ukraine”; 

– other legislative acts on the functioning of the state and the defence of 

Ukraine. 

Input data for the Military-political model are: 
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– national interests of the state in the military sphere; 

– scale, direction, nature of the possible use of military force, as well as possible 

strategic partners, allies (obvious and hidden), their possible respond to aggression 

against Ukraine (the state will pursue a policy of non-interference, an outside 

observer, support Ukraine, support the aggressor, etc.); 

– possible levels of assistance or support from neighboring countries (blocking 

of approach to troops, refusal to provide airspace for flights of airborne attacks, 

readiness for acceptance and temporary deployment of refugees and provision of 

humanitarian assistance, readiness and ability to act as mediator in conflict resolution, 

etc.); 

– scale of the support of the aggressor (the provision of corridors for airborne 

attack and reconnaissance, the provision of airdromes, ports, territories for the 

deployment of bases, troops, etc.). 

Model of threats to the state military security. This model is a database that has 

been detected at different times and predictable military threats. Each of them is 

described by the characteristics of a typical passport of threats. Under the military 

threat, we will consider a threat implemented and accompanied by the use of methods, 

forces and modern means of contact and non-contact wars or other influences that 

cause the same consequences. They are destruction, injury and death of people, 

violation of standard modes of functioning and life support of the agencies of the 

Security and Defense sector, defense industry and important infrastructure of the state). 

Model of the monitoring system of threats to the state military security. 

This model describes a state-established threat detection process that the military 

security system needs to respond effectively. The procedure is described in the 

monograph in details. The peculiarities of this monitoring system are the formation of 

a priority number of identified threats, to neutralize which there are sufficient 

resources in the state, and to assess the effectiveness of the implementation of the 

chosen model of integrating forces and means to counteract the investigated threat. 

Model for assessing the level of military in-security and opportunities for its 

de-escalation. The model makes it possible to quantify, within the limits of 0 to 1, 

the level of military danger by the set of detected threats (hazards) both for a certain 

time interval and for the selected perspective. The model is based on an improved 

hierarchy analysis method, described in detail in the monograph. The peculiarity of 

this model is that it enables us to conceptually assess the security and defense 

capabilities of de-escalating the identified level of military danger, and to identify the 

forces and means that are appropriate for integrating to form an integrated potential to 

counter identified threats.  
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Model for assessing the required capacity of “hard” power and “soft” 

power forces and means. The model makes it possible to determine the necessary 

capabilities of the military security system to neutralize the identified (predicted) 

level of military danger. By solving, the inverse problem with the help of a model it 

is possible to determine the necessary forces and means (the required potential) that 

would ensure the formation of the necessary capabilities. These capabilities, in turn, 

depend on many factors, of which the military-political model of the state stands out. 

Model for forming the set of Integrated Potential options. Since the required 

capabilities can be obtained by various variants of the combination of forces and 

means of the Security and Defense sector at the disposal of the state, then the model 

allows not only to form several variants (J), but also to rank them according to certain 

indicators. For example, on the effectiveness of the de-escalation of the detected level 

of military insecurity, duration of holding, number of involved people, etc. The 

choice of a combination of forces and means is the formation of an Integrated 

Potential for Counteracting military threats by providing a sufficient level of military 

security by the resources which (Rneces) do not exceed the allocated (Rgiven). The 

option that best satisfies this criterion is taken as the main one (jmain), which, by 

decision of the decision maker, is being further implemented into the military 

(national) security system and the effectiveness of its implementation, is monitored 

by a system of threat monitoring. 

In case of impossibility to ensure de-escalation of threats on the chosen criterion, 

the model allows carrying out the procedures of correction of the national military-

political model, the normatively determined sufficient level of the state military 

security (USMS) and its subsequent comparison with real level. That can be provided 

by the military security system (UMS) with a certain set of “hard” power and “soft” 

power forces and means, and the search for new opportunities to counter detected 

(predicted) threats. 

Thus, the proposed conceptual model of forming the Integrated Potential for 

Counteracting threats of military nature provides an opportunity not only to 

substantiate the rational composition of forces and means for de-escalation of 

detected (predicted) threats. It contributes to evaluate real possibilities for 

neutralization of specific threats of military nature in accordance with the adopted 

national strategies for providing military security, but also to assess the effectiveness 

of the individual components of the forces and means of the Security and Defense 

sector. They are integrated to de-escalate the threats to the state. The considered 

conceptual descriptions of partial models contain doctrinal positions that should be 

used during the formation of technical tasks for the development of partial computer 
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programs, that are in contact with the software of the Main Situation Awareness 

Centre of Ukraine. 

 

Methodological approaches to the formation of expert-critical scenarios and 

tasks to the forces of the Security and Defense sector on neutralizing threats to 

the national military security  

An important requirement for reforming the Security and Defense sector of 

Ukraine is the rational use of available forces and means, the integration of which 

eliminates duplication of tasks and unprofitable use of the extremely limited 

resources allocated in Ukraine to ensure its military security. 

The practical implementation of this specified requires, in addition to the 

development of the methodical apparatus for designing (defining) the neutralization 

measures of military and non-military components. They’re involved in the common 

neutralization of threats to the national military security, as well as the development 

of ways for the joint use of “hard” power and “soft” power agencies of the Security 

and Defense sector of Ukraine, improvement of methodological apparatus for 

determining tasks for these subjects and assessing the effectiveness of their 

implementation. 

Basic Guidelines in the field of provision of national and military security orient 

the agencies of the Security and Defense sector of Ukraine for the primary use of the 

“soft” power agencies and non-military measures. It is to eliminate or neutralize 

threats of military nature, but do not include methods, methodologies and practical 

recommendations on principles and order of integration of “soft” power agencies, 

defining their tasks, necessary capabilities and forms of application. 

Consequently, it is necessary to develop a cognitive approach to defining the 

tasks of the integrated potential of counteracting threats of military nature in order to 

neutralize the identified (predicted) threats in the system of providing the national 

military security. 

In armed conflicts at the beginning of the twenty-first century there is an 

established tendency for the complex use of military (“hard” power) and non-military 

(“soft” power, hybrid) means, which fundamentally changes the nature of the 

confrontation of the conflicting parties. Thus, one of the peculiarities of the armed 

conflict in the East of Ukraine is, that it can not be settled without force and requires 

significant resources and the involvement of (“soft” power agencies of the Security 

and Defense sector. 

Ukraine's military security is in the conditions of resource constraints. It is 

proposed to provide the agencies of the Security and Defense sector of Ukraine with 
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the integrating capabilities in order to timely and efficiently respond to existing and 

potential threats. That in turn requires the development of ways to create an 

integrated potential for countering threats, comprehensive provision and management 

of its practical implementation based on the use of non-military methods and means, 

and if necessary to use “hard” power support. 

The most difficult task at present, is to justify the necessary military and non-

military (hybrid) forces and means and determine their tasks for the guaranteed 

within the allocated resources of detected military threats de-escalation. 

An analysis of the available methodological apparatus of such justification 

shows that the basic methods in Ukraine are the trial and error method, the method of 

generating ideas (the method of brainstorming) and the methods of expert estimation 

(forecasting), which do not allow to solve this problem with a sufficient accuracy for 

practice. 

The paper proposes a method of managing the integrated potential of 

counteracting military threats, by which one can justify the rational composition of 

forces and means and their necessary capabilities for de-escalation to an acceptable 

level of detected (predicted) threats within the resources allocated by the state and 

non-governmental organizations. However, the practical application of this method 

requires a detailed elaboration of its individual stages and procedures. 

The integrated potential of countering threats is the formed rational composition 

of forces and means of the Security and Defense sector of Ukraine. Their determined 

capabilities are planned to be realized with the sole intention to de-escalate to an 

acceptable level of detected (predicted) threats of military nature within the resources 

allocated by the state and non-governmental organizations. 

Under the formation of the integrated potential for counteraction to the threats 

of military nature, it is proposed to understand the iteration process of forming the 

rational composition of forces and means of the Security and Defense sector of 

Ukraine) and determine their necessary capabilities to create the necessary 

“neutralization shift” ∆Kнзп (Tпр). The process of forming a hypothetical necessary 

“neutralization shift” to neutralize the detected level of military in-security (threat) by 

entities belonging to the political, economic, informational and military spheres, 

using the Ishikawa method is shown in Fig. 2. To reduce the calculation of the 

designation in Fig. 2 discussed on the example of the information sphere. For other 

areas of calculations are similar, only the indexes of names of spheres are changing. 

For information sphere: 

– РI1…РIn  – indicators of the threat and their “weight” in the information sphere; 
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– Р*
I1…Р

*
In – indicators of the threat and their permissible residual “weight” 

after the implementation of the required level of “neutralization shift”; 

– ∆I1…∆In – the minimum allowable reduction in the “weight” (priorities) of the 

Saati scale threats after the implementation of the desired level of “neutralization shift”; 

– {Pinf} – the set of tasks of the subject of the informational sphere regarding the 

neutralization of the indicators of threats. 
 

 
The defined set of tasks to the subjects that formed the integrated potential of 

counteraction are necessary for the minimum allowable capacities of these subjects 

and are considered as their partial operational tasks. 

Traditionally, a task is considered to be fulfilled if a sufficient number of executors 

with the capabilities that ensured its implementation were determined, the resources 

involved did not exceed the allocations, and the losses did not exceed the permissible. 

The proposed method of forming the integrated potential of counteraction is the 

highest level of system use of the Security and Defense sector of Ukraine agencies in 

order to neutralize the threat in the system of ensuring military security. The target 

function of the “neutralization shift” should be oriented towards achieving the 

synergetic effect as a result of the use of a complex system [9]. 

Fig. 2 – An example of the formation of a hypothetical desired “neutralization 

shift” to neutralize the revealed military threat using the Ishikawa method 

Formation of the necessary “neutralization shift” 

Needed 

“neutralization shift” 

∆Kнзп (Tпр) 

 

Estimated 

level of 

military threat 
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For the practical implementation of this requirement, different from the 

traditional cognitive approach to the preparation and execution of particular 

operational tasks is offered. It is based on the theory and techniques of expert 

systems [10], expert-valuated provisional scenarios, and analytic hierarchy process 

and etc. [11]. 

The cognitive approach involves the formation of eight expert-valuated 

provisional scenarios, which are understood by the experts in relation to independent 

stages of task definition (Fig. 3), without which it is impossible to develop an operational 

task. We will briefly describe the partial tasks that are being solved on each of the 

specified expert-valued provisional scenarios. 

Scenario No.1 – making the decision to neutralize the threat identified during 

monitoring z, the level of which exceeded the response threshold by the military 

security system. The response threshold should be determined in the national legal 

framework. For each state which is considered as an eventual opponent, its threshold 

of response is determined by law, which is entered into the corresponding database of 

the expert system. 

Scenario No. 2 – the choice of subjects for the formation of the integrated potential 

of counteraction. It is carried out through the method of brainstorming by experts in the 

field of national and military security using databases of the relevant expert system. 

The option of forming the integrated potential of agencies representing different 

spheres of national security is similar to that shown in Fig. 2. It is recommended to 

select the subjects concerned with the areas in which the most significant signs of the 

revealed threat of military nature appeared. In that case, the passports of threats can 

be used. 

Scenario No. 3 – the assessment of the required “neutralization shift” ∆Kнзп(Tпр). 

The required “neutralization shift” is estimated using the EU knowledge base on 

threats (if it is established) and computer technology M7 [12] in an iterative way by 

reducing in ‘weight’ (priorities) threats on the scale of Saati until it reaches the 

condition 

( ) (),1дпрнзп tKKТK D=D                                         (1) 

 

where  Kд  – De-escalation coefficient (acquires fixed values: in the case of 

using “soft” power means Kд = 1,1; in the case of using “hard” 

power means Kд = 1,2 [12]); 

 ΔK(t1)  –the change in the level of military danger as the difference between 

the current level of military insecurity (threats) K(t1) on the time t1 

and the threshold Kпр (defined in the national legal framework). 
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Scenario No.4 – the definition of neutralization tasks for each s-subject, forming 

the integrated potential of counteraction and their “weight” indicators (Р*
S1…Р

*
Sn). It 

can be implemented using the expert system knowledge base on threats, advanced 

hierarchy analysis, expert assessment and M7 computer technology. Practice shows 

that achievement of the necessary “weight” of Р*
S indicator can be provided by a 

certain set of individual tasks (measures) implemented in the s sphere. The more such 

measures are implemented, the faster the desired result is achieved, but at the same 

time (and not always proportional) resources for their conduct are increasing, which 

could be blocked in Scenario No. 8.A number of such measures for each s-sphere 

experts in the same field should form the brainstorming method using the expert 

system knowledge base on threats. In addition, experts should be prepared to assess 

the resource requirements for the implementation of the proposed measures. 

Scenario No. 5 – the estimation of the level of current (predicted) “neutralization 

shift” Kнзпр(Tпр). 

The Scenario No. 4 specified in the set of tasks (measures) for each sphere (the 

third level of the three-level hierarchical model) is introduced into the computer 

technology M7.and using it to calculate the current (predicted) “neutralization shift” 

∆Kнзпр(Tпр). At the same time, the “weight” (priority) of each sphere can be specified, 

which will be considered during reallocation of resources if necessary. 

Improved prediction accuracy can be achieved by using the expert system (ЕС), 

by specifying factors and conditions that will have the greatest impact on the 

dynamics of the level of the threat under consideration. 

Scenario No.6 – verification of the adequacy of the current obtained (predicted) 

“neutralization shift” 

( ) ( ).прнзппрнзпр ТKТK D²D                                       (2) 

If condition (2) is carried out, then for each s-sphere in the Scenario No. 4, the 

corresponding sets of tasks { ZS} and their “weight” (priorities) are fixed. If the above 

condition is not fulfilled, using the EU knowledge base, a new iteration of the choice 

of subjects in scenario No. 2 is selected. Moreover, if a new option for lowering the 

“weight” (priorities) of the Saati scale threats in the Scenario No. 3 is chosen, or a 

new version of the set of neutralization tasks in the Scenario No. 4 (see Fig. 3). 

Scenario No. 7 – taking into account the accumulated experience and relevant 

methodological material that is included in the relevant expert system knowledge 

base, they evaluate the required resources R∑z to fulfil the Scenario No. 4, set for the 

task set by all subjects to neutralize the identified threat z. 
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Scenario No.8 – verification of the required resources R∑z in the scenario № 7 to 

meet allocated resources R*∑z. 

If the condition R∑z ≤ R
*
∑z  is not carried out, then a new iteration is performed 

either in scenario No.  4, either in scenario No. 3 or in the Scenario No.2 (see Fig. 3). 

If the condition R∑z ≤ R
*
∑z is carried out, then the decision-maker is given to 

approve the draft management decision to neutralize the identified threat by the 

specified composition of subjects with substantiated tasks for the each one. 

The practical implementation of the described expert-critical scenarios requires 

specific management in the Security and Defense sector, as well as appropriate 

information, analytical and resource support. To implement this method it is 

expedient to use information resources, technologies and involve analysts (experts) of 

the Main Situation Awareness Centre [2]. 

The proposed cognitive approach for defining the tasks of military and non-

military components involved in the joint neutralization of military threats by 

integrating their capabilities under conditions of resource constraints enables them to 

adapt to the level and nature of threats and thereby rationally use existing military 

and non-military (hybrid) tools for providing its military security. 

 

Basic foundations for evaluating the effectiveness of providing a sufficient level 

of the state military security  

The Military Doctrine of Ukraine has defined one of the main trends in the 

formation and development of the security environment in the world as the transfer of 

gravity in military conflicts to the asymmetrical use of military force by armed 

formations. It is not covered by the legal provision, shifting the emphasis in the 

conduct of military conflicts to the comprehensive use of military and non-military 

forces and means (economic, political, informational psychological, etc.). All those 

mentioned above fundamentally changes the nature of warfare. 

Taking into account those circumstances, Ukraine is strategically reviewing the 

concept of defense, considering the experience of overcoming the current crisis, 

introducing new methods of defense management. The methods are based on the 

Euro-Atlantic experience upon the following criterion - high efficiency at acceptable 

costs. At the same time, the provision is made for creating an effective mechanism 

for the formation and implementation of the state policy on the issues of providing 

military security, the implementation of military-political, administrative and direct 

military command of the defense forces. The primary task is to create an effective 

system of management of the security sector and state defense. 

Formation of the state defense capabilities involves improving the interaction 
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and coordination of government bodies and agencies of the Security and Defense 

sector, taking into account the peculiarities of modern warfare, in which not only 

conventional military forces and means but also various non-military capabilities are 

widely used. 

The main requirements for the military security system providing are to ensure 

the reliable protection of the nation from external and internal threats, to prevent the 

emergence of an armed conflict. In case of the armed conflict outbreaking, the 

military security system must provide its localization and neutralization. 

Proceeding from the principles of domestic and foreign policy and the nature of 

the current threats to national security, the main objectives of Ukraine's military 

policy in the nearest future and in the midterm as well have been determined as 

follows: to create a holistic national Security and Defense sector. It is supposed to be 

the main element of the military security system, to integrate the capabilities of its 

components for timely and effective response to existing and potential threats, to 

provide increasing capabilities of the defense forces necessary to achieve the 

objectives of the military policy considering the existing state capacities and 

resources. 

The updated defense concept implies the introduction of new methods of 

defense guidance, based on the Euro-Atlantic experience. 

Acceptable expenditures are considered mainly by the developed democratic 

countries, where civil society acts as the main socio-political force that determines 

the internal and external policies of these countries, including the military sphere, and 

exercises public control over the authorities. Civil society defines human life, their 

rights and safety as the main value. Civil society does not accept a military solution 

of foreign policy issues if the hostilities involve significant losses of their citizens. 

However, this provision only is applied to the situations that do not threaten the 

existence of these states. In the case of aggression against them, the attitude towards 

the losses of their troops will be completely different, and without a doubt the states 

will sacrifice in order to preserve their sovereignty and independence. 

Since the current geopolitical situation is such that the developed countries and 

their unions dominate in economical, political and military spheres, there is no direct 

military threat to them. Although there is a real threat of terrorism, fighting which the 

West can sacrifice to a certain extend. To use the military force in situations that do 

not threaten the existence of the state, is becoming more difficult during the 

formation of civil society. 

Thus, for the developed democratic countries, the civilization factor is gaining 

the increasing importance in the military sphere and is determining the level of 
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acceptable manpower losses when solving foreign-policy problems by military means. 

The experience of military conflicts of different scales in the last decade indicates 

that the level of acceptable losses is counted in tens, if not ones, of human lives and is 

becoming one of the most important factors of the prohibition of the use of military 

force [13]. The Euro-Atlantic experience suggests that, when planning the use of 

military force, the expected losses of personnel have the status of a resource limitation 

of Мвoсz from 0.5 to 1.0%. Taking into account the above-mentioned, the expected 

effectiveness of the integrated use of “hard” power and “soft” power forces and means 

Еквz to neutralize the identified threat z, provided that a sufficient level of the national 

mili tary security USMS is ensured in case of reasonable expenditures of resources Gпz 

and acceptable personnel losses Мвoсz, can be determined by the formula 

                                       (3) 

,                               (4) 

                (2.4) 

where КНЗ(Тпр) – 

 

“neutralization shift” formed by the integrated composition of 

“hard” power and “soft” power forces and means regarding the 

threat z; 

  
КНЗП(Тпр) – “neutralization shift” required to neutralize the threat z to an 

acceptable level; 

Gвz –  cost of resources planned (allocated) to neutralize the threat z by the 

formed (integrated) composition “hard” power and “soft” power 

forces and means; 

Gрz  – estimated amount of expenditures claimed to neutralize the threat z 

by the formed (integrated) composition “hard” power and “soft” 

power forces and means; 

Мвoсz – acceptable personnel losses planned to be used to provide the 

necessary “neutralization shift” regarding the threat z; 

UMS – level of military security, which is ensured during the 

implementation of the selected version of “hard” power and “soft” 

power forces and means of the “neutralization shift” Kнзz(Тпр) 

regarding the threat z; 

USMS – established by law sufficient level of the national military security. 
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If it is planned to neutralize two or more threats at the same time, the overall level 

of these threats and the required general “neutralization shift” for their neutralization 

are calculated. The other calculations remain unchanged. 

It should be noted that in case of impossibility to provide the conditions (3) and 

(4), the decision maker takes on the political and legal responsibility for achieving the 

final result in neutralizing the z threat. 
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Introduction  

Security environment in the 21st century undergoes systemic quantitative and 

qualitative changes. Among other things, the system of national and military security 

must timely adapt to such changes. First of all, it concerns the development of 

relevant concepts and doctrines, based on which, is built understanding of the 

challenges and threats to the society, as well as methods of responding to them. That 

is why studying the changing of the nature of modern armed conflicts and the 

growing role of their hybrid component is urgent. 
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Lately there has been a change in the paradigm of warfare. That is, there is a 

transition from a linear to a non-linear model of conflict – from the classical point of 

view on war as a confrontation of armies to the latest one, when war is not declared, 

armies may not be used at all, but the goal of the war (conflict) is achieved [1]. An 

example of a nonlinear conflict model is hybrid warfare [2]. It is worth exploring how 

the paradigm shift affects the country's military security and how threats to military 

security change. 

 

Military Security  

Military security is the protection of state sovereignty, territorial integrity and 

democratic constitutional order and other vital national interests against military 

threats [3]. The peculiarity of military security is its being part of national security 

and at the same time functioning as an independent phenomenon. All other types of 

security – social, economic, environmental, information, etc. – have military aspects. 

The concept of military security is closely linked to military danger – a system 

of political, economic, military and other factors in relations between states, which in 

certain circumstances and conditions can lead these states to a military conflict of 

varying scale. A military danger to any state is the possibility of becoming a target of 

military aggression from another state or union of states, and also as a result of that 

aggression. According to the prevailing views, the main signs and prerequisites for 

the emergence and existence of military danger, i.e. violation of military security, for 

the state from a potential aggressor are: 

– the aggressive side's having hidden interests (territorial, economic and other 

claims), satisfaction of which may require the use of military force; 

– orientation and readiness of the military-political leadership of the aggressor 

state to use military force; 

– the composition and state of readiness of the armed forces, which provide the 

aggressor with the opportunity to conduct armed offensive against the state – subject 

to aggression. 

Both, military security and military danger arise in the same public spheres – 

politics, economy, ideology, military sphere, etc. They are created by the same 

entities (states, nations, military-political leaders, etc.). Military security and military 

danger are aimed at the same objects – states, territories, population, resources, etc. 

Among the means of achieving them, priority is given to military force. 

According to such views, it is the military component that was mainly taken 

into consideration when assessing the level of military security. It is believed that, 

although military security should be achieved first of all by non-military means 
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(political, economic, etc.), it relies primarily on military force. However, lately we 

can see numerous changes in the practice of warfare. Wars are becoming hybrid [4]. 

 

Hybrid Warfare  

Globalization, development of information technology, changes in the human 

mentality have led to another evolution in the views on warfare. Beside the traditional 

set of threats to military security, we see the growing role of non-military means of 

achieving political goals, which in many cases far outweighs the effectiveness of the 

military means. This approach is called the “hybrid warfare”. The Military Balance 

provides the following definition of the term “hybrid warfare” – hybrid warfare the 

use of military and non-military tools in an integrated campaign designed to achieve 

surprise, seize the initiative and gain psychological as well as physical advantages 

utilizing diplomatic means; sophisticated and rapid information, electronic and cyber 

operations; covert and occasionally overt military and intelligence action; and 

economic pressure. 

It should be noted that hybrid warfare is not fundamentally new, certain 

features of hybridism are inherent in almost all wars in the history of mankind, but it 

is with the development of technology that non-military means have gradually come 

to the fore and allow the aggressor state to achieve its goals formally staying under 

the radar. According to the Russian General Staff, the so-called color revolutions are 

also a form of hybrid warfare [6]. 

 

The Aim of Hybrid Warfare  

The aim of hybrid warfare is the same as of any other, namely to impose your 

will on the enemy. The war is waged for power over the territory (strategic 

communications, resource zones) and control over the population. The aggressor tries 

to change the behavior of the enemy, to make him give up his freedom, ideology, 

property rights, to give away resources, territory, water area and so on. The ultimate 

goal may also be to undermine the aggregate power of the state, positions and 

influence of the government, both domestically and internationally, or to bring to 

power a puppet government that would facilitate the necessary redistribution of 

resources. 

In hybrid warfare, the aim is achieved mainly by non-military means and does 

not lead to the occupation of the victim's territory, destruction of its infrastructure, 

mass killing of the population. Information and political technologies allow for the 

transition of the country to external control at the minimum level of military violence 

(or even without it), but through the concentrated use of violence in the socio-
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economic and cultural spheres, the use of cyber weapons, etc. [2] 

 

Sources of Threat 

During hybrid warfare, important is the source of the threat. Obviously, such 

warfare is prepared and fought by an adversary who has long-term political or 

economic goals. Such an opponent can be an individual state or a group of states, an 

international organization [6]. Non-state actors, such as commercial organizations, 

oligarchic clans, terrorist organizations, radical opposition and transnational criminal 

organizations, may also be sources of threat under certain circumstances. That is, 

those who can provide the necessary forces and means, have access to them, as well 

as possess the necessary resources. 

 

Threat Vector 

Unlike traditional approaches, when victory was achieved first of all through 

armed struggle (open clash of the armed forces), hybrid warfare is hidden and aimed 

at weaknesses of the state. These can be economics, energy, ethnic relations, etc. 

Weakness can be attributed to a wide range of factors: historical, geopolitical, 

political, economic, legal, the degree of social consolidation, existing ethnic or 

religious contradictions, criminalization of the society, etc. Weaknesses can be 

externally exerted or through agents of influence within the victim state. The aim is to 

destabilize the internal situation, provoke unrest, discredit the current authorities, 

change the power elites, deprive the state of subjectivity. 

It is the existence of weaknesses (instability factors) in the domestic political 

situation of the victim country caused by confrontation between the ruling elites, 

corruption, socio-economic, ethnic, religious contradictions, demographics, and other 

problems that makes possible to conduct hybrid warfare against it. 

 

Forces and Means 

In contrast to the traditional model of conflict, where the main element was the 

confrontation of national armed forces, in hybrid warfare the emphasis of the 

confrontation methods is shifting towards the widespread use of political, economic, 

humanitarian, and other non-military measures (in some cases illegal), implemented 

by mobilizing the protest potential of the population of the country (or some of its 

regions). This is complemented by covert actions, including activity of illegal armed 

groups, terrorist and criminal groups, radical opposition and special forces. Besides, 

sabotage, provocation and physical elimination of individuals may be used. The open 

use of force may not take place or may happen at the final stage in the form of a 
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peacekeeping operation to consolidate the success. 

 

Horizontal Escalation of Hybrid Warfar e 

Changing patterns of conflict, the attitude of the society to war and the 

development of modern technologies have led to the growth of the geography of 

armed conflicts. However, such horizontal escalation is taking place not in the 

“classical” sense, when it meant first of all new states getting involved in the conflict, 

but in a new one, when states that do not have common borders or, even, are located 

in different parts of the world, can enter into the conflict. This was made possible by: 

– development of strategic mobility of national armed forces; 

– development of satellite control and guidance systems; 

– development of weapons delivery systems and improvement of precision 

weapons; 

– spread of the practice of involvement of paramilitary units (private military 

companies or illegal armed groups that are created on the enemy's territory or on 

adjacent territories); 

– creation of instability using opposition forces, radical (extremist) 

organizations; 

– use of terrorist methods; 

– widespread use of cyber capabilities: cybernetic (hacking) attacks on public 

administration systems, armed forces control systems, etc.; organization and 

coordination of protest movements, terrorist activities, etc.; negative information 

influence; 

– increasing transparency of borders; 

– sharp increase in illicit arms and weapons trafficking; 

– increasing opportunities for waging information and psychological warfare; 

– criminalization of power in some regions. 

 

Ambiguity of Hybrid Warfare  

One of the hallmarks of hybrid warfare is non-existence of explicit parties to 

the conflict. War is not declared, parties to the conflict are not evident, while 

international legal documents believe that conflict as a phase of contradiction is 

possible only if parties to it are represented by subjects. Where there is no subject, 

there can be no conflict. Blurred and shaky are the lines of demarcation between war 

and peace, internal and external threats to national security, the coup and the 

revolution, permitted and unauthorized forms of struggle, between defenders and 

destroyers of international law [2]. In such a case, it is much more difficult to identify 
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the aggressor state. Such ambiguity makes difficult, slows down or even makes 

impossible organization of the victim country and the international community's 

response. 

 

Risks of Hybrid Warfare  

In hybrid warfare, there are several risk groups for the aggressor country that 

may disrupt its plans. 

First is the risk of a lack of resources. As with any war, misjudging one's own 

resources and the victim's ability to resist can lead to exhaustion and impede meeting 

of the goal. 

Second is the risk of uncovering the aggressor. In the event of a prolonged 

conflict, there is a great chance that, despite the measures taken to conceal the real 

aggressor, it will undoubtedly be identified. The result may be the reaction of allies or 

international security organizations, which will make the aggressor stop the war. 

Third is the impossibility of truly effective control. Hybrid warfare is a conflict 

of ambiguous and unreliable nature, involving diverse forces and means that may 

become unmanaged or completely out of control. Given the nonlinear nature of the 

war, minor phenomena or influences can cause an avalanche reaction and be a 

catalyst for unexpected events. This is especially true when protest movements, 

organizations pursuing own goals, terrorist acts, etc. are used to achieve their goals. 

Indirect influence can lead to unexpected results or interference from other states 

(international organizations). 

 

Countermeasures 

It is difficult to counter hybrid warfare due to its ambiguity. Countermeasures 

should be developed on a case-by-case basis. However, in our view, in preventing 

and resolving armed conflicts, culture plays a crucial role, including the strategic one, 

the most important function of which is to eliminate the surprise effect when 

confrontation with new threats catches the society off guard. 

Under these conditions, a system of timely disclosure of the complex of 

measures taken by aggressor to prepare for hybrid warfare must function effectively 

in the state, from planning the initial stages of nonviolent actions to moving on to 

tough violent confrontation. In the unstable world, countries may turn into battlefields 

within weeks or days and fall victim to intervention, chaos, humanitarian catastrophe, 

and a civil war. In the context of the hybrid war imposed on Ukraine, all vital spheres 

of the state feel the threat of growing destabilization operations (first of all sanctions 

and cyber attacks) to their future development. 
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In order to prevent the strategic surprise of the use of modern disruptive 

technologies against the state, special attention in the security and defense sector 

should be paid to detecting: 

– sources of sustainable financing by external interested forces of non-

governmental organizations and other structures involved in organizing protest 

movements, armed formations; 

– protest social groups capable of participating in planned actions of both 

nonviolent and forceful nature; 

– practical slogans that are as close as possible to real demands of protest social 

groups, whose actions can ultimately be used to morally influence armed formations, 

to delegitimize and undermine the current authorities; 

– training in countries – potential adversaries of leaders capable of leading 

political protests; 

– training in specialized camps of field commanders and fighters for combat 

actions, organization of mobilization points and routes of their transportation; 

– support of the opposition and its expansion into the regions primarily through 

the coordinated use of opposition-controlled electronic domestic and foreign mass 

media; 

– networks of structures to control subversive activities, supply, 

communication and monitoring of the situation both within the territory of Ukraine 

and abroad; 

– activity in cyberspace aimed at information and psychological influences on 

the personnel of the Armed Forces and military-political leadership of the state from 

other countries and (or) disruption of the functioning of the information infrastructure 

of the Armed Forces; 

– activity in cyberspace aimed at conducting terrorist acts, in particular by 

violating the regular operation of automated military and high-precision weapons 

control systems; 

– activity and actions in cyberspace aimed at unauthorized access to databases, 

information repositories, algorithms and decision-making on state defense, 

destruction of information of the military command; 

– external cybernetic influences on cybernetic systems and objects of critical 

and information infrastructure, electronic information resources involved in ensuring 

the state military security, virus and hacker attacks, etc.; 

– actions aimed at disrupting of reliable functioning of special purpose 

information and telecommunications systems, internal cybernetic influences in the 

form of actions and individual operations, etc., which undermine the prestige of the 
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Armed Forces and their readiness. 

It is important for the organization of counteraction to determine in advance 

measures to ensure national security and to coordinate efforts to counter threats with 

international organizations, such as the United Nations, the OSCE, whose support is 

extremely important to justify the legitimacy of the actions of an individual country 

or group of states. Quite important is international consensus on what actions can be 

considered as aggression, for example, in the context of a possible cyber attack, 

determining its source and legitimate countermeasures. Or how energy security issues 

bear to the right of a sovereign state to dispose of its natural resources. 

 

Impact on Military Security  

It is important to point out that the hybrid context of modern conflicts has 

emerged due to globalization processes that are blurring the existing norms, concepts 

and rules. The concept of military security is also being eroded. It is more closely 

intertwined with other types of security. In this regard, the issues of assessing the 

political and military situation and the level of military security are getting more and 

more complicated. In the context of a hybrid war, economic, information, and social 

components of military security, which have traditionally been paid little attention, 

are coming to the fore. Accordingly, ensuring military security should rely more on 

non-military means, than on military strength. The hybridization of warfare leads to 

the main threats to military security originating not from outside, but from within the 

state. The task of the enemy is to find the weaknesses formed by economic, historical, 

ethnic, religious factors, etc. In order to ensure own military security in the country, 

measures should be taken systematically to find such weaknesses, eliminate them or 

reduce their impact. Of course, we do not suggest to give up or reduce the strength of 

the national armed forces. On the contrary, to ensure an adequate level of military 

security in the event of a hybrid war, it is necessary to prepare troops for actions on 

their own territory, in a rapidly changing environment, where there is no single front 

line and the enemy is not identified. The armed forces must undergo counterterrorism 

and counter-guerrilla training. 

 

Conclusion 

To sum up the above said, we can propose the following definition of hybrid 

warfare – a form of hostile actions in which the attacker does not resort to classic 

military invasion, but suppresses his opponent, using a combination of covert 

operations, sabotage, cybernetic and information warfare, as well as supporting 

illegal armed formations, separatists, rebels, etc. operating within the victim country. 
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The attacker is strategically coordinating these actions, while maintaining the 

possibility of a credible denial of his involvement in the conflict. 

The hybrid nature of modern wars has a significant impact on the military 

security of the state. Increasingly important for military security are becoming non-

military factors that have previously been ignored by both the military-political 

leadership of the state and researchers. 

Given the hybrid nature of modern wars, successful ensuring military security 

of Ukraine can only be achieved through the consolidation of the society, 

strengthening of national defense, development of comprehensive ties with strategic 

partners, supporting constructive organizations, supporting international security, and 

decisive counteracting any attempted provocations of socio-political instability in the 

state. 

Besides, in ensuring Ukraine's military security, it is necessary to move from a 

purely regional approach to a broader one, so, in view of the geographic expansion of 

conflicts, because not only a country with common borders with our country can act 

as an adversary. In addition, any conflict nowadays can grow rapidly and sweep the 

entire region, neutral and uninterested countries included. 
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Introduction  

In recent decades, geopolitical transformation of the world has been 

accompanied by the escalation of contradictions between states in political, 

economic, military, ideological and other fields. According to many political analysts 

and military experts, the struggle for spheres of influence and possession of vital 

natural resources has long been the main cause of armed conflicts and local wars in 

various areas of the world.   

The analysis of trends in geopolitical and military-strategic situation in the 

world shows that in the first half of the 21st century, humanity will not be able to get 

rid of military clashes of various scales. This is determined by preservation of the 

existing centers of power and emergence of the new ones, and striving of political 

elites of individual states to resolve emerging economic, political, territorial, 

religious, ethnic and other antagonistic contradictions by means of different forms of 

violence [1]. 
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The analysis of threat of catastrophic consequences of military actions of 

different scales which are conducted with the use of high-efficiency modern and 

emerging weaponry has confirmed the tendency for active employment of non-

military measures of inter-state confrontation in the course of armed conflicts and 

local wars. The range of threats of military and non-military nature being projected 

on the territory of Ukraine is quite broad and focuses on economic, political, 

environmental, demographic, information, and technology fields [2]. The analysis of 

their content gives grounds to assert that in modern conditions, there is a trend 

towards the increasing role of military force in the system of international relations. 

Many political analysts, sociologists, philosophers and military researchers believe 

[3] that the main process that affects the world stability and provokes uncertainty in 

inter-state relations is globalization [4].  

Inability of most countries in modern conditions to confront on equal terms the 

most powerful military machine of globalization (especially in the person of the 

United States) has led to the increase in terrorist acts, armed conflicts and local wars 

in the 21st century. Combining them into a single antagonistic system gives rise to a 

phenomenon called by military-political theorists “asymmetric actions” (“asymmetric 

conflicts” and even “asymmetric wars”). In these conditions, there is no country in 

the world, including Ukraine, able to withstand modern threats while relying just on 

the capabilities of its own. In order to ensure their national security, the vast majority 

of states seek to create a peaceful and reliable security environment. The security 

environment will be considered in this work as geopolitical, political-diplomatic, 

military, economic, informational and other spheres where favorable conditions or 

dangerous phenomena, potential and real threats to the realization of national 

interests originate, exist, accumulate or manifest, and in which the state implements 

its national security policy, interacts with international security structures, strategic 

partners, allies, military-political and other institutions and organizations in the 

interests of ensuring its sustainable development in a certain time interval. 

Today, the international security environment is in the state of deep crisis. The 

events of late 2013 and early 2014 in Ukraine and the uncontrollable ongoing armed 

conflict in the east of the country have shown that the European and global security 

systems have proved to be largely ineffective, which calls into question the 

possibility of further sustainable development on the continent. Ukraine has found 

itself at the hottest flashpoint of collision of geopolitical interests of several centers of 

power, which has affected the stability of countries from the Baltic to the Black Sea-

Caspian Basin [5].  

To counter the threats which require significant military effort (e.g. when 
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relative strengths ratio is 1:10), the resources the state cannot find, the minimum time 

required to neutralize the identified (forecasted) threat which is not available etc., 

asymmetric actions can be taken. Asymmetric actions are inherent in a conflict 

situation in which a weaker opponent, having limited resources in hand, resorts to 

measures of economic, diplomatic, informational and purely military nature to pursue 

an asymmetric strategy (tactics) of warfighting in order to nullify military and 

technologic advantages of the stronger adversary [6]. An important condition for the 

effectiveness of asymmetric actions is the precise identification of the most 

vulnerable and weak points of the enemy, the impact on which will allow to achieve 

maximum effect at the minimum cost to own forces and resources. 

The examples of asymmetric actions can include the activities carried out by 

Special Operations Forces, foreign intelligence, various forms of information 

influence, as well as political, economic and other non-military types of influence. 

However, it is problematic to develop a universal package of asymmetric actions 

applicable to all possible conflicts, due to peculiar characteristics of each of them. In 

addition, asymmetric actions are usually carried out within a limited period of time, 

because a stronger adversary is able to quickly adapt to the situation and provide 

effective counteraction. The effectiveness of conduct of asymmetric actions depends 

on the completeness and timeliness of their execution, which is achieved through 

coordinated activities of inter-agency forces of the entire organization of the state, 

synchronized by goal, place and time. 

The success of asymmetric actions will depend on: 

– quality and completeness of planning of local special operation (LSO); 

– the level of professional training of personnel of the units involved; 

– the level of information support for LSO at national and international levels; 

– the completeness and timeliness of resource allocation and all-out support of 

LSO at all stages of its conduct; 

– the degree of preparation of operational area for LSO; 

– the degree of enemy deception regarding time, place, objectives and scale of 

the LSO, etc. 

We believe that one of the steps toward the solution to the problem can be the 

method of asymmetric counteraction to threats to military security of the state being 

proposed. The essence of the method is to sequentially perform the determined 

procedures for the security environment analysis, monitoring, assessing the level and 

nature of military or hybrid threats, determining the needed resources, time and level 

of de-escalation (neutralization shift  Ў+   
) of the threat and forming the 

necessary group {Sj} of entities of the armed forces and the capabilities they require 
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to build the capacity for asymmetric counteraction.   

The method involves computational procedures for determining the tasks to the 

entities of the formed group and the main parameters of the planned Local Special 

Operation of Asymmetric Counteraction (LSOAC), including the required all-out 

support and the information support for its conduct. 

The flowchart of the method is shown on Fig. 1.  

The performance of the foregoing procedures of the method can be combined in 

several stages.  

At the first stage, the security environment analysis is conducted for the 

emergence or existence of dangerous phenomena, potential and real threats to 

national interests affecting the conditions the state is implementing its national 

security policy in. 

The second stage involves monitoring of threats that is conducted to identify the 

threats (dangers and other destructive factors) of military or hybrid nature, posed by 

those states which are considered potentially dangerous from a military standpoint. 

The result obtained from the monitoring stage is an array of threats ᾀȟᾀ ρȟὤof 

military or hybrid nature, which can significantly affect military security of the state 

(the main methods of detecting threats are the correlation method and the expert 

assessment method). 

At the third stage, the expert-analytical analysis and assessment of threats to 

military security are carried out by assessing the current + 4  level and 

elaborating the forecasted  +
 
4  level of identified threat “z”, and identifying the 

factors which shape this threat. This stage is a key to further organization of 

countering the threat “z”, because the accuracy of forecast of the level of military 

threat and the completeness of its factors will determine the effectiveness of all 

further actions to neutralize the threat (the factors which form the threat are detected 

by using Ishikawa Method and the expert method, and the level assessment – by using 

the advanced Analytic Hierarchy Process (AHP) method and M7 model ) [7]. 

At the fourth stage, filtering of aggregate of threats ᾀ to military security of 

the state is carried out in order to conditionally distribute them by area of 

manifestation (foreign policy, domestic policy, military, economic, scientific and 

technological, socio-humanitarian, environmental, information, etc.). By such 

filtering, we identify the threats the neutralization (elimination) of which requires the 

involvement of armed forces ᾀ ρȟ:   – either by the direct (symmetric), or by 

asymmetric method (actions).  
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At the fifth stage, the capabilities of the armed forces to neutralize the threat are 

assessed according to the indicators determined, namely: 

the possibility of achieving the required neutralization shift Ў+   
of military 

threat level, which is the difference between the current level  + 4   and the 

threshold level Ў+ 4   of military threat Ў+ 4 + 4 ɀ+ 4 . 

A hypothetic example of formation of the required neutralization shift Ў+ 4  of 

military threat level at the time of forecasting Tпр is shown in Fig. 2; 

the assessment of the resources 2  required to achieve the required 

neutralization shift, considering the capabilities available to Military Security 

Provision System (MSPS);  

the time needed 4   
to achieve the required neutralization shift of the threat 

under consideration.  

The performance of the foregoing procedures of the method can be combined in 

several stages.  

At the first stage, the security environment analysis is conducted for the 

emergence or existence of dangerous phenomena, potential and real threats to 

national interests affecting the conditions the state is implementing its national 

security policy in. 

The second stage involves monitoring of threats that is conducted to identify the 

threats (dangers and other destructive factors) of military or hybrid nature, posed by 

those states which are considered potentially dangerous from a military standpoint. 

The result obtained from the monitoring stage is an array of threats ᾀȟᾀ ρȟὤof 

military or hybrid nature, which can significantly affect military security of the state 

(the main methods of detecting threats are the correlation method and the expert 

assessment method). 

At the third stage, the expert-analytical analysis and assessment of threats to 

military security are carried out by assessing the current + 4  level and 

elaborating the forecasted  +
 
4  level of identified threat “z”, and identifying the 

factors which shape this threat. This stage is a key to further organization of 

countering the threat “z”, because the accuracy of forecast of the level of military 

threat and the completeness of its factors will determine the effectiveness of all 

further actions to neutralize the threat (the factors which form the threat are detected 

by using Ishikawa Method and the expert method, and the level assessment – by using 

the advanced Analytic Hierarchy Process (AHP) method and M7 model ) [7]. 

At the fourth stage, filtering of aggregate of threats ᾀ to military security of 

the state is carried out in order to conditionally distribute them by area of 
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manifestation (foreign policy, domestic policy, military, economic, scientific and 

technological, socio-humanitarian, environmental, information, etc.). By such 

filtering, we identify the threats the neutralization (elimination) of which requires the 

involvement of armed forces ᾀ ρȟ:   – either by the direct (symmetric), or by 

asymmetric method (actions).  

At the fifth stage, the capabilities of the armed forces to neutralize the threat are 

assessed according to the indicators determined, namely: 

– the possibility of achieving the required neutralization shift Ў+   
of 

military threat level, which is the difference between the current level  + 4   and 

the threshold level Ў+ 4   of military threat Ў+ 4

+ 4 ɀ+ 4 . A hypothetic example of formation of the required 

neutralization shift Ў+ 4  of military threat level at the time of forecasting Tпр 

is shown in Fig. 2; 

– the assessment of the resources 2  required to achieve the required 

neutralization shift, considering the capabilities available to Military Security 

Provision System (MSPS);  

– the time needed 4   
to achieve the required neutralization shift of the threat 

under consideration.  

The sixth stage involves the use of a procedure that allows to determine the 

most rational form of responding to the identified threat according to the criteria 

defined in the fifth stage, namely to obtain the required neutralization 

shift Ў+ 4 ,  allocated  resources 2 2    and time   4 4  to 

further decide on neutralization of the threat either by symmetric or by asymmetric 

method. 

If the condition of achieving the established criteria is met, a decision is made to 

neutralize the threat by a symmetric method, but if at least one of the conditions is not 

met – then a decision is made on the asymmetric action. 

At the seventh stage, when the decision has been taken to neutralize the threat 

by the asymmetric method, a set of variants of groups of entities from the 

composition of the armed forces ὮȟὮ ρȟὐ is formed, where “J” is the number of 

groups of entities from which it is expedient to build the capacity for asymmetric 

counteraction and the most rational form of their employment (e.g. a local special 

operation with information support) (this procedure is carried out by advanced 

Hierarchy Analysis Method (HAM) technology and expert assessment)  [8]. 
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At the same time, the resources and the time required to achieve the anticipated 

neutralization shift are substantiated for each of the proposed variants of building the 

capacity for asymmetric counteraction. 

The variety of options for allocation and employment of components of the 

armed forces tasked to neutralize the threat is explained by the differences in 

capabilities of these components, the availability of different required resources, the 

time intervals available (or required) to perform the tasks assigned, etc. 

In the eighth stage, according to the concept, a package of tasks is determined 

to each entity of the array of forces allocated to build the capacity for asymmetric 

counteraction for neutralization (counteraction) of threat “z”. The tasks are based on 

the determined degrees of reduction of impact of the threat indicator Δ on the Saati 

scale and the capabilities required for this, which are determined by means of 

advanced AHP and expert assessment procedures. 

 
4  

Ў+ 4  

Ў+ 4  

 

+ Ô  

 

+ Ô 

+ 4  

1,0 

+ 4    

Fig. 2 – Hypothetic example of formation of the required neutralization shift  

Ў+ 4
 
of the level of military threat at the time of forecasting 4  :  

+ Ô - the threshold level of military  threat “z”; + 4  – the acceptable 

level of military threat “z”; + Ô  
 
- the current level of military threat “z” at the 

time of assessment “t1”; + 4  – the forecasted level of military threat “z” at the 

time of forecasting “4”; the acceptable neutralization shift Ў+ 4  of the level 

of military threat at the time of forecasting Tfc.  

                                                                     (developed by authors) 
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The ninth stage is LSOAC planning and the development of its legend. 

At the tenth stage, to ensure that adequate support to the conduct of LSOAC is 

provided, the resources needed to achieve the required neutralization shift are 

substantiated, and the possibility of their allocation from national resources available 

in the military security provision system (MSPS) is assessed, namely with regard to 

providing the array of forces assigned to form capacity for asymmetric 

countermeasures with the required materiel and equipment, communication means, 

specialized non-military assets and other resources, performing collective training 

and other activities required to prepare for the performance of the assigned tasks. 

At the eleventh stage, the LSOAC is conducted, with further evaluation of its 

effectiveness in achieving the desired neutralization shift. 

At the twelfth stage, a full range of possible monitoring measures is taken to 

determine the current level of threat to military security  + 4 . If the results of 

monitoring do not confirm the achievement of the desired decrease in the level of 

military threat, there a need to return to Stage 3, to be followed by all the subsequent 

stages. 

If this level is achieved, it is considered that the threat is neutralized, the military 

security of the state is ensured and the transition to the next stage is possible. At this 

stage, as a result, as needed, decisions are made on further actions to ensure the 

military security of the state. The main desirable result of asymmetric counteraction 

should be the abandoning of active hostilities by the enemy, i.e. de-escalation of the 

threat of military or hybrid nature to an acceptable (permissible) level. 

Conclusion. The proposed method of asymmetric counteraction to military 

threats allows to implement new approaches to employment of armed forces, taking 

into account the specifics of the existing and forecasted threats and dangers, 

countering which combines both the direct (symmetrical) actions, which require the 

preparation and conduct of operations with decisive objectives of overthrowing the 

groupings of enemy troops (forces), and the asymmetric actions aimed to inflict 

unacceptable damage to the enemy, including in non-military fields of security. 
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At present, the use of military force remains the main argument for resolving 

disputes between states. The transformation of conventional wars into hybrid wars is 

specific to the problem, in which a closely integrated set of conventional weapons, 

irregular tactics, terrorism, criminal activity and non-military instruments is adapted 

and used simultaneously [1]. From the analysis of the causes and processes of origin 

of the military conflicts of the past, in particular the military conflict in eastern 

Ukraine, it follows that a hybrid confrontation between states may occur long before 

the use of military force. This significantly increases the importance of informational 

influence on the enemy. The military security of the state in the conditions of hybrid 

confrontation is influenced by new factors, the significance of other factors is 

changing. Therefore, the assessment of military danger is an urgent, important 

scientific and practical task, the solution of which will allow to take timely measures 

to counter a possible enemy actions. 

Many works have been devoted to the issue of assessing military hazards. 
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Thus, in [2]–[4] the method of assessing the level of military hazards for the state is 

given, which is based on the application of the method of hierarchies analysis (MHA) 

[5]. Analysis of the application of other methods for assessing the danger of war in 

the works is not presented. 

To assess the aggressiveness of the state` military and political course in [6], a 

model based on the methods of unprecise set theory is given [7].  In essence, as an 

indicator, the aggressiveness of the military and political course does not differ from 

the level of military hazard. 

There are known methods [8]–[10], in which taxonomy methods are used to 

assess the level of national security [11].  The taxonomic methods can also be used to 

assess military hazards. 

In [12] the analytical approach with the application of probabilities theory 

methods for the analysis of interstate relations in the context of military hazards is 

stated.  To determine the levels of military danger, it is proposed to use the index of 

military hazard. 

A comparative analysis of methodological approaches to assessing military 

danger is given in [13], where the application of additive convolution of partial 

indicators to solve the problem, as well as the methods of analysis of hierarchies, 

taxonomy, unprecise set theory and probability theory is considered. 

From the analysis of the considered works it follows that it is necessary: 

– firstly – to clarify the factors that should be taken into account when 

assessing the military danger in a hybrid confrontation between states; 

– secondly – to clarify the application of methods and improve existing 

methodological approaches and methods of assessing military danger. 

Therefore, the purpose of the article is to improve the basic methodological 

provisions for assessing the military hazards. 

To assess the military danger to the state, a system of factors (indicators) in the 

political, military, economic, informational, religious, territorial, and ethnic spheres 

of the relations between states is used, which is set out in [2]–[4]. However, for the 

conditions of hybrid confrontation between states, the system must be supplemented 

by some factors. It is advisable to consider:  

– in the political sphere: non-fulfilment of interstate agreements, non-

fulfilment of resolutions of international security organizations, strengthening of 

superpower ambitions; 

– in the military sphere: intensification of the special services activities on the 

territory of the state, intensification of intelligence activities, penetration into the law 

enforcement agencies of the state, exercise of moral and psychological pressure on 
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servicemen; 

– in the information sphere: strengthening cyberactivity directed against state 

institutions, as well as collecting information - classified or with limited access, 

preparing the target audience for future aggression, discrediting the armed forces. 

The system of factors (indicators) is determined for a specific case of military 

hazards assessment. 

Expert assessment methods are used to determine the significance (priorities) 

of spheres of activity and factors (indicators) related to the impact on military danger 

for the state. In [4], the priorities of areas and indicators are assessed using MHA by 

pairing them on a nine-point Saati scale [5]. To solve this problem, other methods of 

expert evaluation can be used, for example, ranking, sequential comparison, direct 

evaluation [14], [15]. 

By the ranking we mean the procedure of establishing the relative significance 

(preference) of objects (in our case, areas, indicators) on the basis of their ordering. 

Rank characterizes the order of an object in a group of other objects. The sphere or 

indicator that has the greatest impact on the military threat is given the first rank, and 

the least influential - the last rank. 

The expert should arrange the spheres or indicators in the order of their 

significance and assign to each a natural number: 1,2,…, n. 

Coefficients that characterize the impact of areas or indicators on military 

hazards are determined by the formula [16] 

 

 

 

where m is the number of areas or indicators; 

К – number of experts; 

r ik – rank given by the k-th expert of the i-th field or indicator.  

Then the coefficients are normalized Cik 
 

 

 

If the competence of experts is equal, the coefficients of significance of areas 

or indicators are determined by the formula 
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To assess the reliability of the expert evaluation results, a concordance 

coefficient is used, which in the absence of related ranks is determined by the formula 

[15], [16] 

 

where  

 

The probability is considered sufficient when W > 0.7 [16]. 

Determining the coefficients of significance (priority) of factors (indicators) is 

carried out in three stages: 

at the first stage the ranking of factors (indicators) of each sphere of activity is 

carried out; 

at the second stage the ranking of spheres of activity is carried out; 

at the third stage the coefficients of significance (priorities) of factors 

(indicators) are determined taking into account the results of expert evaluation at the 

first and second stages. 

The significance (priority) of the i-th indicator, which corresponds to the j-th 

field of activity, is determined by the formula: 

 
where N – number of spheres of activity; 

mj – the number of factors (indicators) corresponding to the j-th sphere of 

activity; 

вij – coefficient of significance (advantage) of the i-th factor (indicator), which 

corresponds to the j-th sphere of activity; 

aj – coefficient of significance (priority) of the j-th sphere of activity. 

In order to assess the military hazards, it is advisable to determine [2]–[4],  

[8]–[10], [13]: 

– the state that may pose the greatest military danger to Ukraine; 

– the purpose of a possible military conflict; 

– the level of military danger in relation to an individual state; 

– trends in the level of military danger over the periods of development of 
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relations between Ukraine and a particular state. 

The determination of the state that may pose the greatest military danger 

should precede the solution of other tasks and can be carried out using MHA [5]. 

The method of hierarchy analysis is used in decision-making based on both 

formalized and informal factors (indicators). The method consists in decomposing the 

problem into simpler parts and elements (hierarchical representation of the problem) 

and in further processing by methods of expert judgments matrix algebra, which 

provide estimates by pairwise comparisons. Experts use a nine-point scale. 

An example of a hierarchical image of the problem of determining the state 

that may be the greatest military danger, is shown in Fig.1. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 – Hierarchical task representation of determining the state that may pose the 

greatest military danger 

It is reasonable to rank the indicators in advance to exclude the indicators with 

little effect on a military danger, i.e. with a low significance coefficient (priority).  

Figure 1 shows that the alternatives are the states that may pose a military 

threat to Ukraine.  As a result of solving the problem, the degrees of a military danger 

that could be created by the states under consideration are obtained.  It is not 

recommended to compare more than 9 elements when using MHA. 

A group of experts is appointed to apply MHA.  It is considered [17] that a 

group of 10-15 people is optimal. The probability of the credibility of the collective 

expert opinion is approximately 0.8. When solving the problem in accordance with 

Fig. 1, the experts have to form the following: one square inversely symmetric matrix 

of pairwise comparisons of spheres of size N x N at the second level of the hierarchy;  

N matrices measuring m1 x m1, m2 x m2,.  .  .  , mN x mN at the third level; (m1 + 

m2 + .. + mN) matrices of size R x R at the fourth level. The calculation procedure 

while using MHA is detailed in [5,18]. 

The task of determining the state that poses the greatest military danger can be 

easily solved using taxonomy methods [8], [11]. 

¶ ¶ ¶ ¶ ¶ ¶ 

Political 

 (j = 1) 

1-st level - 
goal 

4-th level - 
states 

¶ 

Goal is to determine the state that may 

pose the greatest military danger 

2-nd level - 
spheres 

¶ ¶ ¶ ¶ ¶ ¶ 
1mI  ¶ ¶ ¶ ¶ ¶ ¶ 

3-rd level - 
indicators 

 
А1 

 
А2 

 
Аr 

 
АR 

¶  ¶ 
¶ ¶ ¶ 

 
I2 

 
I1 

 
I1 

 
П2 

2mI  

Ethnic 

 (j = N) 

 
I2 

NmI  
 

I1 

Military  

 (j = 2) 



58 

 

Taxonomy methods are the methods of a multidimensional comparative 

analysis. The so-called taxonomic distance is used, which is determined between 

points-indicators in a multidimensional space according to the rules of analytical 

geometry in order to compare alternatives in taxonomic methods. The dimension of 

space is determined by the number of indicators. The use of taxonomy methods is not 

limited to the number of alternatives and indicators. 

When applying the methods of taxonomy, all indicators that characterize the 

alternatives (in our case - the state) are divided into stimulants and disincentives, 

taking into account their influence on the outcome (in our case it is a military 

danger). 

Indicators, increasing of which contributes to the formation of a military 

danger, are considered to be stimulants, and in case vice versa they are considered to 

be disincentives. The comparison of states is carried out according to the etalon 

(hypothetical) state, which corresponds to the maximum values of indicators and 

means stimulators and the minimum values of indicators are disincentives. 

The calculation of distances is carried out according to the standardized values 

of the indicators, which are determined by the formula with taking into account their 

significance 
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where  ci r – the value of the i-th indicator, which corresponds to the r-th state; 

ic– mathematical expectation of the i-th indicator; 

sі – the standard deviation of the i-th indicator; 

di – coefficient of significance (priority) of the i-th indicator (determined by 

using the ranking method). 

Formation of indicators of the hypothetical state Z10, Z20,…, Zi o,…, Zmo  

is carried out as follows: 

 
where S, D – a set of indicators - stimulants and indicators - disincentives, 

respectively. 

Taxonomic distances are calculated by the formula: 

(7) 

(9) 

(8) 
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The calculation of the taxonomic indicator is carried out by the formulas: 

 

 
 

The state that poses the greatest military danger to Ukraine corresponds to the 

maximum value of the taxonomic indicator άὥὼ‏. 

It is reasonable to use both methods (taxonomy and MHA) to determine the 

state that poses the greatest military danger, which will increase the validity of the 

decision. 

An important task in assessing a military danger is to predict the goal of a 

military conflict. This will make it possible to determine timely and purposefully the 

measures to counter the enemy. 

Analyzing the problematic issues of the military and political relations between 

countries, modern military conflicts and taking into account their classification [10], 

we can assume that the goal of the military conflict could be: 

– solving of unresolved political contradictions by force; 

– military support for separatist movements within the state; 

– deprivation of the state sovereignty of the country; 

– seizing of additional (disputed) territories or liberation of the occupied 

territories; 

– division of the country into several countries; 

– change in the political system of the country; 

– elimination of political leadership (political leaders) of the state; 

– establishing (restoring lost) dominance (political, cultural, military, ethical 

hegemony) at the global, regional or local levels; 

– capture of raw materials and routes of their delivery to consumer markets; 
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– enforcement to fulfil contractual obligations and international resolutions 

(decisions); 

– forcing to establish peace between the conflicting parties; 

– military support for the attacked state. 

The goal of a military conflict is determined in a relation to the state that poses 

the greatest military danger. For this state, the factors (indicators) that have the most 

significant effect on the military danger are determined.  The basis for determining 

the factors is a set of indicators, which is given in [2]–[4]. 

Taxonomy, MHA and other methods of the expert evaluation may be used to 

predict the goal of a military conflict. [19]. 

When applying MHA, the hierarchical representation of the problem of 

determining the goal of a military conflict is similar to Fig.1. At the same time, the 

alternative (the fourth level of the hierarchy) is considered to be the goals of a 

military conflict that can be resolved by the state that poses the greatest military 

danger to Ukraine. The calculation procedure is similar to the definition of the state 

that poses the most military danger. 

When applying taxonomic methods, experts must determine the extent to which 

the manifestation of a factor can be attributed to each goal of the military conflict under 

consideration.  In determining the conditional (hypothetical) goal of a military conflict, it 

is considered that the stimulus factors contribute to the resolution and the disincentive 

factors to the deterrence of the military conflict.  Formulas are used to calculate the 

taxonomic index (7-11). 

Predicting the goal of a military conflict is carried out under conditions of 

uncertain factors of non-stochastic nature.  Therefore, there is a reasonable use of so-

called dependence functions to predict the goal of a military conflict. [7], [20]. The 

alternative goals of the military conflict Ar and a set of factors that determine the 

purpose of their solution are also determined for forecasting. The experts assess the 

degree of influence of each i-th factor Ὥ ρȟά  on r ὶ ρȟὙ  goal of a military 

conflict, that is, the experts for each factor formed the dependence function µ(Аr)i , 

which has a discrete nature of change (Fig. 2). 

When experts construct the membership function, the condition is met  

 

 

An additive indicator is calculated for each purpose of a military conflict  
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where dі – a coefficient of significance (advantage) of the i-th factor.  

 

Fig. 2 – Demonstration of discrete dependence of functions 

The normative value of the additive indicator is determined by the formula  

 

Standardization of the additive indicator allows to rank the purposes of the 

military conflict in the range of 0-1,0. The projected purpose of the military conflict 

is determined by άὥὼ Ὓᶻ. 

The use of one or another method to predict the purpose of a military conflict 

depends on the availability of information about changes of factors that affect it. The 

joint application of the considered methods is preferable, which will increase the 

validity of predicting the purpose of a military conflict. 

The state of military and political relations between countries is usually 

characterized by the level of war danger [2], [8], [13]. The level of war danger 

characterizes the potential possibility of using military force (the outbreak of a military 

conflict) by any country (group of countries) to resolve international, political, economic, 

military, ethnic, religious and other contradictions, is a criterion of tension in relations 

between countries. It is accepted to change the level of war danger in the range 

from 0 to 1.0.   

In [2], [21], it is proposed to establish threshold values of the integrated 

indicator of the level of war danger of Кнб, which characterize its state. Basing on the 
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experience of military conflicts, it is proposed to consider the area of change Кнб from 

0 to 0,3 as an area of good neighbourly relations, and the area in which Кнб is > 0,6 as 

an area of increased risk of military conflict. 

In [2]–[4], [21], the following states of military-political relations between the 

countries are considered:  

– cooperation (0 ≤ Кнб ≤ К1); 

– growing war danger (К1 < Кнб ≤ К2); 

– war threat (К2 < Кнб ≤ К3); 

– immediate war threat (К3 < Кнб ≤ К4); 

– armed aggression (К4 < Кнб ≤ 1). 

The threshold values of Кнб indicator are determined by experts.  

The level of war danger is most simply assessed using the generated artificial metric 

measurement (additive convolution of partial indicators) 

 

 
where Wі – the value of the i-th partial indicator; 

dі – a coefficient of significance (advantage) of the i-th indicator.  

But this approach requires meeting such requirements as the mutual 

independence of indicators and the limited range of changes in their values. 

In assessing war danger, the analytic hierarchy process and taxonomy methods 

can be used to prioritize (rank) the states of military and political relations between 

countries. This will allow indirectly, in contrast to the approaches set forth in [2]–[4], 

[9], [21], to determine the level of war danger. 

An example of a hierarchical representation of the determining priorities 

(ranking) task of states of military and political relations between countries using the 

analytic hierarchy process is shown in Fig. 3. 

The alternatives in Fig. 3 there are five states of military and political relations 

between countries. At the second level of hierarchies, experts form one matrix of 

pairwise comparisons of spheres of size N x N, at the third level - N matrices of size 

m1 х m1, m2 х m2 ,. . . , mN x mN, at the fourth level - (m1 + m2 + ... + mN) 

matrices of size 5 x 5. Based on the results of solving the problem, priority 

coefficients КПr of the states of military and political relations between the countries 

are determined, where R the number of states under consideration. It can be assumed 

that at present the state of military and political relations corresponds to max Knr, and 

the level of war danger is within the limits corresponding to this state. It can be 
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assumed that in this case the level of war danger is equal to the average value of the 

limits of its change for the corresponding state of relations between countries. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 – The hierarchical representation of the determining priorities task of the 

state of military and political relations 
 

For example, if max KПr corresponds to the state “war danger” (А3), the level of 

war danger is determined by the formula  
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For this case, when determining the level of war danger, the dependence can 

also be used  
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The application of this approach allows us to determine the tendency of 

changing the level of war danger over the periods of development of relations 

between Ukraine and a particular country (Fig. 4). 

To increase the validity of tendency of changing the level of war danger, it is 

possible to increase the state of military and political relations between countries 

(using the analytic hierarchy process till 9 states). For example, in [10] the main 

phases and stages of military conflict development are shown (Fig. 5).  

According to Fig. 5 when determining the tendencies of changing the level of 

war danger, it is necessary to assess the priorities of 10 stages of a military conflict, 

in particular using the taxonomy methods [11]. The values of the levels of a war 

danger can be determined if the experts set the limits of their change according to the 

stages of the military conflict development as in [2]–[4], [21] for the states of military 

and political relations between the countries  
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Fig. 4 – The tendency to change the level of war danger (example) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5 – The main phases and stages of military conflict development  

 

In [6] it is proposed to use an indicator that characterizes the aggressiveness of 

the military and political policy to assess relations between countries (varies from 0 

to 1,0) The evaluation model of aggressive military and political policy is based on 

algorithms and data processing procedures in conditions of uncertainty using the 

methods of fuzzy set theory.  
To obtain results, the model uses a system of advantages and a system for 

evaluating indicators that characterize the relationship between countries. The 

characteristics of the system of advantages are set by fuzzy measures on the 

corresponding measurement scales. The "course of war" corresponds to a value of 0,7 

to 1,0. The system of advantages plays the role of a standard against which the 

indicators characterizing the war danger are compared. Estimates of indicators are set 

by membership functions of fuzzy sets, which are formed by experts. It should be 
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noted that when applying the taxonomy methods, the indicators are also compared 

with the standard.  
A fuzzy integral is used in the model to compare estimates of indicators and 

requirements.  
The advantage of this method in comparison with the taxonomy methods and 

hierarchies analysis is the possibility of the most correct consideration of the 

uncertainty of indicators that are non-stochastic and arise from subjective factors. At 

the same time, the application of a method based on the theory of fuzzy measures and 

integrals to assess the level of war danger requires the use of more complete initial 

data [13], which cannot always be provided by military command and control bodies. 

Therefore, when solving the problem of assessing the level of war danger, the 

advantage belongs to the application of taxonomy methods and analytic hierarchy 

process. 
In [12] it is proposed to classify the level of war danger as “low”, “increased” 

and “critical” according to the so-called index of war danger. The index of war 

danger is determined taking into account the probability of resolving a military 

aggression and the probability of its repelling, which are assessed by the balance of 

forces of the parties.  
However, the level of war danger is also affected by factors that belong to the 

previously mentioned areas of relations between countries. Therefore, an analytical 

approach to assessing the level of war danger can be used to solve partial tasks.  
 

Conclusion 

In order to assess a military insecurity, the article considers the solution of four 

tasks: 

– identification of the country that may pose the greatest war danger to 

Ukraine;  

– forecasting the target of a possible military conflict; 

– assessing the level of military danger; 

– determination of the tendency of change in the level of military danger over 

time. 

To determine the state that poses the greatest danger, the application of 

methods for analyzing hierarchies and taxonomy is considered. The simplest task is 

solved when applying taxonomy methods, taking into account the coefficients of the 

significance of indicators, determined using the ranking method. 

Taxonomy and hierarchy analysis methods can also be used to predict the 

target of a military conflict. Promising for solving the problem of forecasting a 
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military conflict is the use of an expert method based on an analysis of the 

membership functions of indicators to alternative goals of a military conflict. 

When assessing the level of military danger at the present time, it is proposed to 

first determine the priorities of the states of military-political relations between states 

or stages of development of a military conflict using taxonomy methods or analysis of 

hierarchies. Then - the level of military danger as the average value of the boundaries 

of the level of danger for these states (stages), which must be determined by experts in 

advance. The proposed approach is proposed to be applied to determine trends in the 

level of military danger over time (periods). 
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Introduction  

Crisis phenomena around the world in the economic sphere, and especially in 

the security sphere, exacerbate the risks of both global and regional military conflict. 

The struggle for redistribution of resources more and more aggravates the situation. 

In addition, the situation is further destabilized by socio-political processes within 

some states, when their leadership will try to strengthen their positions by aggression 

against a deliberately weaker country (the principle of "small victorious war", when 

the war is not caused by foreign policy contradictions, but resolved by one from of 

the parties to solve purely domestic economic or political problems [1]). 

Indeed, in recent decades we can see the strengthening of the war potential of a 

number of states, the growing intensity of local conflicts, with the simultaneous 

acquisition of a hybrid character, the destruction of security institutions that emerged 

after the Cold War. These processes increase the level of uncertainty in relations 
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between states, potentially exacerbating the security dilemma in relations between 

them. The security dilemma, in the classical sense, involves the strategic choice of 

the state between cooperation and rivalry. The choice is made in conditions of 

uncertainty, which can lead to the fact that, without full information about the 

intentions of the opposite party, competing states make a choice in favor of the 

"worst case scenario", increasing their potential or entering into confrontation [2]. 

These issues are especially important in relation to "weak" and "strong" states [3].  

In order to make informed decisions on ensuring the security of countries and 

timely response to the aggravation of the military-political situation (MPS), it is 

necessary to constantly monitor the situation in the region and develop forecasts for 

its possible development. 

 

Contents of the method 

The following approach is proposed to solve the problem of monitoring and 

predicting the threat of armed conflict. At the first stage, a functional is being built to 

assess the risk of exacerbation of MPS (occurrence of armed conflict). As a basis for 

evaluation (monitoring) it is proposed to use a realistic theory of international 

relations [4], based on the following assumptions: 

– to protect and promote national interests, states tend to maximize their 

economic and military potential (power); 

– most often they are unable to defend their interests alone, forcing them to 

form coalitions with other states; 

– the balance of the international system is determined by the balance of 

power, the violation of which or the achievement of a critical limit in building power, 

leads to destabilization of the system and confrontation between actors. 

The advantage of this approach is that the military and economic potentials of 

states are real levers of influence that can be evaluated and compared. In addition, 

war potential is taken into account a priori - often, this is the primary factor that 

determines the decision of the state in the security dilemma, especially if the political 

regimes and identities of countries involved do not coincide, and the level of 

economic interdependence is low. 

The weaknesses of realism include the following [4]: 

– does not take into account the influence of internal factors, including – the 

influence of institutions on decision-making. 

– does not pay enough attention to international institutions and communities, 

membership in which affects the choice in the security dilemma; 

– ignores the economic interdependence of countries; 
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– does not pay attention to the subjective perception of countries of changes in 

the potential of other states; 

– does not take into account the factor of civilization [5]. 

However, it should be noted that these weak factors have a significant impact 

in a thorough assessment of the relationship between states that have relatively equal 

levels of war potential. In the case of evaluation in pairs "strong" state - "weak" state 

or during the monitoring and forecasting of aggravation of military-political relations, 

which may lead to armed conflict (given its possible hybrid nature), these weaknesses 

can be ignored. 

It is proposed to monitor the situation and predict the possible aggravation of 

the situation (danger of armed conflict) on the basis of extrapolation of the value of 

the indicator of state defense expenditures (military expenditures), which reflects 

both quantitative and qualitative aspects (as opposed to troop numbers). It is much 

more the result of current political decisions than of objective circumstances 

(compared to, say, population). Usually, it is well correlated with other indicators of 

state power – GDP, industrial production and so on. Of course, this indicator is not 

universal and does not characterize the power of countries that are fully considered. 

However, it is indicative enough to identify changes in MPS. In addition, given the 

hybrid nature of modern wars, defense spending is quite generalizing and provides an 

opportunity to assess the state's efforts to increase its power in the complex. From 

this point of view, to increase its visibility, it seems promising to include in the 

defense costs the costs of information, cybernetics and so on. 

We will assume that an open confrontation between states is determined by a 

combination of their interdependence and uncertainty in mutual relations 

(interdependence in terms of countries' response to mutual changes in power 

parameters). Changing the potential of some states and their coalitions potentially 

provokes the reaction of others. If such reactions acquire a chain character and are 

characterized by sharp, intense changes in potentials, the probability of confrontation 

increases significantly. In other words, a clear symptom of the possible evolution of 

competition into confrontation is the simultaneous and intensive increase in power of 

states. In contrast to the existing approach [3], when the arms race is considered only 

between large states (centers of power), it is proposed to consider a more relevant 

case, where capacity building is carried out by only one party (one-sided arms race). 

Such a case is typical when a regional leader tries to increase his own influence on 

the surrounding states, to include them in the sphere of his interests. Traditionally, 

this can be achieved by military means, but recently a hybrid approach has been 

spread, when separatist (protest) movements (based on ethnic, religious, political, 
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etc.) are formed in the territory of the victim country, a powerful information 

campaign is carried out, economic measures are implemented and, provided that the 

puppet government failed to come to power, the armed forces are used. In this case, 

their use is presented as a peacekeeping effect. 

A nonlinear approach is used to monitor and predict the possible growth of 

confrontation between the states of the region. By nonlinearity is meant, first, the 

dependence of the process on the properties that it demonstrated in previous stages or 

cycles (what happens today depends on what happened yesterday). Second, the 

presence of more than one equilibrium position. Finally, a sensitive dependence on 

the initial conditions - the result is disproportionate to the effort (small impulses in 

certain circumstances can lead to "big" consequences). 

The first step is to build an array of statistics on military spending. As a basic 

model, it is proposed to use the model in the form of the Verhulst process [6], which 

is expressed as follows [3]: 

ὄ ὄ ὃὄὑ ὄ ȟ                                         (1) 

where ὄ  – the value of the process in a certain cycle (for example, military 

spending of the state under study in 2010); 

ὄ  – the value of the process in the previous cycle (if the cycle is a year, it 

will be about military spending in 2009); 

А – the intensity of the process (the rate of change of military spending); 

К – the coefficient of constraints or resource niche (military spending that the 

state can afford). 

 

Values of at least three cycles are required to calculate the coefficient A. The 

coefficient K is set by the researcher, usually does not exceed 2-3% of GDP. Another 

important indicator is the normalized intensity factor 

AKa= . 

The normalized coefficient a determines the type (attractor) of the process. 

There are three types of attractors – point, cyclic and strange. Depending on the type 

of process, the growth of military spending of the state may take the form shown in 

Fig. 1. Point attractor is a process of low intensity. Its dynamics is characterized by 

the absence of oscillations. This means that the process changes smoothly, although it 

is not linear and can be represented as a logistic S-shaped curve. The values a of the 

normalized coefficient a in the range from 0 to 2 correspond to the point attractor (see 

Fig. 1.A). Further increase in intensity leads to a new change in the quality of the 

process – there is another type of attractor – cyclic. It is characterized by stable 

fluctuations in a certain area. It corresponds to the value of the normalized coefficient 
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a from 2 to 2,57 (see Fig. 1.B). If the intensity of the process is even greater, we will 

get another type of attractor - strange. The value that characterizes its normalized 

coefficient a – from 2,57 and above (see Fig. 1.C). Studies show that the most 

characteristic of military-political processes is the strange type of attractor, is such 

processes are characterized by a lack of sustainability and a sufficiently high intensity 

of change. 

 

 

 

 

 

Fig. 1 – Possible options for increasing military spending of the state (attractor) 
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Thus, the normalized coefficient (attractor) a is the main indicator when 

forecasting a possible exacerbation of MPS, which characterizes the efforts to change 

the amount of military spending by the state (the intensity of the process). 

Efforts to change the process are political actions of the national government 

aimed at maximizing state power (measured by certain indicators, in this case – 

military spending). The effort indicator directly determines the nature of the 

dynamics of the state as a system. The greater the effort to build power, the more 

volatile, volatile, and possibly chaotic the process will be. 

Limitations of the process are also important – these are the limits of power 

that are inherent in the state for a certain period of time. In other words, in the current 

conditions, the state has certain limitations in building its potential – it is forced to 

operate in a certain resource niche (resource constraints). It should be noted that 

under certain conditions the state may go beyond resource constraints (new 

technologies may be introduced, political order may change, mobilization may take 

place, etc.). It is proposed to localize the process within the niche or to go beyond the 

limit to evaluate the normalized value of the processw 

‫ .                                                         (2) 

The normalized value of the process to 1 means that the process develops 

within the resource niche, higher than 1 – the process develops beyond the limits. 

During the calculations it is necessary to take into account that in some cases there 

may be a negative value of a. A negative value of a for a normalized process value of 

less than 1 shows an S-shaped decrease. The higher and the sharper the process of 

decline. A negative value of a for a normalized value of the process greater than 1, on 

the contrary, shows growth without restrictions – the process goes beyond the niche 

[3]. In this case, its intensity is determined not only by the value of a, but also by the 

normalized value of the process – the intensity is greater the more the normalized 

value exceeds one, in the further the process went beyond the niche. This type of 

process indicates that the state, building its capacity, seeks to go beyond resource 

constraints. This is an important sign of maximizing power. If such build-up takes 

place within existing resource constraints (or niche capacities), it is likely that others 

may not see it as a threat. On the contrary, such an increase in power can be seen as a 

threat when in a number of cycles the power goes beyond the limits. This solution 

occurs when states begin to use some force. As a result of these efforts, in subsequent 

cycles, they expand the limits of their power, gaining an advantage over their 

neighbors and forcing them to act in the same way, or gain the opportunity to 

implement their aggressive intentions towards the surrounding countries. The 

perception of a threat may be even more acute if the competitor's overstepping of 
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resource constraints is a high-intensity process, in other words, if the country has not 

simply transcended the constraints but has done so sharply enough. During the 

analysis it is expedient to pay special attention to those cycles in which indicators of 

power of this or that country intensively grow without restrictions, or increase 

chaotically. 

To calculate the intensity of the process (a) you need to know the value for at 

least three cycles (say, 2013, 2014, 2015). At the same time, the values of 

expenditures throughout the study interval should be reduced to a single form, which 

in some cases may cause some difficulties (for example, in SIPRI [7] publications, 

military expenditures can be provided both in national currency and in US dollars, 

pegged before and without course changes). The collected data on military 

expenditures, the size of the resource niche, the calculated values of the intensity of 

the process and its normalized values create an array of statistical data. The next step, 

based on the obtained data set, it is proposed to build a functional that will determine 

the value of the desired indicator for several variables, without the need to refer to 

historical data. 

To do this, use the Group Method of Data Handling (GMDH) [8], [9]. 

The choice of GMDH is due to the fact that the construction of an adequate 

regression equation and its refinement requires increasing retrospective (period of 

review of statistical data), which is usually impossible. The increase in the number of 

factors is accompanied by the "curse of dimension" [9], the essence of which is the 

accumulation of total error. 

Data on military expenditures are processed using the GMDH in order to 

obtain the appropriate functionalities that describe the dependence of the output value 

on the values of the set of input indicators. For the case under consideration, this may 

be: 

ὄ Ὢὄ ȟὑ  ore ὥ Ὢὄ ȟὑ . 

GMDH includes parametric algorithms, clustering algorithms, analog 

complexation, rebinarization and probabilistic algorithms. The approach of self-

organization implemented in GMDH is based on search of models, which gradually 

become more complicated, and a choice of the best decision according to a minimum 

of value of external criterion. The basic models are often not only polynomials but 

also other nonlinear functions. By looking at different solutions in the inductive 

approach to modeling, they try to minimize the role of the analyst's influence on the 

modeling results. The direction of research, which is implemented in GMDH, in 

particular, is effective because: 

– there is an optimal complexity of the model structure, adequate to the level of 
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noise interference in the data sample (to solve problems with noisy or "short" data, 

simplified predictive models are more accurate); 

– the optimal number of layers and neurons in the hidden layers, the structure 

of the model and other values of neural network parameters are found automatically. 

The functionality obtained in the second stage (process model) will allow 

calculating the values of the necessary indicators to assess the risk of exacerbation of 

MPS. Getting a single functional using GMDH will: 

– simplify calculation and monitoring procedures; 

– eliminate the need to collect and process large arrays of input data; 

– will provide an opportunity to solve the optimization problem to determine 

the rational amount of military spending while ensuring the appropriate level of 

process intensity (its normalized value). 

However, the obtained functionality allows to determine the risk of 

exacerbation of MPS directly at the time of assessment, which, given the retention of 

statistics, may be completely unacceptable in terms of strategic planning. Therefore, 

the next step is to predict the development of the process using time series. The 

fundamental possibility of such forecasting was considered in [10], but no practical 

results were obtained. It should be noted that the military-political processes under 

consideration are complex and have a sign of heteroscedasticity. 

Heteroscedasticity (inhomogeneous scatter) is a common feature of many time 

series that describe political and financial processes and is the assumption that the 

variances of random errors are different values for all observations, which means a 

violation of the second condition of the normal linear multiple regression model [11]. 

These series are the result of the integrated influence of a huge number of factors. 

When considering short-term adaptive forecasting as a way to obtain estimates of a 

number of future values of a variable, the reason for which change is mainly 

unpredictable behavior in the political arena of actors carrying out certain political 

actions in previous moments. With such a simplified approach, the dynamics of the 

time series can be read as a chronological record of the mass behavior of participants 

in the military-political process. This makes it possible to build a model to proceed 

from the series, without involving additional information. However, the 

heteroscedasticity of the studied processes significantly limits the choice of methods 

for their prediction [12], [13]. GMDH turned out to be the most suitable for 

forecasting such complex series. Indeed, methods based on smoothing (linear, 

polynomial, moving average, etc.) have shown very little accuracy in predicting 

heteroskedastic series [14]. The Box-Jenkins method (ARIMA) has shown greater 

adequacy, but its application requires at least 50 preliminary measurements of the 
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indicator, which is predicted [14], which is not always possible in this case, given the 

radical changes in policy over the past 30-40 years. In this case, it is usually 

impossible to mathematically establish the presence of heteroscedasticity to construct 

the regression equation, which is why the use of GMDH, as one that describes well 

enough both heteroskedastic and homoscedastic series is more preferable. 

Consider the features of the application of GMDH for the prediction of 

heteroskedastic series. Unlike statistical methods, which require as large and 

homogeneous samples as possible, GMDH algorithms do not require this, and sub-

sampling is used to find a model with a structure and parameters optimally selected 

from the minimum noise dispersion in the endogenous variable. The peculiarity of the 

application of GMDH is that the prediction model is presented as the sum of two 

models: trend and balance. 

A polynomial built with the help of GMDH must be checked for quality 

(adequacy). First, it is proposed to perform a standard check of autocorrelation 

coefficients [15]. Express analysis of lag coefficients will also allow you to pre-

determine the forecast horizon. According to accepted views, the autocorrelation 

coefficients should not exceed 0,2-0,3. 

Secondly, it is necessary to assess the quality of the functionality by such 

values as [15]: 

– average absolute error (MAE) – should approach 0; 

– distribution of final values of the model – should be close to the normal 

distribution, which indicates the absence of system errors; 

– coefficient of determination - should approach 1; 

– correlation coefficient - should approach 1. 

Third, it is proposed to assess the adequacy of the obtained functionality using 

the F-measure (Van Riesbergen's measure), which was specifically designed to assess 

the quality of machine learning [16]. 

The F-measure is the harmonic mean between accuracy and completeness. It 

tends to zero if accuracy or completeness tends to zero 

Ὂ , 

where Р – precision; 

R – recall. 

Precision – shows what part of the prediction was correct. 

Recall – shows what proportion of actual events of this class was correctly 

predicted. 

The F-measure is a fairly accurate formal metric for evaluating the quality of a 

constructed polynomial. It reduces to one value two other basic metrics: accuracy and 
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completeness. With its help it is much easier to make a decision on sufficient quality 

of a polynomial. 

The obtained polynomial, provided it is of sufficient quality, can be used when 

forecasting changes in the studied military-political process. If the quality indicators 

of the constructed polynomial do not satisfy the established, it is advisable to review 

the input data or add additional ones (make the transition to a multifactor time series), 

change the parameters of the GMDH algorithm and repeat the calculations. 

 

Example of calculations 

Here is an example of constructing a forecast by the proposed method. 

Consider such countries as Russia, Ukraine, Georgia. Their military expenditures in 

the period from 1993 to 2018 in million US dollars, in constant prices in 2017 are 

given in table 1 [7]. The results of calculations for the normalized effort (a) and the 

normalized value of the process (ω) are shown in Fig. 2–4. 

Table 1. Military spending of countries 

Year 
Military expenditures of countries in millions of US dollars 

Russia Ukraine Georgia 

1993 42533 302 - 

1994 40208 1329 - 

1995 26455 1428 - 

1996 24980 1377 106 

1997 27310 1706 66,4 

1998 16241 1379 64,1 

1999 18036 1270 49,3 

2000 24335 1575 33,7 

2001 26298 1331 42,7 

2002 29133 1415 61,1 

2003 30547 1635 74,3 

2004 31928 1765 104 

2005 36284 2137 275 

2006 40161 2398 468 

2007 43715 2914 927 

2008 48033 2851 880 

2009 50396 2611 536 

2010 51420 2627 402 

2011 54877 2414 362 

2012 63584 2703 375 

2013 66682 2873 341 

2014 71467 3506 331 

2015 77023 3885 294 

2016 82576 3778 316 

2017 66527 3648 308 

2018 64193 4401 312 
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Fig. 2 – Results of calculations of normalized intensity (a) and normalized 

process value (ω) for Russia 

Fig. 3 – Results of calculations of normalized intensity (a) and normalized 

process value (ω) for Ukraine 

Fig. 4 – Results of calculations of normalized intensity (a) and normalized 

process value (ω) for Georgia 
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In Fig. 2 can be seen that Russia is characterized by a constant stay outside the 

resource niche, with two or three years before the conflict (marked by red lines) there 

is a sharp increase in the intensity of efforts. In particular, after 2009, the value of a 

becomes negative with a simultaneous increase in ω, which indicates an increase in 

the intensity of the process without restrictions (associated with the rearmament of 

the Russian armed forces), which in 2014 led to the annexation of Crimea and events 

in Lugansk and Donetsk regions. 2015 before Russia's participation in the war in 

Syria. We should pay attention to the rather sharp increase in the absolute value of 

the intensity of efforts in 2001-2004, which acquires the character of "super-efforts" 

(a> 2.7), which is associated with the implementation of military reform in Russia. 

Wars and conflicts in which Russia participated are given in table. 2. 

 

Table 2. Wars (conflicts, peacekeeping operations) involving Russia, Ukraine and 

Georgia after 1992 

Year 
War (conflict) 

Russia 

1999 The second Chechen war 

2008 War against Georgia 

2014 Annexation of Crimea 

2014 "Hybrid" war in the Donbass 

2015 Military operation in Syria 

 Ukraine 

1992–1995  UN Protection Force (UNPROFOR)  

1995–1999  
Implementation Force (IFOR), Stabilization Force (SFOR) in Bosnia and 

Herzegovina 

1999–2005  OSCE Mission to Georgia 

2000–2006  United Nations Interim Force In Lebanon (UNIFIL)  

2001–2005  The United Nations Mission in Sierra Leone (UNAMSIL)  

2005–2008  Ukrainian peacekeeping mission in Iraq 

 Georgia 

2008 Armed conflict in South Ossetia 

 

A process of low intensity, which mainly remains within the resource niche 

(see Fig. 3), characterizes Ukraine. The sharp increase in efforts is tied to the most 

important peacekeeping operations in which Ukraine has participated. In this case, as 

you can see, the increase in effort is observed, usually after the operation. The sharp 

jump in 2009 is due to the reaction of the military-political leadership to the events in 

Georgia in the previous year. At the same time, the costs still did not go beyond the 

resource niche. 

For Georgia, a sharp increase in efforts to maximize military power was 

observed in 2005-2007 (see Fig. 4), which is associated with large-scale military 
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reform, rearmament and preparations for the establishment of control over South 

Ossetia [17]. In 2011-2013 Georgia is once again making "over-efforts" to rebuild its 

national army, but without going beyond the resource niche, which cannot be 

considered a signal of a threat of conflict. 

Thus, the analysis shows that the signal of the threat of conflict is the 

achievement (excess) of the normalized intensity (a) value of 2,57 (especially if it 

happened sharply), which is accompanied by going beyond the resource niche. 

Given that the indicator a is more informative for analysis, we express it 

from (1) and with the help of GMDH construct a functional. A comparative graph of 

the real process and its model is shown in Fig. 5 (for Russia)). The calculations were 

performed using the GMDH Shell program [18]. 

 

Fig. 5 – Comparison of real values of a and obtained using the model 
 

The obtained functionality has a fairly high accuracy (MAE – 0,24, coefficient 

of determination – 0,94) and can be used, as mentioned above, in monitoring the 

military-political situation to determine the risk of conflict or solving optimization 

problems. 

Now we predict the development of the process of normalized intensity for 

Russia with the help of time series. The calculations were performed using the 

GMDH Shell program. To improve the quality of the model, additional variables 

were used, is a series was constructed as a function of two variables: 

ὥ Ὢὥ ȟὄ , 

where ὥ  – the value of the normalized intensity at time t-Δ; 

ὄ  – the amount of military spending at time t-Δ, the value of Δ is 

determined during machine learning. 

 

The obtained model of the time series meets the requirements for accuracy: 

1) the values of the autocorrelation function are in the range of 0,1-0,2 over the 

 

                – real values;                             – calculated values 
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entire prediction range; 

2) model quality: 

– MAE is 0,26; 

– the distribution of the final values of the model is close to the normal 

distribution; 

– the coefficient of determination is equal to 0,94; 

– he correlation coefficient is equal to 0,97. 

3) the weighted F-measure is equal to 0,866. 

The forecast graph is shown in Fig. 6. 

 

 

Fig. 6 – Forecast of changes in the rate of normalized intensity for Russia 

 

The forecast shows that after 2020 there may be a sharp increase in efforts by 

the Russian leadership to strengthen military power, most likely caused by the need 

to strengthen the government's position despite the deteriorating domestic socio-

economic situation, which could lead to armed conflict in 2022-2023.  

 

Conclusion 

Thus, it is quite possible to use the proposed approach when monitoring MPS. 

It will allow:  

– simplify calculation and monitoring procedures; 

– eliminate the need to collect and process large arrays of input data; 

– will provide an opportunity to solve the optimization problem to determine 

the rational amount of military spending while ensuring the appropriate level of 
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process intensity; 

– predict the risk of armed conflict; 

– to develop recommendations to the military-political leadership of the state 

on early response to threats. 

The disadvantage of the proposed approach is the inability to clearly define 

against whom the aggression will be directed, which requires the use of additional 

research for a more thorough assessment of MPS. 
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Temporary occupation by the Russian Federation (RF) of an integral part of the 

Ukrainian sovereignty territory – the Autonomous Republic of Crimea and the city of 

Sevastopol, the unleashing of armed aggression in the east of Ukraine and the attempt 

to destabilized the unity of the democratic world, the annulment of the foundations of 

international security and international law with making it possible to impunity for 

using of force on the international scene that can create for Ukraine new and 

dramatically external conditions for ensuring military security throughout our 

country's independence. 

The analysis of the current military-political situation around Ukraine 

presupposes the existence of military threat to our country in the form of a local war 

or armed conflict with certain neighboring countries, where their armed forces (AF) 

are the main instrument of aggression; and that’s why in modern conditions the 

threats correspond to new concepts and strategies, and the new technical and 

technological level of the means of armed struggle. Accordingly, the effectiveness 

process of their detection will be higher if not only direct military actions, but also 

indirect augury of preparation for the use of military force against our country are 

taken into account. This augury may be manifested through appropriate intentions 

and by indirect actions by the opposite military-political force in economic, political, 

information and other sphere. 

Resolution of the issue requires adaptive the activities of an appropriate 

monitoring system and identifying these indirect actions to changes in the forms and 
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methods of modern armed struggle by improving ways of identifying impersonalizing 

and hidden sources of military danger in many spheres. There are no clear boundaries 

of these spheres and they are blurring in a single information space. This leads to the 

fact that the characteristics are transformed and become more complex and 

accumulate potential impacts in several areas of national security at the same time. 

From this, further actions of the Russian Federation remain especially 

unpredictability, and that’s why the urgency of solving this problem becomes an 

urgent mission. 

The analysis of theoretical researches of Ukrainian scientists and experts of the 

leading countries of the world concerning the aggression of the Russian Federation 

against Ukraine, experience of using this non-traditional forms and methods of 

waging warfare such format, characteristic signs of technologies of its application 

during the annexation of Crimea and during the military conflict in the east of 

Ukraine gave it possible to reveal patterns, create systematic understanding of the 

prerequisites, forms, methods of possible aggression [1]–[3], [6], [7], [11], [13], [14], 

[15]–[17]. 

In contrast with the classic wars, which have always started with the 

exacerbation of historical contradictions, the emergence of crises and the 

redistribution of natural resources, modern military conflicts, including the conflict in 

the Donbass, have captured the attention by specific fact that they can commencing 

and continuing for a certain period in peacetime.  This is perpetrated by indirect 

actions in various forms and without open use of military force, and at the same time 

unrequiring the transfer of the aggressor country and its armed forces to martial law.  

As a confirmation of this there are the existing views of the military and political 

leadership of the Russian Federation concerning the nature of the structure, content 

and basic components of the Russian strategy and tactics of conducting a hybrid war. 

[5], [8]–[10], [12], [18], [19]. 

Having taken note of that analysis, shows that typical models of such conflicts 

characterizing the preconditions, causes, stages and their content do not exist yet. 

Therefore, the purpose and main content of the article is to present the 

results of research on the development of a new methodological approach to 

determining the level of threat of use of military force against Ukraine to create a 

modern monitoring system and identify appropriate features that will allow to 

identify threats to national security of Ukraine from foreign countries (military-

political blocs) in any form (hidden or open). 

This, in turn, will allow the current regime to assess the level of military threat 

to Ukraine and ensure the effective use of appropriate forces and monitoring tools 
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and the identification of signs and their further targeting for urgent tasks in the 

interests of national security. [4], [20]–[22]. 

The use of signs of actions of the Russian Federation only in the military 

sphere as a tool of warning the day before and with the beginning of annexation of 

the Russian Federation of Crimea and aggression in the East of our state was 

ineffective. The actions of the Russian troops, in preparation for and with the 

outbreak of war, largely corresponded to the regime of daily activity and the state of 

peacetime. But in reality, and especially at the stages of its preparation and 

beginning, the real aggressive intentions and actions were concealed or carried out 

demonstratively under the guise of other measures and indirect actions, or 

qualitatively legendary. 

Confirmation of this is the experience of using the military force of the Russian 

Federation against Georgia, starting with the hidden indirect actions, when the 

Russian side began provoking ethnic conflicts in Abkhazia and South Ossetia, which 

then escalated into civil war in the territories of these republics, and the Russian 

Federation acted as a "peacemaker" thus continued to maintain its military presence 

in Georgia. Subsequently, a peacekeeping contingent of Russian troops in South 

Ossetia set the precedent for the open use of Russian military force against Georgia in 

August 2008. At the same time, even in the last stage of this war, the signs in the 

military sphere regarding the preparation of the Russian troops for aggressive actions 

against Georgia did not appear in advance and did not work with a qualitative 

mechanism of prevention. 

At the same time, as a result of analytical studies of the Russian-Georgian 

conflict, it has already been established and proved that by such actions carried out in 

the post-Soviet space under the slogan of protection of the Russian-speaking 

population, the Russian Federation concealed and realized completely different 

intentions, namely: to prevent European integration ( whereas this country's NATO 

accession was already granted at the NATO Summit in Bucharest in April 2008); to 

maintain its military presence in the Transcaucasian region in order to block the 

routes, in particular through the Pankis Gorge (Georgia), through which the Arab 

world supported the actions of the militants in Chechnya, as well as to maintain 

Armenia's military and economic dependence on Russia and not allow Azerbaijan to 

change the balance of forces to their advantage in the conflict zone (Nagornyi-

Karabakh);  impede the construction and operation of transit pipelines to transport 

energy from the Caspian region from Baku through Tbilisi to the Turkish cities of 

Geyhan, Supsa and Erzurum. 

Thus, the absence of indications of the use of the Russian military force against 
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Ukraine in such forms and methods led to the fact that due to the hidden preparation 

of the Russian Federation for aggression against Ukraine and the beginning of the 

war through the use of indirect actions, as against Georgia, the Russian Federation 

was able to reach strategic surprise and annex Crimea and provoke armed conflict in 

the Donbass. 

The experience of five years of armed conflict in the east of Ukraine shows that 

the mechanism of detecting and preventing the use of military force against our 

country requires fundamental changes, the essence of which is to develop and apply 

certain algorithms and mechanisms not only to detect new hidden military threats, but 

also their transformation to an open form of military force. For our country, it is 

extremely important to identify the transition of the Russian Federation from the 

stage of "hybrid" war to open military aggression. 

Detection of indirect influences of the Russian Federation in the context of 

conflict interaction with Ukraine allows to identify possible strategies for 

destabilizing the situation, as well as possible ways of their implementation. 

In addition to the experience gained as a result of the annexation of Crimea and 

during the aggression of the Russian Federation in the east of Ukraine, it is necessary 

to take into account the current tendencies of the development of armed struggle, 

which were manifested in the course of local wars and armed conflicts. The analysis 

[19] makes it possible to determine them. The main can be considered: 

– integrated use of military force combined with political, economic, 

informational and other non-military activities implemented with the use of protest 

potential of the population and large-scale use of special operations forces; 

– widespread use of high-precision weapons, EW tools, weapons on new 

physical principles, comparable in effectiveness to nuclear weapons, information-

control systems, as well as unmanned aerial and autonomous marine vehicles, 

controlled robotic IAU samples; 

– the impact on the enemy at all depths of his territory simultaneously in the 

global information, airspace, land and sea; 

– selectivity and high probability of destruction of objects, speed of maneuver 

by troops (forces) and fire, use of mobile groups of troops (forces); 

– reduction of time standards of preparation for warfare, availability of troops 

(forces) of constant readiness; 

– increased centralization and automation of control of troops and weapons as a 

result of the transition from a vertical control system to global networked automated 

control systems of troops (forces) and weapons; 

– creation of a permanent combat zone in the territories of the opposing parties; 
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– participation in military operations of irregular armed forces and private 

military campaigns; 

– the use of indirect and asymmetric actions;  

– the use of political forces and public movements financed and managed 

externally; 

– nuclear weapons will remain an important factor in preventing the occurrence 

of nuclear war conflicts and military conflicts using conventional means of 

destruction (large-scale, regional war). 

The analysis shows that current trends in the development of armed struggle 

are shaped by such factors:  

– expansion of the spatial sphere of armed struggle; 

– change of classic time ratios of armed struggle, reduction of duration of 

active phase of war, increase of dynamics of conducting operations (fighting); 

– the implementation of the concept of network-centric warfare; 

– transformation of the armed forces into functional structures; 

– the transition from the use of guided weapons to the concept of guided war; 

– increasing the impact of the effects of space combat on the course and 

outcome of the military conflict; 

– improvement and development of new forms and methods (ways) of 

applying of troops (forces); 

– rapid development and widespread use of high-precision weapons(HTS); 

– increasing the impact (action) range of rockets and aircraft;  

– increasing role of electronic warfare; 

– increasing the role of special operations forces; 

– activation and growth of the role of sabotage-terrorist formations. 

A more detailed consideration of the current tendencies (trends) of the armed 

struggle in comparison with the experience of countering the armed aggression of the 

Russian Federation indicates this. 

Armed Forces of the leading countries of the world during the hostilities tried 

not to enter into direct conflict with the enemy, avoiding collision with his group of 

ground forces. The main focus was on strikes from the sea and the air with the 

increasing share of long-range fire damage, especially high-precision weapons. 

A significant feature of modern wars and armed conflicts is the change in the 

temporal proportions of armed struggle, which is manifested in the shortening of the 

training period (at the formation of groups of troops). The application of such new 

forms of operational and combat training of the Armed Forces of the Russian 

Federation as sudden checks of first- and second-level combat readiness carried out 
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in 2014 indicate that the preparation time (formation of troops) may be minimal. 

The enemies fire influence is in a short time, which makes it possible to control 

it in real time, the running time of which is performed, and the information on 

deciding on his defeat is minimal.  This is made possible by the creation and practical 

application of the concept of reconnaissance-fire circuits, which were first applied by 

the Russian Federation in Syria and used in the east of Ukraine. 

The expansion of the spatial scope of the armed struggle is significantly 

influenced by the use of new forms and methods of information fighting that are 

strategic in nature, conducted without restrictions in space and time, with high 

efficiency to achieve the goal.  Disorganization of the system of state and military 

administration, demoralization of the population of the country and the personnel of 

its Armed Forces are already decisive factors for success in operations. This is 

evidenced by the analysis of the events that took place during the operation of the 

Armed Forces of the Russian Federation in the Autonomous Republic of Crimea and 

aggression in the east of Ukraine, when the initiative and superiority in the 

information sphere was won at the first stage of conducting the respective operations.  

The expansion of the spatial scope of armed combat and its acquisition of a 

high degree of controllability, the growth of the influence of information factors, 

airspace operations, as well as the widespread use of high-precision weapons, tends 

to globalize the management of the armed struggle as a whole, that is, a gradual 

transition from the scheme to a gradual transition weapons to a managed armed 

struggle. This, in turn, led to the emergence of the concept of a controlled war, the 

logical and temporal construction of which is divided into three stages: the first stage, 

before the start of the active hostilities, intensive intensive intelligence, information 

war, special operations, etc .; in the second stage - intense confrontation with the aim 

of gaining advantage in the air (air-space) space; on the third - joint actions of the 

Armed Forces by conducting a ground operation. 

The globalization of the management of the armed struggle is facilitated by the 

implementation of the concept of network-centric warfare by leading countries, 

which envisage enhancing the combat effectiveness of individual groups of troops 

(forces) by creating a unified intelligence and information space that links sources of 

information (reconnaissance), controls, and aids to air, ground, and maritime bases 

and provides accurate, complete, timely information on the situation (objects of 

defeat) to the means of fire damage but in real time. That is, the integration of all 

forces and means into a single intelligence and information space, which allows to 

increase the efficiency of their application many times due to the synergistic effect.  

An example of this is applying of unmanned aviation complexes in Donbass in 
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combination with means of fire damage, which practically in real time exert a fire 

effect on the detected targets. 

Leading countries of the world are actively introducing the functional principle 

of the construction of the Armed Forces, the essence of which is that all the Armed 

Forces are divided into three main components: response forces - for use in a crisis 

environment; major defense forces - for use in war; reserve - to complete and 

enhance the combat capabilities of the first two components. It is believed that the 

division of the Armed Forces into functional components makes it possible to ensure 

the most effective preparation for their application, as well as to make rational use of 

available logistical and mobilization resources. At the same time, the analysis of the 

structures of the Armed Forces of foreign states shows us that in the current 

conditions it is also necessary to take into account (clarify) all the available 

composition of the regular component and their distribution by species and functional 

characteristics for their further detailed estimation. For instance, in the Armed Forces 

of the Russian Federation by type are divided according to the administrative system 

of military control, and functional - in accordance with the system of operational 

control of troops. Considering that a number of the same components of the AF will 

belong to the species and functional structure of the AF, they also  have some 

features of estimates them as potential adversaries in peacetime and during 

exacerbation of the situation (in wartime) and, as a consequence, corresponding signs 

in a hidden period of preparation for the use of military force. 

For the Armed Forces of the Russian Federation there are certain features of 

their estimates, namely, the assessment of the Armed Forces by species, should be 

carried out in peacetime and provides for their consideration in the general 

organizational structure and separately by types of Armed Forces and types of troops.  

Functional evaluation of the Armed Forces is carried out both in peacetime and 

during the aggravation of the situation (in wartime) in accordance with the 

operational-strategic and operational-tactical purpose of the troops. 

In peacetime, functional groups assess the available troop formations, 

interspecies and heterogeneous force groups, special (operational) commands, 

training forces, and individual components of the lead forces of the possible enemy, 

namely: military bases and individual military installations on the foreign territories; 

peacekeeping contingents in deployed mission areas; forces in the military service 

outside the country; Armed Forces units on training in the territories of other 

countries; response forces (operational, immediate, rapid). 

The peculiarity of the modern armed struggle is the expansion of terrorist 

activities. They are described by the widespread use of sabotage, guerrilla actions, 
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blocking and disruption of communications, complication of the moral and 

psychological situation and the forced diversion of a large number of troops (forces) 

for security. 

The emergence of new forms and methods of use of troops (forces) is caused 

by new trends in the development of armed conflict and the corresponding equipment 

of troops (forces) samples of military-industrial complex of modern technological 

level, which influences the content of the system of operations in modern conditions. 

[Peculiarities features of modern of the contacting operations (combat operations) are 

a significant increase in their dynamism, dramatic changes in the operation 

environment, reducing the time to make a commanders decisions. 

For realization the developed methodological approach, these tendencies of the 

armed struggle and their reflection on the actions of the Russian Federation during 

armed aggression against Ukraine are taken into account for more effective detection 

of the relevant signs of the enemy's actions, including indirect actions. 

According to the new methodological approach, there are two basic elements to 

the proposed system of monitoring and identifying the threat of use of military force 

against Ukraine. 

The first is a model of applying the opposite military-political force of military 

force against Ukraine (by stages of emergence, escalation and realization of a military 

threat to our state). It contains an information field of attributes caused by the 

corresponding indirect (hidden) actions. The field consists of numbered segments for 

each stage of the process that reflects the model and the scope of their manifestation. 

The second element is a set based on practical experience, a set of all segments 

of the information field of features, in which the content of its entire spectrum is 

disclosed, taking into account the belonging to foreign countries. 

To determine the features of the next stages of the specified model process, 

namely issues on the further transformation of the military conflict of the Russian 

Federation against Ukraine, it is enough to analyze and take into account the actions 

of the Armed Forces of the Russian Federation that took place during the annexation 

of the Crimea and continued in the Donbass and Syria. Basically, these are combined 

forms and uses of Russian troops, which today is interpreted as a war in three 

quarters.  This is due to the fact that the aggressor troops have the ability, without 

prior training, to carry out police functions and support local authorities in one area, 

provide humanitarian assistance to civilians in the second, and conduct classic 

combat operations (combat operations) in the third area against any military 

formations. 

There is a strong probability that further transformation of the armed conflict in 
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Eastern Ukraine from the stage of a “hybrid” war to an open form of the Russian 

Federation military use against Ukraine will be carried out under the “Syrian” option, 

in which humanitarian and combat operations can be carried out consistently.  

Together, the “Georgian” variant of the beginning and escalation of the armed 

conflict and the “Syrian” variant of its continuation and completion make it possible 

to create a comprehensive and full-scale model of the use of military force against 

Ukraine in the modern armed conflict. 

To form the characteristics of such a model, due to the corresponding hidden 

indirect actions, it is necessary to create a systematic view of its use and to take into 

account all the above laws regarding the preconditions and features of the main 

subjects of relations in all spheres at the stages of military threat emergence, its 

escalation and realization. 

In this context, it should be taken into consideration that for Russia the creation 

of “Novorossiya” will also be an important component of the Russian model. In 

addition, it is necessary to note the external factors influencing the model of military 

force use against Ukraine, which are caused by the destruction of regional security 

systems and changes in the balance of forces. From this, international treaties and 

agreements may be replaced by certain compromises and common understandings of 

individual actors at the expense of neglecting the interests of the other side. 

The content of the information field feature according to relevant segments 

consists of all possible areas and environments of their manifestation.  The structure 

of the information field feature provides the obligatory identification of specific 

subjects(objects) from which the corresponding indirect (hidden or open) actions and 

/ or the obtained feature are recorded. In the relevant segments of the information 

field feature of indirect actions, the trait may manifest and respond to the actions and 

intentions of the enemy in the stages of covert preparation for the military force use 

against Ukraine (in the so-called “hybrid” version). If this feature is received, the 

specified feature information segment is considered activated.   

Each segment reflects the characteristics that have already been obtained, 

namely, direct, indirect, complex and others, which have already manifested or may 

be manifested in the relevant national security areas and will characterize the 

enemy’s actions and intentions at the appropriate stages of the military force use 

against Ukraine according to the model. 

As to the subjects (objects) from which the respective intentions or indirect 

actions are possible, they are identified, namely: the components of the military 

organization of the enemy country; its branches of power; institutions and 

organizations influencing foreign policy; private military companies; irregular 
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military formations and other active elements, as well as industries and economic 

objects and infrastructure elements, related to the preparation and support of the 

military force use against Ukraine. 

In this direction, the idea of the developed methodological approach for the 

construction of a modern information field of features provides the opportunity to 

reflect on the model elements of the plan of tasks for specific subjects (objects) and 

thereby to build a single scouting and information space, which is already the first 

step to creating a single information space for the use of the Armed Forces of 

Ukraine. 

 

Conclusions 

1. The transformation of traditional military forms and methods of armed 

struggle into new ones that are of great importance but not classified as belonging to 

the armed struggle requires a revision of the existing set of intentions and actions of a 

potential adversary that precedes the resolution of the conflict.  One of the main 

problems of constructing a new set of features is the lack of a scientifically proved 

approach to the implementation of a formalized description of sources, subjects 

(objects), as well as the signs of intentions and actions (including indirect) of the 

enemy in modern conditions. This, in turn, exacerbates the existing contradiction 

between the intellectual (descriptive) nature of the formulation of intelligence tasks 

and the clear limited capabilities of existing forces and intelligence to address them. 

2. Practical implementation of the proposed methodological approach of 

determination the threats level of military force use against Ukraine through the use 

of indirect actions of the opposite military-political force in different spheres will 

allow to build a modern system of monitoring and detection of indirect actions 

through their characteristics. This system is based on the model with the most 

probable variants of the real and further actions of the Russian Federation of military 

force use against Ukraine. In addition, this approach contributes to the creation of a 

single intelligence and information space in which the signs of indirect actions 

materialize into certain objects and subjects, and their actions and intentions towards 

Ukraine become clearer. 

3. The necessity of usage the proposed methodological approach is conditioned 

by the urgent need to find the answer to an important question regarding the 

identification of further intentions and actions of the Russian Federation and in what 

forms and methods its AF will be further applied. Particularly dangerous is the option 

of Russia’s transition from a hybrid war to the open use of military force against 

Ukraine. Therefore, the model will be based on the stages of continuation and 
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completion of the conflict between the Russian Federation and Ukraine, such as the 

“Syrian” scenario, where possible compromise solutions between the Russian 

Federation, the US and Turkey are possible, according to which Syria and then 

Ukraine may lose their statehood and territorial integrity. 
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Introduction  

A fundamental feature of the military security (WBD) of the state is that a 

significant part external threats that affect all areas of WBD – military, military-

political, military-economic, military-technical, military-technological, military-

social, information - have an informational nature [1], [2]. These are information 

threats (IT). They implemented through the information space, ie through the military 

information sphere security, inflicting often significant damage in these areas. For 

example, such threats took place in military-political issues, foreign economic 

activity Ministry of Defense of Ukraine, during the export of weapons and military 

equipment, moral and psychological condition of servicemen, etc. [3], [4]. Therefore, 

the IT should be considered as a set of conditions and factors that endanger vital 

interests individuals, society and the state in the information sphere. 

However, part of the IT at the final stage of its action is transformed into other 

threats that inherent in one or another area of WBD. For example, powerful 

information psychological influence of the enemy on the personnel of units 

conducting hostilities, can lead to panic and, as a result - leaving the field units battle, 

which ultimately leads to the defeat of our troops in a certain area. In this case from, 

influencing the military sphere, are transformed into military threats and, as a result, 

lead to military losses. Thus, information threats to the state in the military areas are, 

relatively speaking, a "complex" type of threats of WBD, have a specific nature 

manifestation and therefore require more careful study and construction of their 

model. Availability qualitative model of IT provides development and substantiation 
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in further researches information security systems as a component of the security 

system military security of the state.  

Objectives of the study 

The main content of the study Under the model of IT it is offered to understand 

the description of existing IT, their urgency, possibility implementation and 

consequences [5]. This takes into account the fact that the adequacy of the model 

depends on the effectiveness of detecting these threats and the potential for 

development and carrying out appropriate countermeasures, the correctness of the 

optimization of protection costs and focusing it on current threats. Based on the 

specified model IT the state in the military sphere can be presented through the prism 

of their life cycle (Fig. 1). 

 
Fig. 1 – Typical life cycle of the state in the military sphere 

 

The proposed model of IT (see Fig. 1), in contrast to the known ones, takes into 

account all current IT at all stages of their life cycle. It should also be noted that in 

different systems (eg, information and telecommunications, social systems, etc.), as 

well as objects of one system (eg, information system, individual, etc.) the range of 

threats may be completely different, determined by the characteristics of a particular 

system and its objects, as well as the nature of possible actions of the source of 

threat [6].  

In general, the procedure for building a model of the state in the military sphere 

may consist of several successive steps [5]: 

– identification of the source of threats; 

– identification of critical objects of the system; 

– determining the list of threats for each critical object; 

– determination of directions (ways) of realization of threats; 

– determining the relevance of threats; 

– assessing the consequences of possible threats. 
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In addition, in order to ensure a sufficient level of adequacy, the model of the 

state in the military sphere should be based on data that are not sustainable, which 

necessitates its regular review and updating. 

It is clear that one of the main categories of the model of the state in the 

military sphere is the IT itself. As an example of the relationship between the factors 

of the category "information threat to the state in the military sphere" is shown in 

Fig. 2 [7].  

 
Fig. 2 – Relationship between category factors 

“Information threat to the state in the military sphere” 

 

Referring to the regulations of the state level to the state in the military sphere 

include: use of information space for the preparation and implementation of armed 

aggression against Ukraine, the possibility of its involvement in armed conflict or 

confrontation with other states through the use of information space; violation of the 

requirements of the legislation on the collection, processing, storage and transmission 

of information with limited access in the military administration and at the enterprises 

of the defense-industrial complex of Ukraine; unauthorized access to national 

information and telecommunication networks and systems, which may disrupt the 

activities of military formations, military authorities, the Armed Forces of Ukraine as 

a whole or interference in automated weapons control systems; implementation of 

software and mathematical measures and the use of information technology to disrupt 

the management systems of the military and defense spheres; implementation of 

negative psychological influence on the population of Ukraine to discredit the 

military-political leadership of the state, incitement of citizens to obstruct the 

activities of military units (organizations, institutions, enterprises), deterioration of 

the image of military service; exercising negative psychological influence on the 
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personnel of military units and subdivisions to discredit and lose confidence in the 

military command, reduce the level of morale and readiness of servicemen to defend 

the state; active strengthening of the potentials of most countries of the world in the 

field of defense in the direction of strengthening the possibility of action in the 

information space and protection from similar actions by the enemy; violation of the 

established norms and requirements for counteracting technical intelligence on 

military facilities, samples of weapons, military and special equipment; intentional 

actions, as well as errors of personnel during information processing in information 

and information and telecommunication systems; lack of sufficient portable secure 

means of communication and their incompatibility with means of communication of 

other military formations of Ukraine; unresolved issues of social protection of 

servicemen and members of their families. 

This list can be considered as a basic list of the state in the military sphere, 

which is the basis of the relevant threat model. 

Some of the above threats are technical in nature and are aimed at exploiting 

vulnerabilities in software and hardware of information systems [6] . 

Separate threats to the person in the person of the military-political leadership 

of the state, personnel of law enforcement agencies of Ukraine and the population as 

a whole should be singled out.  The urgency and critical danger of these threats is 

confirmed by the experience of the hybrid war of the Russian Federation against 

Ukraine. To implement these threats, the enemy has actively used in the long 

preparatory stage and continues to effectively use the media, including electronic, 

various social Internet services, especially social networks. 

The following main methods are used to implement the negative psychological 

impact on the target audience [5], [8], [9]:  

– misinformation; 

– propaganda; 

– diversification of public consciousness; 

– psychological pressure; 

– spreading rumors. 

Misinformation is a method that focuses on deceiving the object of influence, 

misleading it about the authenticity of intentions to induce it to the actions 

programmed by the subject of influence. 

Propaganda - the dissemination of various political, philosophical, scientific, 

artistic and other artistic ideas for their rooting in the mass consciousness and active 

use in the practice of the population. At the same time, propaganda includes messages 

that are disseminated to beneficially influence public opinion, program the necessary 



100 

 

emotions and change the attitude or behavior of a certain group of people in a 

direction directly or indirectly beneficial to the organizers. 

Psychological pressure - the impact on the human psyche through intimidation, 

threats in order to encourage it to a certain planned pattern of behavior. 

Diversification of consciousness - the dispersion of the attention of the target 

group to solve various artificially accentuated problems and thus distract its attention 

from solving urgent priorities that are necessary for the proper functioning of the 

system. 

Dissemination of rumors - activities to disseminate various information 

(usually false) among the general population, mostly through informal channels, to 

disorganize society and the state or its individual institutions and organizations. 

The next step in developing a model of the state in the military sphere after 

establishing a list of them is to determine the directions of their implementation.  It 

should be noted that both the threats themselves and the directions of their 

implementation are not sustainable, they must be constantly updated and maintain the 

required level of adequacy and relevance of the threat model. 

Table 1 shows the author's version of possible areas of implementation of the 

state in the military sphere in relation to the objects (target audience). 

The next step in developing a model of the state in the military sphere is to 

assess the feasibility of certain threats, in other words, to determine their relevance. 

One of the main parameters used in determining the relevance of threats is the 

level of initial (current) protection against this threat.  It is clear that the higher the 

level of protection against this threat, the less relevant it is (potential danger). 

To assess the level of output security, according to [10], the coefficient of 

output (current) 1KZ , security is proposed, which can take the value: 

0 – high degree of initial security; 

5 – the average degree of initial security; 

10 – low degree of initial security. 

The frequency (probability) of the threat should be understood as an indicator 

that is determined by experts, which characterizes how likely the realization of a 

particular threat.  Four verbal gradations of this indicator are introduced: 

unlikely – there are no objective prerequisites for the threat; 

low probability – objective preconditions for the realization of the threat exist, 

but measures have been taken that significantly complicate its implementation; 

medium probability - there are objective preconditions for the realization of the 

threat, but the measures taken to ensure information security are insufficient;  

high probability - objective preconditions for the realization of the threat exist 
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and information security measures have not been taken. 

 

Table 1. Possible directions of implementation of the state in the military 

sphere 
 

№ 

directly 
Contents of the direction of implementation of the state in the military sphere 

1.  Dissemination of information (misinformation or distortion of information) that 

discredits the military leadership and the Armed Forces of Ukraine 

2.  Information messages (comments) and statements of foreign officials in the media and 

social Internet services regarding the discrediting of the anti-terrorist operation (ATO) 

and the Joint Forces (JF) operation 

3.  Information saturation of the external information space with information messages 

aimed at demoralizing the personnel of law enforcement agencies, involved in anti-

terrorist operation and environmental protection. 

4.  Dissemination of information in the media and social Internet services on inciting the 

disruption of mobilization activities in Ukraine 

5.  Dissemination of distorted, unreliable and biased information that discredits military 

formations, military service and military service 

6.  Dissemination of information in the media and social Internet services on the 

prevention of military assistance to Ukraine, including the OSCE armed mission or the 

UN peacekeeping mission 

7.  Information messages (comments) and statements of officials in the media regarding 

the accusation of law enforcement officers of involvement in illegal actions in the 

conflict zone (participation in smuggling, looting, sale of weapons and equipment) 

8.  Incitement to socio-political, interethnic and inter-confessional conflicts among the 

personnel of military formations of Ukraine 

9.  Justification of the need for the invasion of the armed forces of another state on the 

territory of Ukraine to protect national minorities 

10. Distribution of propaganda materials in favor of the enemy in the places of deployment 

of military formations of the state 

 

When compiling the list of relevant IT the state in the military sphere, each 

gradation of the probability of the threat is matched by a numerical coefficient , 

namely: 

0 – unlikely threat; 

2 – low probability of threat; 

5 - average probability of threat; 

10 – high probability of threat. 

Taking into account the above, the threat realization factor is determined by the 

expression  

1 2

20

KZ KZ
KZ

+
= . (1) 

Verbal interpretation of the obtained threat realization factor is given in table 2. 

2KZ
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Table 2. Verbal interpretation of the coefficient of realization of the IS in the 

military sphere 

Ability to implement IT 
The value of the coefficient of realization of IT, 

KZ 

Critical KZ> 0,8 

High 0,6 <KZ≤ 0,8 

Average 0,3 <KZ≤ 0,6 

Low 0 ≤KZ≤ 0,3 

 

Next, an expert assessment or a separate method is used to determine the risk 

assessment of each threat, which has three meanings: 

low danger - if the realization of the threat can lead to minor negative 

consequences; 

medium danger - if the realization of the threat can lead to negative 

consequences; 

high danger - if the realization of the threat can lead to significant negative 

consequences. 

After that, when building a model of the state in the military sphere, the 

relevance of each of the threats is assessed, based on the matrix, which is given in 

table. 3. 

 

Table 3. Determining the relevance of the military sphere 

Possibility of  

implementation ІT  

Threat hazard indicator 

Low Average High 

Low irrelevant irrelevant relevant 

Average irrelevant relevant relevant 

High relevant relevant relevant 

Critical relevant relevant relevant 

 

Thus, the model of the state in the military sphere in a generalized form can be 

represented by the scheme shown in Fig. 3. 

The logical sequence of operation of this model fully corresponds to the 

classical construction of similar models and can be written as: 

 

source of threatĄ threat Ą vulnerabilityĄ realization of threat (attack)Ą 

Ą threat relevance assessment (impact assessment)Ą 

Ą countermeasures 
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Fig. 3 – Generalized model of the state in the military sphere 

 

Conclusions 

It should be noted that the procedure for assessing the relevance of the IT can be 

improved or even fundamentally different from that proposed above, but the overall 

structure of the model and the logic of its operation will remain unchanged.  That is, the 

developed model, in contrast to the existing ones, has the property of functional stability.  

Furthermore, in order to maintain the appropriate level of adequacy of the IT model in the 

military sphere, it is necessary to constantly monitor the IT for the emergence of new ones 

and determine directions for their implementation to identify these threats and take 

effective measures to neutralize them, taking into account possible consequences and 

countermeasures. 

The proposed model of the state to the state in the military sphere can be taken as a 

basis in the development of partial (detailed) models of the state for the relevant facilities. 
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Introduction  

With the beginning of the Russian-Ukrainian conflict, which has a socio-

political background, Ukraine faces acute informational challenges that attract 

attention and require scientific research. Against the background of the development 

of modern information, communication and globalization processes, information 

confrontations preceding an open armed invasion, as happened in Ukraine. In 

addition, the Kremlin uses special forces and means of information and psychological 

influence, cyber troops, so-called organizational weapons, etc. Therefore, the role of 

information security for the state cannot be overestimated. 

Ever since the beginning of Ukraine's independence, the purposeful Russian 

informational influence has been shaking the Ukrainian society. It should be noted 

that by the beginning of the Russian aggression in Ukraine, there was no effective 

resistance to such information dominance, and the problems of protecting the 

Ukrainian consciousness from information destruction were also ignored. In addition, 

over the years of independence, preventive measures have not been formed and have 

not been used to ensure the security of the information space of Ukraine from 

negative Russian influence, especially in such vulnerable regions as Crimea, 

Lugansk, Donetsk. Russia seeks to impose and spread its ideas, ideology and 

mentality on the territory of our state and thereby attract part of the Ukrainian 

population to the ideas of the so-called “Russian World”. Now there is a war for the 

public consciousness of the Ukrainian, which is fuelled by the conflict of identity of 

the Ukrainian and Russian nations. 

Taking this into account, the problems of theoretical understanding of 

information security, analysis and assessment of the main information threats in the 

context of the Russian-Ukrainian conflict and the practical implementation of 

information resistance to protect the national sovereignty and territorial integrity of 

Ukraine, as well as protect the population from psychological influences and 

manipulations have acquired particular relevance for our state. 
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Definition and essence of threats to information security of the State 

The "Concept (Foundations of State Policy) of National Security of 

Ukraine [1]" examines the main directions of ensuring security in the information 

sphere, which is understood as a component of national security. It is worth paying 

attention to the fundamental difference in the essence of the concepts of "information 

security" and "information security". Security is a state that protects information from 

threats to it (State Standard of Ukraine: "Technical protection of information. Terms 

and definitions"). Information security is a state of information security and the areas 

of its creation, accumulation, storage, processing, distribution and use. the 

accumulated experience, as well as the experience of working on the Doctrine of 

Information Security of Ukraine, allows us to propose the following definitions of 

information security: such a state of knowledge of the individual, society and the 

state, in which the protection and realization of their vital interests and harmonious 

development are achieved regardless of the presence of internal and external threats; 

such a state of information support of tasks national security, which achieves the 

harmonious development of needs and use of information by the individual, society 

and the state, regardless of the presence of internal and external threats; such a state 

of the information environment, which guarantees its development and use in the 

interests of the individual, society and the state; protection from various external and 

internal threats to the systems of formation and dissemination of information 

resources, which ensures their effective use in the interests of the individual, society 

and the state. Information security of the individual is characterized by the protection 

of the human psyche and consciousness from dangerous information influences: 

manipulation, misinformation, suicide, insult, etc. Information security of society and 

the state is characterized by their security and stability of the main spheres of life 

(economy, science, technosphere, management, military affairs, public 

consciousness, etc.) in relation to dangerous information influences (destabilizing, 

destructive, affecting the interests of the country) and theft of information. It is 

determined by the ability to neutralize these effects. Information influences are 

dangerous (or useful) not so much in themselves as in the fact that they “launch” 

powerful material and energy processes and control them. The essence of the 

influence of information lies in its ability to "launch" and control powerful material 

and energy processes. A systematic approach to information security requires the 

definition of its objects, means and subjects, information threats, sources of 

information danger, the direction of dangerous information influences. 

Here are the existing definitions of information threats: such information 

influences (internal or external), which creates a potential (possible) or actual (real) 
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danger of changing the direction or pace of progressive development of the 

individual, society, state; the danger of harming the vital interests of the individual, 

society, state through informational influences on consciousness, information 

resources or the infosphere of mechanical systems; a set of factors that hinder the 

development and use of the information environment in the interests of the 

individual, society, state. A unique feature of information threats is that they, on the 

one hand, are an independent class of threats, and on the other - are the 

implementation basis of other types of threats, and often their root cause. Sources of 

information threats can be natural (objective) and intentional (subjective) [2]. The 

first arise as a result of unforeseen errors and malfunctions, accidental factors, natural 

disasters, etc. One of the most common reasons that lead to the distortion of 

information in automated information systems and, consequently, to its loss - the 

participation of a specialist in the preliminary or preparatory processing of texts: 

abstracting, annotating, indexing, classification, coding and other operations related 

to the content. information. In this case, due to the subjectivism and differences in the 

"thesauri" of these specialists, it is impossible to achieve complete uniformity in the 

processing of the semantics of related documents, and therefore the distortion of 

content and loss of information in the search are inevitable. 

The main sources of intentional threats are the contradictions of spiritual, 

intellectual and material interests (values, needs, goals) of the subjects of the 

relationship, as well as ways, forms and methods of their satisfaction, which give rise 

to conflict situations. The desire to eliminate conflicts and other contradictions by 

means of informational influence initiates the information struggle. Success is 

achieved by the party that uses information and channels of information influence 

more effectively in the struggle to achieve its goals. This is observed at all levels: 

individuals, their communities, society, state and civilization as a whole. 

The interests of the subjects can be divided into the following four classes. 

Confrontational interests. This group includes directly opposite, mutually exclusive 

interests, which are a source of antagonism between individuals, social groups, states. 

Divergent interests. These are the interests of entities that do not coincide with each 

other, but are not mutually exclusive and do not conflict. Parallel interests. This 

group is characterized by the absence of antagonisms. On the contrary, the parties 

pursue essentially close, homogeneous interests. However, each party tries to 

implement them independently, without coordinating their actions with the other 

party. In this situation, the moment of collision is completely absent, but there is no 

cooperation. Parallel interests can develop both in the direction of disagreement and 

in the direction of combination. Common interests. This implies a common approach 
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of both parties, a high level of identity of the two subjects' ideas about the goals and 

methods of achieving such interests. It is impossible to realize them alone. Common 

interests presuppose the maximum degree of cooperation of the parties in achieving 

common goals. 

Deliberate informational influences are carried out consciously and 

purposefully. The media, electronic means of influence, special software in 

computers, etc. are often used. Objects of dangerous information influence and, 

therefore, information danger can be: consciousness, subconsciousness and psyche of 

people, computer and telecommunication systems of various scale and purpose. If we 

talk about social objects of information security, they can include individuals, teams, 

society, state, world community. The subjects of information security are those 

bodies and structures that deal with its provision. In particular, these may be bodies 

not only of the executive, but also of the legislature and the judiciary. Protection 

against information threats should be provided by special structures of information 

(information-psychological, information-technical) struggle, the task of which is to 

neutralize disinformation actions, stop manipulation of public opinion, counteract 

various types of electronic influence, prevent and eliminate computer attacks, etc. 

Consideration of information security from the standpoint of a systems approach 

allows us to see the difference between scientific understanding of this problem from 

everyday, to reveal its essence. In everyday life, information security is understood 

only as the need to combat the leakage of information, including closed (secret), as 

well as the spread of false and hostile information. The understanding of new 

information threats related to the manipulation of human consciousness, various types 

of information and technical influence in society has only just begun. 

 

Characteristics of the main threats to information security of Ukraine in a 

hybrid war  

Such components of the information environment of Ukraine as information 

resources, information infrastructure and information technologies, which are part of 

the national information potential, today largely determine the level and pace of 

socio-economic, scientific, technical and cultural development of the country [3]. In 

the field of politics, the effectiveness of public administration, validity and 

effectiveness of political decisions in terms of information expansion by other 

countries is determined mainly by the volume and quality of information and speed 

and quality of its analysis, i.e. the level of information potential of the state. In 

addition, the country's political image in the international arena and the effectiveness 

of its diplomatic activities largely depend on the literacy and adequacy of political 
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platform coverage, Ukraine's position in foreign media and our country's ability to 

form an objective view of Ukraine in the international community. The latter shows 

the active nature of information security measures. The advantage in the level of 

information potential at the present stage is equivalent to the enthusiasm of the 

initiative in foreign policy. 

In the economic and industrial spheres, the level of information potential is 

crucial for the development of new technologies, improving production culture, 

developing effective marketing procedures, solving problems of forecasting and 

managing production, economy and finance, improving foreign trade and developing 

new markets. Characteristic of today is that certain components of information 

potential are increasingly becoming a commodity, there is a steady growth of 

information production, information technology, the market of information products 

and services. In the field of social relations, the level of information potential, 

together with developed information relations, makes it possible to achieve social 

compromise and thus - to maintain the stability of society and the state. When we talk 

about compromise, we mean the balance of interests of all subjects of social relations. 

In the environmental field, the ability to identify environmental problems, 

forecast their development and manage resources to address these issues is primarily 

related to the availability and appropriate level of information capacity, the need to 

solve information problems, including environmental monitoring and modelling of 

ongoing processes. in the environment. Thus, the level of development and security 

of the information environment, which are the most important factors in all spheres of 

life, actively influence the state of all spheres of national security of Ukraine. In this 

regard, it is appropriate to consider information security as a component of other 

areas of national security. At the same time, information security is an independent 

component of national security and this shows its dual nature. 

The national security system of developed countries provides for the 

implementation of strategies (programs) of national security, which include political, 

military, economic, social and other strategies. A special role is given to information 

strategies, the main purpose of which is to ensure the implementation of other 

strategies. Information strategies become crucial in the case of the implementation of 

commonwealth political strategies and a kind of "weapon" - rivalry strategies. 

Information security is also gaining momentum in the military sphere. Directly in 

military affairs, the level of information potential increasingly determines the 

efficiency of decision-making, the structure and quality of weapons, the assessment 

of their adequacy, the effectiveness of propaganda, the effectiveness of allies and 

their own armed forces and, ultimately, the result of armed confrontation. The 
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importance of information security as a component of Ukraine's military security is 

explained by the dependence of the realization of Ukraine's national interests in the 

military sphere on information threats. The analysis of the main threats to Ukraine's 

national interests in the military sphere shows that the implementation basis of most 

of these threats is informational influences. Here are some illustrative examples. 

Among the various threats to the stabilization of the military-political situation and 

the prevention of armed conflict in Ukraine, the following are distinguished: the 

presentation of territorial claims to Ukraine; interference in the internal affairs of 

Ukraine; instability of the military-political situation around Ukraine; activation of 

separatist forces and their support from the outside; statements and actions that 

discredit the domestic and foreign policy of Ukraine;  militancy of the political 

leadership of neighbouring countries;  exacerbation of interethnic and interfaith 

conflicts;  instability of the socio-political situation in some Central European 

countries.  All these threats are to some extent realized at the information level, and 

their information component is quite significant. 

One of the significant threats to maintaining the combat effectiveness of 

military formations is the decline of the prestige of military service and the decline of 

the moral and psychological level of the personnel. This threat is informational in 

nature. Such threats to the development of domestic military science as the reduction 

of requirements to it, the weakening of attention to the modern military art, the lag in 

the development of critical and dual-use technologies, and the weakening of control 

over the system of training of scientific personnel in the military sphere are purely 

informational in nature. It should be noted that we are not talking about the 

absolutization of information factors in the implementation of the above threats, but 

that they, along with economic, political, social and other factors, are dominant. 

Therefore, the effectiveness of timely detection and neutralization of the considered 

threats to national security in the military sphere essentially depends on a balanced 

and active measures to ensure military security at the information level. 

The changes that are taking place under the influence of new information 

technologies in the military sphere are profound, and their widespread introduction 

enhances the combat capabilities of traditional types of weapons and military 

equipment. Intelligence and communication capabilities are changing qualitatively, 

the speed of processing large amounts of information and making decisions is 

increasing significantly, and allows a transition to fundamentally new methods of 

troop and weapon control at all levels - from strategic to tactical. Information-

technological progress in military affairs leads not only to changes in the forms and 

methods of warfare on different scales but also changes the traditional paradigm of 
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armed struggle itself. The emergence of information weapons fundamentally changes 

the mechanism of escalation of armed conflicts. In the opinion of many experts, even 

a selective use of information weapons against military and civilian information 

infrastructure can end a conflict at its early stage, that is, before active hostilities begin. 

Knowledge of information weapons provides a military advantage over 

countries that do not have it. Already in the near future information confrontations 

between states will dominate over nuclear ones. At the same time, like nuclear 

weapons, information weapons can be both a factor of political pressure and a factor 

of deterrence. The active development of information weapons, preparation and 

conduct of information wars is largely determined by the views of developed 

countries on the goals, conditions, forms and consequences of the use of military 

force. The emergence in developed democracies of civil society as an important 

socio-political force that exercises public control over the authorities has stimulated 

the formation of a new system of values in which human life and health, human 

rights and security are of key importance. The development of civil society has a 

persistent, irreversible tendency to deepen and spread to an ever wider range of 

countries. It is unacceptable for civil society to use military means to resolve 

externally political problems if the corresponding hostilities involve significant loss 

of life when there are no threats to the existence of society. The use of military force 

in situations that do not threaten the existence of these countries is becoming 

increasingly difficult as civil society develops. The experience of military conflicts in 

the last decade shows that the level of acceptable casualties for democratic countries 

today is in the tens, if not units, of human lives. This is becoming one of the most 

important factors in deterring developed countries from using military force. 

Further globalization and especially the growing combination of economic and 

political interests in developed democracies exclude military conflicts between them, 

because common interests require, among other things, the reliable security of each 

of their citizens and the possibility of joint solutions to acute world problems, 

including the use of military force. This task is performed by military alliances of 

developed countries, in which decisions are taken by consensus. In such 

circumstances, without the support of the general opinion of the member countries of 

the alliance, it is impossible to solve any problems militarily. This circumstance 

sharply reduces the possibility of participation of military organizations of the unions 

of developed countries in operations not directly related to their security. Therefore, 

the main means of solving acute political problems is economic and cultural 

expansion, international economic and political sanctions and, as a last resort, the 

threat of using military force where this does not cause significant loss of life on 
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either side. In such circumstances, information weapons can become a new, very 

effective tool to resolve many conflicts without the use of traditional means of armed 

struggle. These trends are developing against the backdrop of growing vulnerabilities 

in the industrial, information, social and military infrastructures of developed 

countries. Destruction of nuclear power plants, chemically hazardous facilities and 

other critical facilities as a result of military operations can lead to regional and even 

global disasters that can cause enormous human and material losses, can threaten the 

very existence of these countries. Disruption of their information infrastructure can 

lead to man-made and economic disasters, since management of all major objects of 

national economy, social and military spheres of developed countries is based on 

extensive use of information and telecommunications technologies. Further 

development of the communication sphere and deepening of globalization make the 

world even more vulnerable to information threats. 

 

Conclusions 

Finally, the information-technological progress in military affairs ensures the 

accelerated improvement of weapons and military equipment on the basis of wide 

implementation of new information technologies and creation of weapons based on 

new physical principles, including informational and illegal weapons. The main 

features of the new generation of weapons are a significant increase in accuracy, 

range and power of their action, intelligence capabilities, information collection and 

processing systems and, as a consequence, the reduction of time for operational 

decision-making. Countries that possess such weapons and military equipment gain a 

significant military advantage over adversaries equipped with traditional types of 

weapons. These trends, in fact, define the permissible limits and conditions for the 

use of force by developed countries and the possible types of conflict that are 

acceptable to them. In particular, any war involving the use of nuclear weapons is 

unacceptable for developed countries. As follows from the speeches of American 

politicians and military officers advocating the need for a national missile defence 

system, the level of unacceptable damage in a nuclear conflict for the United States is 

determined by the damage to any megapolis from a single low-yield warhead. It also 

becomes problematic to solve a large-scale war using conventional weapons against 

an adversary that is capable of exercising significant resistance, causing great loss of 

life and infrastructure damage. The experience of the past decades shows that since 

the end of the Vietnam war, the United States and NATO have used force only when 

they had overwhelming military-technical superiority over an adversary who could 

not pose an immediate threat to them. It follows from this that the preventive use of 
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military force by developed countries is possible only when they have an 

unquestionable military and technical superiority over the enemy, and information 

weapons become the most acceptable means of military combat. 
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Nowadays, the importance of the information factor in resolving global 

geopolitical tasks is increasing, the information infrastructure of the state becoming 

critical for ensuring national and military security, information turning into a 

strategic resource of humanity and the struggle for its possession intensifying. The 

dependence of social management systems, including military policy, on the 

functioning of information systems and technologies is growing, the problems of 

information security of life of individuals, society and the state are exacerbating, and 

strategies of information warfare are being developed. 

In this regard, there is an urgent need for scientific understanding of 

information's key role in ensuring the military security of the state. 

First of all, it is an important activity to provide information to the military-

political leadership of the state, subjects of military policy in the interest of timely 

adequate military-political decision-making to ensure the military security of 

the state. Importance of information security is particularly emphasized in a number 

of regulatory documents on national and military security [1]–[3]. 

The main tasks of information support include the formation of scientific 

foundations of military policy; identifying and analyzing the information needs of 

military policy makers; collecting, monitoring, analyzing and evaluating information 

on the military-political situation, information support for the processes of military-

political decision-making; predicting potential challenges and threats to the 
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military security, as well as developing a mechanism for responding adequately to 

them, providing information to the command and control system of the armed forces. 

In order to fulfill the tasks of information support in the country, a system of 

information support for military security entities must be established. 

In the conceptual plan, the state system of information support for 

military security entities should perform the following functions: 

– comprehensive consideration and analysis of the main factors of 

military policy (economic and political interests, military and military-economic 

capabilities of the state, degree of real and potential threats, external and internal 

conditions for ensuring military security, etc.); 

– monitoring, analysis, evaluation and forecasting of the dynamics of the 

military-political situation, military-political processes and relations in the 

international arena; 

– information support for the processes of determining the state's military-

political interests, goals and objectives; 

– information support for the military policy of the state; 

– information support for the processes of development and military-political 

decision-making by the top military-political leadership of the country; 

– ensuring information interaction between military policy makers and the 

security and defense sector of the state; 

– meeting the information needs of the subjects of the military policy of 

the state in the processes of military-strategic planning, military-political activity, 

building and management of the armed forces, regulation of military-political 

relations in foreign policy, conducting military-political actions both within the 

country and abroad. 

At this, a system of information support for military security entities must be 

linked to other information support systems of vital areas of state activity. 

However, it should be noted that at the moment in Ukraine the measures for 

creation such a system have not been completed, there is no methodology to justify 

the requirements for a system of information support for military security entities of 

Ukraine and the appropriate methodological apparatus. 

However, improving the quality of the information support for the leadership 

of the state is an urgent need for Ukraine at the present stage. So, we suggest some 

approaches to resolve this problem. They relate to the order of choosing of experts 

and construction of neural networks for the processing of expert-analytical 

assessments. 
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Choosing of experts with competence required for assessing military threats 

Analysis of modern military-political, economic, etc. situation in Ukraine 

allows us to formulate major military threats to Ukraine's national security. However, 

an analysis of the experts' capabilities for assessing military threats in various aspects 

(spheres) of military knowledge using the method of evaluating the competence of 

experts [4], shows that, given the limited psychophysical and intellectual capabilities 

of military experts, the solution to the problem of qualitative evaluation (with a 

coefficient of competence Kk ≥ 0.8) is impossible for the following reasons: 

– it is impossible to be an equally trained expert in a large number of military-

technical and military-tactical (strategic) issues of the use of troops; 

– military threats are most often associated with the political, economic and 

other interests of the state. Therefore, assessing military threats is often not possible 

without competent consideration of the great variety of factors that determine the 

political situation in the region; 

– psychophysical and intellectual capabilities of experts, as a rule, do not allow 

with sufficient quality to simultaneously take into consideration (to give an 

integrated assessment of the multifactorial process) the influence of more than 

five factors of influence. 

Given that, there can be no universal experts in different fields of applied 

military studies, the problem arises of determining a comprehensive assessment of 

military threats Ku, which depends on a great number of military threats (Nu ≥ 5), 

based on expert-analytical assessments. 

In the general case, the formulation of the task of constructing a mathematical 

model of military threats based on expert-analytical assessments is as follows: 

 

 

where ὑ  – the coefficient of competence of expert in the j-th field; 

ὑ  – the evaluation of the statistical adequacy of the integral model of 

assessment of military threats F0(...); 

ὑ  – required coefficient of statistical adequacy of the integrated model of 

assessment of military threats F0(...). 
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Let us consider the solution of the task of choosing of experts in different 

spheres on the example of three spheres (Fig. 1). 

 
Fig. 1 – Structure of military threats, adopted for the evaluation of experts’ 

competence 

 

Threats related to Ukraine's possible accession to NATO (other military-

political blocs), MT1: 

1. MT11 – possible use of the territory of Ukraine for conducting of war in the 

event of a military conflict between NATO member states and the 

Russian Federation; 

2. MT12 – first-strike attack on the state and military control and 

communication systems, the most important objects of critical infrastructure; 

3. MT13 – counteracting the integration of Ukraine into collective 

security systems, possible use of the territory of Ukraine for conducting of war in the 

event of a military conflict between NATO member states and the 

Russian Federation; 

4. MT14 – first-strike attack on the state and military control and 

communication systems, the most important objects of critical infrastructure; 

Threats in the military and economic sphere, MT2: 

1. MT21 – crisis phenomena in the national economy, ineffectiveness of anti-

crisis measures, corruption, which leads to the depletion of financial resources of 

the state, limits its ability to financially support the implementation of 

state national security policy and the functioning of the national defense industry; 

2. MT22 – a steady increase in other country's military budget, a significant 

increase in the production or import from abroad of strategic raw materials, used in 

the military industry or intended for military needs, which could be a danger for 

Ukraine; 

3. MT23 – the beginning of other country's national economy or its individual 

branches, enterprises, transport communications for functioning during of a special 
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(wartime) period, which may be a danger for Ukraine; 

4. MT24 – introduction of economic sanctions against Ukraine and 

implementation of measures of its economic blockade, including with the use of 

military force (blockade of transport communications, etc.); 

5. MT25 – countries' actions aimed at undermining and holding back the 

integration processes of Ukraine, weakening its relations with other countries in the 

fields of traditional cooperation; 

6. MT26 – countries' actions aimed at displacing Ukraine from international 

markets for goods and newest technologies, from influential international financial 

and politico-economic structures; 

7. MT27 – increase in the volume of own production, purchase abroad of 

weapons, military equipment and materials by other state, which may be a danger for 

Ukraine. 

Threats in the military and technical sphere, MT3: 

1. MT31 – increase of other country's military potential to the size, which is 

much higher than the norms established by international agreements; 

2. MT32 – militarization of the Earth's outer space; 

3. MT33 – implementation of programs for creation of weapons of 

mass destruction by individual states, organizations and movements. 

The results of the evaluation of the competence of one (first) expert in the 

spheres of MT1, MT2, MT3 depending on the number of partial threats Nij are shown 

in Fig. 2. 

The results of assessment of the maximum number of partial threats, that 

experts can take into consideration in each of the three spheres (MT1, MT2, MT3) at 

the level of Kk ≥ 0.7, are given in Table 1. 

The analysis of table 1 shows that for the threats in the spheres of MT1, MT2, 

four experts (E1, E2, E3, E4) are able to competently (at the level of Kk = 0.7) take 

into account local threats, and regarding MT3 – three experts (E1, E2, E5). 

To enhance the credibility of military threats assessment, it is advisable to use 

the methods of group expert assessment, which will be discussed below. 

The complexity and importance of the work of information and analytical units 

of the system of information support for military security entities of Ukraine, which 

address the tasks of assessing and forecasting the scale, nature and consequences for 

Ukraine of military threats, determines the need to apply the methods of group expert 

assessment. 

Let us consider methodological recommendations for organizing and 

conducting a group expert assessment of the level of military threats. Let us consider 
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methodological recommendations for increasing the reliability of group expert 

assessment by applying expert assessment methods based on modern statistical 

methods, using the example of assessment of MT1 by four experts E1, E2, E3 and E4 

(Table 1), who have in this field Kk > 0.7. It is suggested to use the AtteStat statistical 

software [5] to resolve this problem. 

 

 
Fig. 2 – Dependency of the first expert's competence coefficient on the number of 

partial threats taken into account 

 

Table 1. Maximum number of partial threats that experts in each of the three 

spheres (MT1, MT2, MT3) can take into account at the level of Kk = 0.7 

Experts MT1 MT2 MT3 

Е1 4 4 4 

Е2 4 4 4 

Е3 4 4 3 

Е4 4 4 3 

Е5 3 3 5 

 

The effectiveness of resolving the problem is determined by the formation of a 

reputable team of experts and their qualitative assessments, which is the basis for 

further assessing military threats. Organizing the experts' intuitively-logical analysis 

of threats in different spheres of the study of military threats, with a quantitative 

evaluation of the statements formulated by them, is the content of the process of 

finding out the experts' knowledge. 

When assessing military threats, most commonly are used measurement 

methods that allow to place objects on an ordinal (interval) scale: ranking, pairwise 

comparison, direct assessment. 
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Ranking – the procedure for ordering partial threats by the degree of their 

impact on the result of the integrated assessment of the level of military threats in 

different spheres. It is done by an expert in identifying his/her competence in 

different spheres. As a result, the expert draws up an orderly sequence: 

 

 

The most preferential threat is ranked 1, the second is ranked 2 and so on. The 

convenience of using tied ranks is that the sum of the ranks of threats n equals 

the sum of natural numbers from 1 to n, and any combination of tied ranks does not 

change that sum, which greatly simplifies the processing of ranking results in a 

group expert assessment of threats. 

These methods have different peculiarities, but they produce similar results. 

Therefore, the choice of ranking or pairwise comparison is suggested to be done by 

the number of objects to be assessed and by the small difference between them. Since 

the small difference is not a clear physical value, the number of objects to be assessed 

(k) should be taken as a choice criterion. If the number of threats that are ranked 

n < k, the ranking method should be used. If n > k, then the pairwise comparison 

method should be used. In addition, k should not be more than 20 because this 

procedure is most reliable when 20 > k > 10. 

There are requirements to analyzing the data measured on a scale of a 

particular type, when the results should not change with the allowable conversion of 

the measurement scale of these data. During the process of assessment it is necessary 

to calculate the opinions of experts, measured on a ordinal scale. 

For example, Y1, Y2, …, Yn are a set of points that experts have given to one 

threat based on results of expert assessment, and Z1, Z2, …, Zn – to the second threat. 

We need to compare these sets. The easiest way – to compare averages. 

The French mathematician Augustin-Louis Cauchy proposed a general 

definition of the average (mean) value: the mean value is any function f(X1, 

X2, …, Xn) whose value is, at all possible values of the arguments, not less than the 

minimum among the numbers X1, X2, …, Xn, and not more than the maximum among 

these numbers [6]. All these types of averages are averages by Cauchy. If the scale is 

changeable, the mean value changes accordingly. But the overall results, for which 

case the average score is greater and for which is lesser, should remain unchanged, in 

accordance with the requirement of invariance of results as the basic requirement of 

measurement theory. It is necessary to find the kind of values, the result of 

comparison of which would be stable with respect to the allowed transformations of 

the scale. 

1 2 nO O O> > >
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It is possible to investigate the processing of experts' assessments displayed on 

the ordinal scale. Widely spread today are assessments where experts have to assess 

in points, then calculate average points and consider them integral assessment. Very 

often, the arithmetic average is used as an integral assessment. However, this method 

is not correct because the points are measured on the ordinal scale. Therefore, it is 

advisable to use the median ranks method [7], [8]. Using the mathematical theory 

developed in [9], on the ordinal scale, it is reasonable to use only the members of 

variation series (ordinal statistics), in particular, the median. 

The Kemeny median for a sample consisting of binary relations is called the 

empirical average constructed using the Kemeny distance. Binary relations, 

in particular, of ordering, are often used to reflect the opinions of experts. Then the 

Kemeny distance measures the proximity of the experts' opinions, and the 

Kemeny median allows to find the final average opinion of the expert commission. 

The median is applied to data measured on a ordinal scale because they are members 

of the variation series and belong to non-numerical statistics where the use of 

averaging methods is inappropriate. The median is stable with a small number of tests 

and a small number of experts. 

The following example, typical for assessing different military threats, 

examines the use of the Kemeny median ranking method when four experts rank the 

results of multiple threats by ranks (assessments), as shown in table 2. For example, 

the threat assessment is presented on a four-point scale, where: 

– 5 points – “very important” – 1st rank; 

– 4 points – “important threat” – 2nd rank; 

– 3 points – “medium threat” – 3rd rank; 

– 2 points – “low threat” – 4th rank. 

 

Table 2. Ranks of military threats presented by analysts 

Local military threats MT11 MT12 MT13 MT14 

Е1 4 4 3 4 

Е2 3 5 4 4 

Е3 5 4 3 4 

Е4 2 3 4 3 

 

More illustrative is the graphical display of the results of the test. For this 

purpose a polyhedron is constructed (Fig. 3), the coordinate system is formed by the 

results of expert assessment. The coordinates of the axes indicate ranks that a certain 

expert provided for the vector of military threats MT = |MT11, MT12, MT13, MT14|. 

Therefore, the opinion of the expert is a point in the space of the results of the 
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expert assessment. The outermost center indicates the most unreliable 

expert assessment and thus characterizes the Expert. 

 
Fig. 3 – Polyhedron of four experts' opinions on military threats MT11, MT12, MT13, 

MT14 

Using the method of the Kemeny median, it is possible to calculate the value of 

r ij – the distance (norm) between two vectors (the opinions of the i-th and j-th 

experts) with the help of the most commonly used taxicab (Manhattan) metric [10]. 

According to the Manhattan metric, the distance is the sum of the 

absolute differences of the two experts' opinions on the test results. Thus, in the 

matrix (see table 2), the distance between the opinions of the 1st and 2nd experts 

will  be: 

r12 = | 4 – 3 | + | 4 – 5 | + | 3 – 4 | + | 4 – 4 | = 1 + 1 + 1 + 0 = 3. 

These values are shown in the table (distance matrix). The values of R are the 

result of the expertise, Ri is the distance from the i-th expert to all other experts, 

which is the sum of the distances between the opinion of that expert and the other 

experts (table 3). 
 

Table 3. Calculation of Kemeny distances between expert assessments 

 Expert 1 Expert 2 Expert 3 Expert 4 Ri 

Expert 1 0 r12 r13 r14 0 + r12 + r 13 + r14 = R1 

Expert 2 r21 0 r23 r24 r21 + 0 + r 23 + r 24 = R2 

Expert 3 r31 r32 0 r34 r31 + r32 + 0 + r34 = R3 

Expert 4 r41 r42 r43 0 r41 + r42 + r43 + 0 = R4 

     min(R1, R2, R3, R4) 
 

Among the calculated total distances, there is a minimum of Ri. The assessment 

of the i-th expert is average (in terms of the Kemeny distance) and is declared the 
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result of the group assessment. The result of calculations of the Kemeny distance for 

the assessment by four experts of the results of the expert assessment of the vector of 

military threats is given in table 4. 
 

Table 4. The result of calculations of the Kemeny distances between the 

assessments of four experts for partial MT11, MT12, MT13, MT14 

 Е1 Е2 Е3 Е4 Ri 

Е1 0 3 1 5 9 

Е2 3 0 4 4 11 

Е3 1 4 0 6 11 

Е4 5 4 6 0 15 

 

Obviously, the expert E1 has the smallest distance from the assessments of 

others, so his assessment is determined as the result of the group assessment. 

If we geometrically present the results (Fig. 4), we can see that the 1st expert's 

assessment is closer to the center of the polyhedron, which is formed by the results of 

calculating the distance between the experts' assessments. 

 
Fig. 4 – Polyhedron of the distance between expert assessments of four 

military threats MT11, MT12, MT13, MT14 

 

The problem of choosing objective experts is one of the most complex in the 

theory and practice of expert studies. When there are few experts, the result of the 

expertise depends essentially on the competence of the persons who are part of the 

group. Therefore, it is advisable to ask the experts and get their opinions r i, to 

calculate the results of expertise R and to evaluate the objectivity of each member of 

the expert group by the formula [8] 

‌ ρ
ȟ

В ȟ
, 
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where αi – the coefficient of objectivity of the expert; 

r i – the i-th expert's assessment; 

R – the result of the expertise (average assessment) calculated by the above-

mentioned methods; 

d(ri, R) – the distance from the assessment of the i-th expert to the 

average assessment R; 

n – the number of experts; 

В ὶȟὙ – the sum of distances from all expert estimates to the average 

assessment R. 
 

The objectivity of each expert is calculated as in the Table 1(see above), taking 

into account the results of the expertise (see table 2). Such a table is completed by the 

results of assessments for each threat (table 5). 
 

Table 5. Matrix of experts' assessments and the result of the expert assessments 

of military threats 

Military threats ВЗ11 ВЗ12 ВЗ13 ВЗ14 

Е1 4 4 3 4 

Е2 3 5 4 4 

Е3 5 4 3 4 

Е4 2 3 4 3 

The result of expert assessment 4 4 3 4 
 

The distance d(ri, R) from the i-th expert's assessment to the result (average 

opinion R): 

d(r1, R) = |4 – 4| + |4 – 4| + |3 – 3| + |4 – 4| = 0; 

d(r2, R) = |4 – 3| + |4 – 5| + |3 – 4| + |4 – 4| = 3; 

d(r3, R) = |4 – 5| + |4 – 4| + |3 – 3| + |4 – 4| = 1; 

d(r4, R) = |4 – 2| + |4 – 3| + |3 – 4| + |4 – 3| = 5. 

( )
4

1

, 0 3 1 5 9i

i

d r R
=

= + + + =ä
 

α1 = 1 – 0/9 = 1; 

α2 = 1 – 3/9 = 0.67; 

α3 = 1 – 1/9 = 0.89; 

α4 = 1 – 5/9 = 0.44. 

Thus, expert E1 was the most objective (competent), while expert E4 was the 

least competent (Fig. 4). As with the Kemeny median method, the 1st expert's 

assessment was chosen as the result of the group assessment, while the 4th expert's 

assessment was reflected (Fig. 5) on the periphery of the polyhedron of 

expert assessments. 
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Fig. 5 – Diagram of experts' objectivity on expert assessment of the vector of 

military threats MT = |MT11, MT12, MT13, MT14| 

 

The 4th expert's assessment, which stands out from the normally 

distributed sample, is called an outlier in mathematical statistics. There are special 

methods to properly process these outliers based on the minimum (maximum) 

observation exclusion criteria. The value of the criterion statistics is compared with 

the critical value, the exact distribution of which is given by the corresponding 

formula. If the value of the statistics is greater than the critical value, a decision 

is made to exclude the outlier from the analysis. Although there may be a situation 

where the reason for such an outlier should be found. 

In the presence of such anomalous deviations, we consider it appropriate to use 

the Kemeny median method, if there are no such outliers, then it is enough just to use 

arithmetic averaging. We recommend that you ignore the experts' assessment with a 

small value of α and calculate the result without taking them into account. If, 

however, a particular expert is systematically biased, he/she should be excluded from 

the expert group. 

Thus, the methodologically correct consideration of the influence of these 

factors in the processing of group expert assessments of military threats ensures the 

reliability of the results of the assessment of the integrated level of military threats. 

It should be noted that the estimates of the median are in fact robust – stable 

and insensitive to variations in the sample, so its estimate is prioritized in the 

presence of outliers. Therefore, due to the robustness, the Kemeny median is 

precisely such an approach that aims at reducing the impact of even a small number 

of outliers on the result of the assessment of the integrated level of military threats. 
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Building a neural network model of assessment of military threats based on 

expert-analytical assessments 

The general structure of the integrated methodological approach to the 

assessment of the integrated level of military threats should be based on the results of 

expert assessment using artificial neural networks (ANN) is shown in Fig. 6. 
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Fig. 6 – The structure of the integrated methodological approach to the 

integrated assessment of military threats using ANN based on expert assessments 

 

The entries to solve the problem of constructing an algorithmic model for 

assessing military threats is the results of the calculation of the matrix of a fractional 

experiment over local military threats of appearance. 

As an expert should be used the one whose results were accepted as the 

group expert assessment using the Kemeny median method [9]. The size of the 

matrix should be chosen based on the expertise of the experts [4]. 

Data for training the network should be formed in a text file (Fig. 7) with 

delimiters (Tab or Space). The number of experiments depends on the number of 

local military threats. 
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Fig. 7 – Data format for the network training and testing 

 

All data should be numerically presented. If the data is presented as text, then a 

certain method should be used to convert the text data to numeric data. The high 

quality of the results obtained is achieved by preliminary data processing. If text data 

can be ranked in a certain way, then this should be taken into account. For example, if 

you encode data about ranked assessments of military threats, then you can rank them 

by their importance (weight) and set the corresponding coding: MT1 = 1, MT2 = 2, 

etc. If the data cannot be sorted, then it is possible to give them arbitrary numbers. 

In general, it is better to increase the distance between the objects and to determine 

the result by the distance between the value obtained from the neural network and the 

military threat code. 

The program specifies the format of the training sample file, its path and the 

location of the title (Fig. 8). The data in this file is used to train the neural network. 

 

 
Fig. 8 – Definition of entries 

 

The correctness of the program's reading the fields of the entry file with 
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training data is ensured by the correct setting of the import parameters of 

this file (Fig. 9). 

 
Fig. 9 – Adjustment of the file's import settings 

The neural network consists of input, output and hidden layers. The number of 

neurons in the first and last layer depends on which fields are labeled as input and 

output. Fields marked with a “do not use” flag in training and testing of the 

neural network will not be used. The input to the neural network must be normalized. 

That is, the numbers are in the range from 0 to 1. It is possible to choose the 

following methods of normalization: linear normalization, exponential normalization, 

self-normalization based on statistical characteristics of the sample, without 

normalization. Determination of the values used in the normalization formulas and 

the parameters of each field in the list are specified to the program as its 

properties (Fig. 10). 

 
Fig. 10 – The field and its peculiarities 

 

In the Deductor Studio Academic software, various statistical data processing 

options can be implemented (Data Mining included), which include a neural network 
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(Fig. 11), which allows experts (even without special mathematical education) to 

analyze large data sets (group expert assessments) with their calculation and 

visualization of the results. 

 

 
Fig. 11 – Creation of the neural network 

 

All examples submitted to the input of the neural network are divided into two 

sets – training and test ones (Fig. 12). The program determines how many percent of 

the examples will be used in the training sample. The records used to test the 

neural network are chosen at random, but the proportions are retained. 

 
Fig. 12 – Determining the neural network configuration samples 

 

Since the neural network necessarily has input and output layers, it is necessary 

to specify the number of hidden layers (Fig. 13). The neural network structure is 

created taking into account the following provisions. 
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Fig. 13 – Neural network settings 

 

The numbers of neurons in the first and last layers depends on how many fields 

are specified as input and output, and are determined automatically by the program. 

The number of hidden layers and the number of neurons in each hidden layer will be 

set by the following recommendations: 

1. The more non-linear the problem, the more hidden layers should be (usually 

1–3 hidden layers). 

2. The number of connections between neurons should be less than the number 

of examples in the training sample, which will be calculated by the formula (a 

consequence of the Kolmogorov–Arnold theorem) [11]: 

, 

where Ny – the dimension of the output signal; 

Q – the number of elements of the set of training examples; 

Nw – required number of connections; 

Nx – the dimension of the input signal. 

By calculating the required number of Nw connections by this formula, we 

determine the required number of neurons in the hidden layers. For the structure of a 

neural network with one hidden layer, the number of neurons in the hidden layer 

will  be equal to: 

. 

3. To ensure the non-linear transformation of data for neurons in hidden layers, 

we set a sigmoid activation function with a slope parameter (chosen empirically), 

when the transition function is similar to the threshold one. 
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At Deductor Studio Academic, by default, all elements of the previous layer 

are associated with all elements of the one that follows. The numbers of neurons in 

the first and last layers depend on how many fields are specified as input and output. 

The number of neurons in each hidden layer must be specified. There are no 

general rules for determining the number of neurons, but the number of connections 

between neurons should be less than the number of examples in the training sample. 

Otherwise, the neural network will lose its ability to generalize, and will simply 

“remember” all examples from the training sample. Then, when tested on examples 

in the training sample, it will show excellent results, while on real data – bad/false 

ones. 

There are several other factors to consider when conducting neural network 

training: 

– If you enter conflicting data, the network will never learn anything at all. It 

will  not be able to understand why in one case the results of the expert assessment, 

for example (5, 3, 5), to determine the integral assessment 4, while in another – 3. 

That is why, there should be no conflicting data in the training and test samples; 

– If you train the network for too long, it can get “overtrained”. It is necessary 

to determine when the process is complete. 

Sigmoid is used to provide non-linear data conversion. Otherwise, the 

neural network can only allocate linearly delimited sets. The higher the parameter, 

the more the transition function is similar to the threshold function. The 

sigmoid parameter is chosen empirically. 

The user interface of the program allows to choose the algorithm and 

training parameters (Fig. 14), thanks to which are determined: 

 

 
Fig. 14 – Choosing the algorithm and parameters of training 
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– the sequence of analysis of the entries for training (on-line or off-line); 

– the amplitude of weight correction at each step of training (the parameter 

determines the speed of training); 

– the degree of influence of the i-th weight correction on the (i + 1)-th one (the 

parameter determines the “impulse” of the correction). 

An important point in training the neural network is determining when the 

training will be completed, that is, defining the termination criterion. As a rule, in 

such problems the mechanism of recognition of errors by examples is used (Fig. 15). 

If the prediction result differs from the value of the training set in a value smaller 

than the specified value, then the example is recognized. 

 
Fig. 15 – Stop training parametres 

 

Starting the process of training the neural network (Fig. 16), it is possible to 

observe how change the learning error in the training/test sample and other important 

parameters on which the duration of this process depends. 

 
Fig.16 – The training process 
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In these graphs, the distribution of examples in the training/test sample can be 

traced as far as the results predicted by the neural network coincide with the values in 

the training (left) and test (right) samples. Each example is marked with a dot in the 

graph. If the point is on the highlighted line (diagonal), then the neural network 

predicted the result with fairly high accuracy. If the point is above the diagonal, it 

means that the neural network underestimated the result, if below – overestimated. 

We should aim at ensuring that the points are as close as possible to the diagonal. 

As noted, data mining techniques are accompanied by significant visualization 

capabilities. The software used allows to choose different ways of displaying 

data (Fig. 17). 

 

 
 

Fig.17 – Determining how the results are displayed 

 

The ANN structure created in this project is shown as a graph (Figs. 18–19). 

 

 
 

Fig.18 – Graph of a neural network assessing military  

threats for three local threats 
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Fig.19 – Graph of a neural network assessing military threats for seven local threats 

 

The scatter graph shows the error distribution of the predicted values (Fig. 20).  

 

 
 

Fig. 20 – Scatter graph of the error in the training sample 

 

The red columns are an error on the training sample, the green ones are on the 

test sample. The more to the right the column, the higher the error value. The higher 

the column, the more examples with the specified error. 

The program environment allows to calculate the final result in real time: in the 

“what–if” tab with a set of input parameters, enter the numbers, run the model in the 

calculation mode and get the result (Fig. 21). One does not need to check the 

neural network for numbers beyond the limits of training and test samples. If the 

neural network is trained to add numbers in the range from 0 to 10, then the 

neural network should be tested in the same range. 
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Fig. 21 – Calculation of the final results of the assessment of the level of 

military threats in the “if” calculation mode 

 

Conclusions 

The proposed recommendations for choosing the experts with a given level of 

competence to address the challenges of assessing military threats, involve the 

development of questionnaires and determine the procedure for processing the results 

of the survey in order to determine the competence of experts in various 

security fields. The proposed recommendations will allow to choose the experts who 

are objectively professionals in the issues under consideration, and also to plan the 

expertize in such a way that each expert will be provided with a number of factors 

(indicators) that he can handle with maximum efficiency. 

Implementation of these recommendations will significantly improve the 

reliability of the results (in some cases, the increase was 70–80 %). 

We offer methodological recommendations for the construction of a 

neural network model of military threats assessment based on expert and analytical 

assessments that describe the procedure for the construction of an algorithmic model 

of military threat assessment with a detailed description of the procedure for creating 

and training an artificial neural network using the Deductor Studio software. The 

proposed recommendations will help to automate and increase the efficiency of 

assessing (by more than 50 %) the levels of military threats and to reduce the impact 

of subjective factors on the results of such assessments. 
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Chapter 10. THE METHOD OF 

SPECTRAL ANALYSIS TO 

DETERMINE RANDOM DIGITAL 

SIGNALS OF ILLEGAL MEANS 

OF OBTAINING INFORMATION  

 

 

Introdution  

Recently, there has been an increasing interest in parametric spectral analysis 

methods, especially when classical methods based on the use of the Fourier transform 

do not provide the necessary accuracy.  This situation occurs either in the small 

signal-to-noise ratio or in the small interval of observation of the process under study.  

In the latter case, in order to improve the accuracy of the spectral density 

determination, it is necessary to use a priori information about the behavior of the 

investigated process outside the observation interval. 

One of the parametric methods of spectral analysis is the Prony algorithm, 

which uses the representation of the observed process in the form of a complex 

exponential series. The method allows to find the parameters of these complex 

exponentials by reading the signal, which in turn makes it possible to record the 

expression for the spectral density of the investigated signal. The widespread use of 

the Prony method has become possible only recently, since it is substantially 

nonlinear and requires a large amount of computational cost. In this regard, there was 

a need for a detailed study of this method in terms of the optimality of its 

mathematical implementation, as well as the potential resistance to fluctuations in the 

readings of the signal and noise sampling. 

The means illegal obtaining information typically emits a random signal. To 

detect and recognize this random signal against the background of legal radio signals, 

it is necessary to present this signal in a convenient form for digital analysis. 

Therefore, the purpose of the study is to represent the signal in the form of a  model 

based on matricidal transformations, which most accurately reflect the signal, and 

will allow determining the statistical characteristics of the signal. 

 

The main section 

The Prony method is a method of analyzing short segments of a signal based 

on the approximation of a signal to a finite sum of complex exponents, which 

approximates the sequence of complex data of a model consisting of p damped 

complex exponents: 
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,                (1) 

where 1 n N¢ ¢ , T is the interval of reference in с, kA і ka  amplitude and attenuation 

coefficient (dimension of attenuation coefficient c-1) k  complex exhibitor, 
k

f  

frequency, kq  the initial phase k  sinusoids. The values of these parameters are 

completely arbitrary. 

Write the expression (1) in the form: 

,                                                     (2)  

 

where the complex constants are calculated by the expressions: 

 ,                                                    (3) 

.                                                  (4) 

 

It should be noted that expression (3) is an expression for a complex amplitude 

representing a time-independent parameter, and expression (4) is an expression for a 

complex exponent describing the parameter dependent on time. 

Ideally, with N segments of data, the sum of squares of errors can be 

represented as: 

,                                                        (5) 

where                                                                                   .                                       (6) 

The problem is that you need to minimize it by three parameters hk, zk, and the 

number of exponents p. This is a non-linear problem and requires a lot of cost to 

solve. 

The Pony procedure for adjusting p exponents to 2p segments of data can be 

presented in three steps, in the first stage the equation for the coefficients of the 

polynomial is solved a1, a2,…, ap, on in the second stage, the roots of the polynomial 

are calculated z1, z2,…, zp. Using the obtained root equations, we determine the 

attenuation factor and the frequency of the sine wave, using the ratios: 
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The third final step, the roots of the polynomial calculated in the second stage 

are used to form the elements of the matrix, which is then solved with respect to p 

complex parameters h1, h2,…, hp. Each parameter is then used to determine the 

amplitude and initial phase, which are calculated by the expressions: 

 ,                                                          (9) 

.                                                  (10) 

 

The described algorithm decomposes N complex signal samples into N/2 

complex damping exponential components. 

The disadvantages are: 

large error of calculation at N exceeds 200 samples, because it is necessary to 

solve equations of the 100th and above order, as well as systems with 100 or more 

linear equations; 

As shown above, it is possible to obtain a suboptimal solution that will provide 

more or less satisfactory results.  Using the first and second steps of the Prony 

method, the corresponding least-squares linear procedures, we obtain an exponential 

modeling procedure called the generalized Prony method.  In this suboptimal 

approach, the problem of nonlinear exponential fit is essentially a polynomial 

factorization problem. 

In the predetermined case (we have excess data) the linear difference equation 

can be reduced to the form 

,                                                       (11) 

where                       . 

The term of expression (10) en characterizes the error of approximation on the 

basis of linear prediction as opposed to the ε(n)-error of exponential approximation. 

Equation (11) is identical to the equation for linear prediction error, if each 

term am is considered as a parameter of linear prediction. Instead of expression (5), 

the parameters am can now be chosen as parameters that minimize the sum of squares 

of errors of linear prediction        rather than the sum of squares of errors of 

exponential approximation ρ defined by expression (5), or else it can be called the 

covariance method of linear prediction. 

We determine the values of the parameters z1, z2,…, zp by linear least squares 
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prediction and polynomial factorization, then the exponential approximation 

described by equation (2) becomes linear with respect to the remaining unknown 

parameters h1, h2,…, hp, minimizing the sum of squares of errors for each parameter, 

we obtain the following complex normal equation with the matrix p  p 

,                                                       (12) 

where (N p) – matrix Z, (p 1) – vector h, (N 1) – the vector of data responses x is 

defined by the expressions: 

.                                       (13) 

The emitting (p  p) – matrix ὤὤ has the form 

 

 ,                                                   (14) 

 

де                                        .                                             (15) 

 

If the x(n)–ε(n) difference is used in the model of the main Prony method 

instead of x(n) then the linear difference equation that describes this process, 

consisting of the sum of the exponents and the additive white noise, will look like: 

 .                                (16) 

Equation (16) is a random signal model with noise. 

The first step of the Prony method uses the linear prediction equation: 

.                                          (17) 

Comparing expressions (16) and (17), we see that they do not correspond to 

each other, for this reason, the Prony method in general does not provide good results 

at a significant level of additive noise, there are errors in determining the noise 

attenuation coefficient, the values of these coefficients far exceed their true value. 
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This disadvantage is the basis for the determination of random radio signals.  

The variant of spectrum selection on the background of interference in which the 

coefficient exceeds the real one allows to determine with very high probability a 

random radio signal, which is typical for digital or impulsive means of silent 

receiving of information. 

We modify the Prony least-squares method described above by a model 

consisting of non-decaying (α=0) complex sine waves. 

Model, for example, select a model containing an even number of components.  

Then the model (the model contains a 2p component) will look like: 

 ,                          (18) 

where                                                                   , considering that Zk has a unit 

module ȿὤȿ ρ. If hk and Zk are complex conjugated pairs and fk ≠ 0 or fk ≠  then 

the sequence from the readings of the real data can be approximated by a model 

consisting of an even and odd number p of real non-attenuating sine waves: 

 ,                            (19) 

where 1≤n≤N.  

In the modified Prony method, in the first step, the linear prediction error defined 

by equation (11) is replaced by the conjugations symmetric linear smoothing error: 

.                               (20) 

Defined by p+1≤n≤N-P and minimizes the sum of squares of smoothing errors: 

,                                                 (21) 

and not the sum of squares of linear prediction errors defined by expression (5). 

If we equate to zero complex derivatives from A to C, we obtain normal 

equations that can be written in the form of matrix equations: 
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where the centrosymmetric matrix R2p and the conjugate symmetric vector of column 

g2p are defined by the expressions: 

 .                             (23) 

The elements of the matrix R2p are defined by the expression: 

.                            (24) 

In the process of finding a means of silent receiving of information, signal 

processing time is very important, so I propose a quick algorithm to solve (24) the 

equation. 

It consists in the fact that in expression (24) we take Op–(p  p) zero vector, 

then we have an expression for the centrosymmetric matrix in the form: 

.                           (25) 

If the members of the smoothed error                           are not used, the 

resulting error square is minimized 

.                                               (26)  

So we get the following normal equation: 

,                                                     (27) 

where the double stroke marks the solution for the case of omitted error terms, then 

expression (25) will be: 

 

.                          (28) 

The developed fast algorithm requires to solve this equation Np+18p2 of the 

calculation, in addition we obtain the solution of least squares for all unknown 
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smaller orders.  In the case where the number of sine waves is unknown, this property 

of the algorithm allows to check all models containing from one to p sine wave. 

In the future. After obtaining the solutions of equations (25) and (28), the 

algorithm of calculating the amplitudes and initial phases of the sine waves by 

equations (7)–(10) is repeated. Therefore, the modified Prony method reduces the 

computation time of the amplitude and initial phase of the sine wave, which is the 

main purpose when converting signals into a method of searching for means of silent 

receiving of information. 

But the Prony method and the modified Prony method using the fast algorithm 

to solve the above equations allows us to determine the signal parameters (amplitude, 

frequency and phase).  This is not sufficient to determine the nature of the signal, 

especially the digital signal.  A full spectrum analysis requires calculation of the 

signal spectrum.  Therefore, it is necessary to continue processing the signal and 

calculate its spectrum.  The signal spectrum is determined in terms of the exponential 

approximation ὼὲ, not in terms of the original time sequence ὼὲ. To calculate the 

spectrum requires a number of assumptions: 

One of them is that the sum of the exponents of the discrete time in equation 

(2) is defined on the interval Њ ὲ Њ as a one-sided function of the form: 

 

.                                                  (29) 

 

If signal x(n) is valid, then the exponents will be pairs 
(2 )

k
j f

e
p q° +

, which will allow 

the formation of one cosine term ÃÏÓς“Ὢ —ȟᾀ of the transformation from (29): 

 

.                                                (30) 

 

Which converges at ȿᾀȿ ȿᾀȿ. The second assumption is that ȿᾀȿ ρ, so all 

the damping parameters are negative, indicating that the exponents are damped. 

If the assumptions are correct then the substitution of form ᾀ Ὡ  into 

expression (30) will give a discrete-time transformation, the deterministic sequence 

ὼ ὲ, then the spectral energy density of our model will be: 
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.                                            (31) 

 

This equation is defined on segment Ὢ . The peculiarity of this 

method of determining the energy density of the spectrum is that it is very convenient 

for the analysis of short-term signals. That's what it takes to analyze pulse digital 

signals. 

 

Experemental verification of results  

To test the proposed method, we will simulate short-term random signals. We 

will choose pulse signals with different duration.  These signals are fully consistent 

with digital means of obtaining information.  Depending on the duration of these 

pulses, we determine the spectrum and energy density of the corresponding signals, 

and perform a comparative analysis. The results are presented as graphs. 

The obtained results are presented in Fig. 1–6. 

 

 

 

Fig. 1 – Graph of the spectrum at the frequency  

of the exponent of relative units 
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Fig. 2 – Graph of the spectrum at the frequency of the  

exponent 7
ef =  of relative units 

 

 

Fig. 3 – Graph of the spectrum at the frequency of the  

exponent of relative units 
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Fig. 4 – Graph of the spectral density of the signal at the frequency  

of the exponent of relative units. 

 

 

Fig. 5 – Graph of the spectral density of the signal at the frequency  

of the exponent of relative units. 
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Fig. 6 – Graph of the spectral density of the signal at the frequency  

of the exponent of relative units 

 

The analysis of the graphs Fig.1-3 shows that the dependence of the spectrum 

of a short-term random signal on the frequency of the exponent (transformation of 

signals by exponents), which is practically of the same character, is slightly different 

in amplitude, which makes it difficult to determine the signal, especially against the 

background of legally operating devices. 

The graphs of the spectral energy density of the signal are shown in the  

Fig.4-6, clearly different from each other, which makes it possible to determine these 

signals with a very high probability. 

The simulation results have practically proved the advantages of the proposed 

technique for determining short-term random signals that correspond to digital 

signals of the silent receiving of information and allow to determine the signal of the 

digital devices of silent receiving of information the background of legally operating 

devices. 

 

Conclusions 

A new spectral analysis method is proposed, based on the classical Prony 

method, which has been improved by replacing damping sinusoids with the use of 

non-damping sinusoids, which allows to distinguish the signal very accurately and to 

determine its characteristics against the background of many obstacles of the air 
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space. A fast conversion algorithm is applied to solve the normal equations for 

finding variables to sequentially determine signal parameters such as amplitude, 

frequency, and phase. The method of analysis of not only static signal parameters, but 

also the rate of change of these parameters is proposed, which allows to measure the 

amplitudes and frequencies of the signal with an error of 0.5%. 

The simulations and the obtained graphs of the pulse signal spectrograms and 

the graphs of the spectral energy density are simulated. The obtained graphical data 

fully confirm the advantages of the proposed method of determining the spectral 

energy density, for spectral analysis of random short-term pulses. The results of the 

simulation proved the advantage of the method of determining the spectral energy 

density over the method of obtaining the signal spectrum. 

The proposed methods increase the accuracy of the detection of signals of the means 

of silent receiving of information by 15%. 
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Theoretical aspects of military-economic security development 

The concept of "military-economic security" is quite new, but its application 

today already has a history of development and formation in the literature [1]. The 

problems of this type of security still need careful research [2]. Processes analysis of 

formation and development of the military organization of the state (MOS) to 

increase the level of defence capabilities of Ukraine shows that most of the primary 
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documents on the development of the MOS (Military Doctrine, Constitution of 

Ukraine, Laws "About National Security", "About the Armed Forces of Ukraine" ) 

practically no issues of military-economic nature are reflected, which in the current 

conditions of development of Ukraine and its MOS become decisive [3]. This is due 

to the rather low research level on the problems of the impact of the military-

economic factor on the reform processes, development and possible application of the 

Armed Forces of Ukraine [4].  

Geopolitical changes, changes in the forms and methods of resolving global 

problems and conflicts, the transition to resolving military conflicts between states by 

non-military means, strengthening tendencies to resolve conflicts by force (especially 

on the part of Russia) necessitate solving Ukraine's defense capabilities. At the same 

time, it is necessary to start from the modern realities of the country's economic 

development, i.e. to substantiate further ways and directions of the development of 

the МОС from the military-economic point of view. 

According to some approaches that exist in Ukraine, military-economic security is 

considered a component of economic security, which is directly related to ensuring 

the defense capabilities of the state (Fig. 1, Fig. 2, Fig. 3) [5]. 

Military and economic security (MES) characterizes the ability and readiness 

of the state to provide economic, social, scientific and technical, information 

conditions for the development of military and economic potential at a level that 

guarantees the military security of the country, as well as the ability of Ukraine's DIC 

to meet military and economic needs at the level of rational defense 

sufficiency (table 1) [6]. 

Ensuring military-economic security is one of the essential functions of the 

state. As a specific direction of the state military-economic policy, the process of 

ensuring military-economic security covers the system of relations between economic 

entities [7] to meet the military needs of society. It aims to find optimal ways to solve 

a set of military-economic problems [8]. 

Military -economic security ensures compliance with military security 

requirements. But compliance with these requirements is possible with sufficient 

economic security. At the same time, compliance with some requirements of military 

and economic security contributes to increasing the level of economic security. This 

is since the separate paths of different types of security have a dual (and even more) 

purpose, which provides a close relationship between them. Thus, the undermining of 

economic security leads to the undermining of economic potential, and hence the 

military-economic potential. Therefore, almost all components of economic security 

have a defense significance and also affect military and economic security. 
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In turn, the economic system of the state provides the livelihood (financing) of 

other subsystems of the national system of the state, including defense. 
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Table 1 – Variations of the concept of "military-economic security of the state" 
Author Definition 

V.I. Olshevsky 

It is the ability and readiness of the state to provide economic, social, scientific, technological 

and informational conditions for the development of military and economic potential at a level 

that would guarantee the military security of the state [9]. 

V.I. Muntian 

It is characterized by the ability and readiness of the state to provide economic, social, 

scientific, technological and information conditions for the development of military-economic 

potential at a level that would guarantee military security, and thus the ability of the defense 

industry to meet military and economic needs at the level of rational defense adequacy [10]. 

D.O. Gordienko 

It is a state of the national economy protection from external and internal threats, in which it can 

meet the economic needs of the military organization for construction, maintenance and 

sustainable development [11]. 

A.I. Pozharov 

It is the ability of the military economy to sustain the necessary army power and realize the 

military-economic potential to the extent and terms provided by the military doctrine of the state 

[12]. 

V.P. Korsun 

It is the state of the national economy, in which there are a sufficient development and 

preservation of research-production potential of the military economy, which provides material 

and technical equipment of the armed forces [13]. 

O.M. Oliynyk 

Characterizes the realization degree of national interests of Ukraine in the military-economic 

sphere in the conditions of influence of internal and external threats of peacetime and guarantee 

of stable functioning of the military economy in the period of armed confrontation [14]. 

I.V. Kyrylenko 

These are the stage of development of the military economy that guarantees its stable 

functioning during the period of armed confrontation, as well as ensures the satisfaction of 

defense needs at the level of reasonable sufficiency in peacetime [15].  

O.M. Semenenko 

This is the economic ability of the state to ensure such a level of its military security, which is 

sufficient to protect the stable functioning of the country's national economy in conditions of 

possible threats to its national security. (main component of national security) 
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There is currently no final definition of the constituent elements of military 

security (in the studied documents). Although, there have been attempts to highlight 

its components shown in Fig. 4. 

 

 

Fig. 4 – Components of military security of the state 

 

Today, the MES is to be understood as the ability and readiness of the 

economy to meet the financial needs of the state defense sector for its sustainable 

development, taking into account the impact of potential negative/ positive risks [16]. 
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economic strength (ES) of the state.  
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assets, mineral resources, fuel, energy, etc. If the ES shows what social production 

can be, then economic power is the real ability of the economy to meet the various 

needs of society. Quantitatively, the state's MES is determined by the scale of the 

military economy (ME). The indicators of economic power presented in dynamics, 
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give the generalized picture of MES, military power, MEP, and MES. 

Indicators such as the state of the military economy, its scale and structure, 

development trends, the ability to fulfill its functional purpose can be reduced to three 

groups: a) generalized indicators of the MES, b) indicators of the elements of the 

military economy structure, c) the most important proportions, quality indicators. 

According to the works of the Bulgarian researcher T.M. Mkrtchyan, who 

analyzed the changes in the components of economic security of post-Soviet 

countries, as well as several Western European countries, the main components of 

economic security were identified (Fig. 5). At his work, one of the external 

components of the economic security of the state is the power, which must ensure the 

country economic interests realization by force way. Interestingly, T.M. Mkrtchyan 

supports military tendencies as a guarantee of additional development of the state 

economy in all its aspects. Therefore, from this point of view, it is interesting to study 

the constituent elements of the economic system of the Russian Federation as a 

representative of this ideological direction. 

 

The Russian Federation Center for Strategic Assessments and Forecasts [19] 

also studied the issue of separation the military-economic component. Works of such 

economists as L.I. Abalkin, S.A. Bartenev, S.F. Vikulov, Y.E. Vlasyevich, V.I. 

Zolotarev, V.D. Korolev, A.M. Nikonov, K.I. Spidchenko, V.I. Tsyom, I.I. Yudin 

devoted to the problems of the country's economy and MES , became a 
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methodological basis for analyzing the current economy state, opportunities to meet 

the military and economic state needs, including security needs. 

Recently, it is emphasized that "the state of national security directly depends 

on the economic potential of the country and the effectiveness of the national security 

system" [20]. So, it is proposed to identify the military-economic component of the 

impact on the economy. Between economic and MES, there are direct relationships, 

with the state of the second is determined by the first. The basis of the MES is DIC. 

Therefore, the MES is mainly due to the state of the armament of the Armed Forces 

of Ukraine [21]. 

Today, the literature actively substantiates the specifics of the allocation of 

military and economic security as an integrating component of two different areas of 

national security: military and economic security of the state. At the same time, 

military-economic security is also a type of national security of the state, its essential 

component. The components and structural elements of military-economic security 

are identified. Scientists believe that the most important condition for effective 

activities to maintain military-economic security at the required level is to create a 

mechanism for its implementation. This mechanism should include a system of 

indicators, criteria and threshold values of the level of military and economic 

security, which should fit harmoniously into the system of indicators of the national 

security economy. In turn, the use of military-economic security monitoring enables 

public administration bodies to form the country's military-economic policy in a 

planned manner [12]. 

In the '90s in the United States, there was a very successful restructuring of the 

military industry. This is due to many reasons, the most important of which were 

financial assistance and strict state control, active usage of the market mechanism and 

advanced methods of organizational management at the macro level. The reform 

success was facilitated by the fact that corporations for these purposes, except to 

increase the concentration of military production through mergers and acquisitions, 

used other methods, including diversification and conversion of production, arms 

exports and more. As a result of the military industry restructuring in a short time in 

the United States, there were a few giant military-industrial firms with vast 

experience, financial, scientific, technical and production capabilities for the 

development and production of various military products. The degree of 

concentration and monopolization of military production has increased significantly, 

which has begun to affect the level of country economic security significantly. This 

position on the importance of ensuring the country's economic security (ES) through 

the financial inflows regulation into the DIC is given in its national development 



157 

 

strategy [22]. For the problems of the importance of studying the defense component 

in the ES system are also given considerable attention [23]. 

Turkey has also tried not only to single out the concept of the military-

economic component in the country's economic security system but also to study the 

impact of changes in its level on the country's development [24]. 

The economic view of the Republic of Belarus (is a member of the Collective 

Security Treaty Organization) on the defense capabilities of the country and its 

military security (MS) is considered the most important criterion for ensuring the 

national component of the country [25]. The overall MS level is determined through 

the study of indices changes in the selected macroeconomic indicators. Even its 

military doctrine sets out a measures list to providing and maintaining the basics of 

economic ensuring of military security [26]. 

Today, in the globalization context, almost all countries with developed 

economies seek to ensure not only the sustainability of their territorial and ideological 

integrity by ensuring MS but also economic development. Military-economic 

cooperation between states is associated with additional investment in the DIC, 

changes in production capacity, or production reorientation, which directly affects the 

level of economic security. In 1992, a Collective Security Treaty was concluded 

between several states of Eurasia (at different times the organization united from 6 to 

9 states). The organization members acknowledged that military-economic 

cooperation significantly affected the development of their economies and the state of 

military-economic security and reviewed the prospects for the development of their 

military-economic relations until 2020.  

In 2005, domestic researchers examined in detail the impact of cooperation 

between Ukraine and NATO on the state of its economic security [27]. They 

concluded that the country's accession to NATO would contribute to the formation of 

an effective, functional and self-sufficient system of economic security of the country 

and is an essential guarantee of its stable socio-economic development and a 

powerful stimulus to increase global competitiveness.  Besides, it will allow 

developing modern approaches to the formation of Ukraine's domestic policy in the 

field of economic security, taking into account the experience of NATO member 

countries, which will help create the necessary basis for our country's integration into 

Euro-Atlantic structures following the NATO-Ukraine Action Plan. 

That is, given NATO's unique defense and political capabilities, Ukraine's 

accession to the Alliance in the future will solve several essential tasks to ensure 

Ukraine's economic security: 

1. Providing security guarantees according to which an attack on Ukraine 
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would mean an attack on all members of the Alliance; 

2. Provision of "nuclear safeguards", according to which an attack on Ukraine 

with the use of nuclear, chemical or bacteriological weapons will result in an 

adequate response from the nuclear member states of NATO (USA, Great Britain, 

France); 

3. Significant reduction of the risk of war against our country (Ukraine is a 

strategically important country, in contrast to neutral Finland and Sweden. The 

geostrategic advantages of controlling Ukraine may for a potential aggressor 

outweigh the risk which will be accompanied by aggression against it); 

4. Strengthening the political independence and protection of our country from 

external interference in its internal affairs following NATO security standards; 

5. The Alliance does not require the deployment of its bases in Ukraine in 

exchange for membership (we have sufficient military, the human and technological 

capacity to ensure our security, using only the political "roof" of NATO and the 

theoretical possibility of support from NATO members in wartime. So, Ukraine's 

accession to NATO will be "paper", without the formation of new large military 

bases near Russia's borders; 

6. Strengthening the territorial integrity of our state, depriving separatists of the 

force basis to realize their intentions; 

7. Significant reduction of military and economic pressure, including energy, 

on Ukraine from Russia, given the likely negative reaction to such actions of 

influential states that will be in alliance with us.  

8. Ensuring a guarantee of reliable security at relatively low cost, as neither 

NATO nor Ukraine needs to deploy foreign troops on our territory. (The experience 

of joining the Alliance of Eastern European countries shows that this process can be 

very cheap. Besides, Ukraine will never have the same level of security as NATO 

membership, even if it spends its entire budget on defense). 

9. NATO does not require the mass rearmament of Eastern European armies or 

the purchase by its members of weapons manufactured by NATO countries. Each 

state has the right to decide at its discretion which weapons and which country's 

production to buy for its armed forces. Soviet-style Ukrainian weapons are not a 

problem for joining the Alliance.  

10. NATO does not deprive its members of the possibility of military-technical 

cooperation with other states. 

11. Increasing foreign investment in Ukraine, since security is linked to the 

economy. For example, in Poland, the Czech Republic and Hungary, the inflow of 

foreign investment in the year after the announcement of NATO membership 
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increased 3.5 times, in Romania – by 141%. 

12. The inflow of legal investments from Allied countries to Ukraine - in 

contrast to Russian investments, which are mostly illegal. According to a study by 

"Transparency International", among the 20 least corrupt countries in the world, 10 

are NATO countries. 

13. Emergence of new opportunities for domestic competitive defense 

industries. Low-efficiency defense complexes in Slovakia have been suffered losses 

since joining NATO, but high-tech companies in Poland and partly of the Czech 

Republic have benefited. Ukraine's competitive advantage is in the high-tech defense 

industry, as well as the ability to create in closed cycles some competitive models of 

weapons on the world market – for example, in industries such as aircraft, tank, ship 

and missile construction, air and missile defense.  

14. Improving the climate for doing business in Ukraine by raising the 

country's international investment image. As a result of joining the North Atlantic 

Alliance, Ukraine will lose the status of a "post-Soviet country" in the eyes of 

international investors, with a corresponding set of stereotypical stereotypes - 

corruption, crime and so on. 

15. Full accession of Ukraine to the European Union. 

16. Elimination of the existing reasons for the marginalization of our country, 

its displacement to the international politics periphery, vulnerability to external 

influences. 

17. Ukraine's accession to the circle of "authoritative" NATO members. 

Besides the United States, this group includes Britain, France, Germany, and Turkey. 

Based on the potential and importance of Ukraine for the Europe security, our 

country, joining NATO, can be on a par with these countries in terms of its influence 

and importance, "jumping" several steps at once, which will take decades to 

overcome. 

18. Creating the necessary environment to strengthen the country in a relatively 

"greenhouse", favorable geopolitical conditions. 

Following the chosen foreign policy course, Ukraine needs to continue the 

course of the NATO-Ukraine Action Plan every year. This is a document that defines 

Ukraine's strategic goals and priorities for achieving full integration into Euro-

Atlantic security structures. The establishment of a strategic framework for existing 

and future NATO-Ukraine cooperation in accordance with the Charter on a 

Distinctive Partnership is the cornerstone of Ukraine-NATO relations (such an action 

plan was developed by the decision of the NATO-Ukraine Commission to deepen 

and expand Ukraine-NATO relations). In which the issue of structural restructuring 
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of the defense-industrial complex of Ukraine was not overlooked either. Nor should 

we ignore the presence of a static relationship between changes in key 

macroeconomic indicators and defense spending of Ukraine, as well as neighboring 

countries, and the relationship between defense spending and economic growth of 

industrialized countries. This can be a useful experience for Ukraine on the path to a 

successful implementation of NATO membership requirements. 

NATO's requirements for new members were (and still are) mostly political. 

Candidate countries had to create a stable democratic system, adhere to market 

reforms, subject the army to civilian control, respect the rights of their ethnic 

minorities and the sovereignty of neighboring countries. Also, NATO leaders believe 

that future members of the Alliance should overcome their backwardness from 

western standards of defense capability. With Poland's accession to NATO, it became 

clear that, along with political and legislative areas, the military direction is essential 

- deepening the interoperability and compatibility of the Polish Armed Forces with 

the standards and procedures of the Alliance, which is a long and costly process. 

Poland's accession to NATO did not complete the integration of the Polish defense 

system with the Alliance's military system, as the country had met only the basic 

requirements by the time of accession. However, many tasks agreed upon in military 

planning needed to be addressed and implemented in the coming years. 

NATO has already succeeded in resolving or reducing the conflicts between 

Hungary and Romania, Romania and Ukraine, Turkey and Greece, etc. Cooperation 

with NATO and the United States also allows countries such as Poland and the Czech 

Republic to establish a wide range of relations with Germany without fear of its 

potential and possible claims to the former German lands.  

Most post-socialist countries, including Ukraine, are seen by investors and 

tourists in the West as "post-communist" and unstable. Some countries, in particular 

Bulgaria, were associated primarily with the Balkan region, which in turn has been 

associated for decades with inter-ethnic wars, inter-state tensions, terrorism, crime, 

corruption, and so on. 

Joining to NATO has significantly changed this image, due to the 

determination of the country's civilizational affiliation, the level of security provided 

by NATO and NATO's requirements for the domestic policies of the new member 

states. The negative impact of NATO enlargement on the economies of applicants 

countries for membership was limited to a certain temporary increasing in their 

defense budgets. However, NATO enlargement was done without visible damage to 

member states economies. The purely economic benefits of NATO enlargement, 

primarily in the form of increased financial stability and increased foreign direct 
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investment, outweighed the economic costs of NATO enlargement. 

There are three specific levels of impact assessment of NATO membership on 

a former communist country such as Bulgaria. At the first level, we see changes in 

the national army and military infrastructure of the state. The second level of NATO 

membership benefits reflects the transformation of the entire security system of the 

country, including the military-economic component. The third level of NATO 

membership benefits is directly linked to the well-being and prosperity of society as a 

whole, and is therefore clear and tangible to all, even Alliance critics. These benefits 

stem from the reduction of the political risk posed by NATO membership, which 

provides the most powerful guarantee package for all economic, institutional and 

community organizations and agents operating or seeking to operate in a new NATO 

member country. 

Practical aspects of studying the relationship between military spending and the 

condition of state economic security 

Analysis of the impact of military spending on the country's economic 

development is one of the most pressing issues to be addressed at the stage of 

determining the required amount of allocations for the maintenance and improvement 

of the Armed Forces (AF) [28]. This impact can be manifested in two ways: on the 

one hand, excessive military spending can distract resources from solving pressing 

socio-economic problems, improving population welfare. On the other hand, good 

military spending, aimed primarily at the production of high-tech weapons systems 

and other military and dual-use products, stimulates the development of science-

intensive production, creates jobs and expands export opportunities. All this has a 

positive impact on the economy and is reflected in changes in macroeconomic 

indicators, such as gross domestic product, employment, real incomes, the structure 

of industrial production and more [29]. 

The role of military spending in the transition to NATO standards and the 

implementation of several reforms following the Presidential Decree "On the 

Sustainable Development Strategy of Ukraine 2020" and the appropriate action plan 

is becoming particularly important. According to experts, there are significant risks 

that the government will not have the strength or resources to do everything at once, 

and therefore, in the end, most reforms will either fail or not be implemented. « In the 

next five years, 62 reforms are to be implemented in a decentralized, belligerent, 

foreign-dependent country. Even an average of 12 reforms a year looks too fantastic, 

even though none have been done in nine months” [30]. 

Another serious shortcoming of the document is the unrealistic tasks set in the 

Strategy. For example, this applies to the task of bringing GDP (by purchasing power 
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parity) per capita to 16 thousand dollars. "In the last decade, there has been no 

precedent in the world for doubling GDP at purchasing power parity in five years. To 

achieve this goal, Ukraine will need at least an annual 10 percent economic growth, 

the revaluation of the national currency to 10-12 UAH/USD with annual inflation not 

exceeding 5%". Currently, Ukraine is interested in the two Alliances - NATO on the 

one hand, and the Collective Security Treaty Organization (CSTO) on the other. For 

clarity and comparison, Fig. 6 shows the ratio of military expenditures to the GDP of 

Ukraine and such NATO bloc countries as Great Britain, Germany, France, Italy, 

Canada, Poland, Romania, Hungary, Bulgaria, the United States of America (USA), 

Lithuania. The calculation was made on the statistical data basis for the respective 

countries development from 1993 to 2015, as well as calculated and presented the 

dynamics of the annual changes in the number of financial resources allocated to 

meet the armed forces' needs. Analysis of the annual change dynamics in military 

spending showed in the respective countries of the NATO bloc for the period from 

1992 to 2015, these costs decreased by an average of 2.69%, for the period from 2000 

to 2015 - decreased by 1.92% and for the period from 2005 to 2015 – also tended to 

decrease to 2.58% (table 2, table 3). 

 

 

Fig. 6 – Military expenditures volumes of Ukraine [52] and NATO member states to 

GDP, in % 
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Table 2 – Average military expenditures of NATO member countries 

Countries / Period 

for the period 

1993-2015 

for the period 

2000-2015 

for the period 

2005-2015 

UK -2,59% -0,95% -1,58% 

Germany -2,43% -1,66% -1,63% 

France -2,05% -1,61% -2,02% 

Italy -0,88% -1,16% -1,63% 

Canada -3,01% -1,67% -1,76% 

Poland -1,23% -0,70% -0,88% 

Romania -7,94% -7,35% -8,11% 

Hungary -4,98% -4,43% -5,32% 

Болгарія -2,73% -3,22% -4,08% 

USA -0,86% 1,82% 0,25% 

Lithuania -0,91% -0,16% -1,67% 

 TOTAL -2,69% -1,92% -2,58% 

 

Table 3 – Average values of military expenditures of CSTO member states [32] 

Countries / Period 

for the period 

1993–2015 

for the period 

2000–2015 

for the period 

2005–2015 

Armenia 1,74% 0,04% 2,87% 

Belarus -4,86% -1,86% -2,78% 

Kazakhstan -0,80% 0,93% 0,28% 

Kyrgyzstan 2,22% 1,45% 1,69% 

Russia -0,77% 2,03% 2,21% 

Tajikistan 2,48% -2,93% -6,05% 

TOTAL 0,00% -0,06% -0,30% 

 

Since Ukraine-Russia relations have now become hostile, it is advisable to 

consider the dynamics of military spending on the GDP of the CSTO states bloc 

(Collective Security Treaty Organization) (Fig. 7), such as Armenia, Belarus, 

Kazakhstan, Kyrgyzstan, Russian Federation, Tajikistan [31]. 

The analysis of the annual dynamics of changes in military expenditures 

showed that in the respective CSTO bloc countries for the period from 1992 to 2015 

these expenditures remained on average 0%, for the period from 2000 to 2015 – 

decreased by 0.06% and for the period from 2005 to 2015 – decreased by 0.30%. 

That is, NATO member states have been gradually reducing defense spending since 

2005, as opposed to the CSTO countries. Spending on Ukraine's financial needs 

"goes hand in hand" with countries such as Lithuania, Poland, Germany, Hungary, 

Belarus, Kazakhstan and Tajikistan. 

The percentage of defense spending from common NATO member states is 

shown in Fig. 8. On average, these countries tend to allocate 4.74% of their total 

public expenditures to the needs of the defense sector, which is less than meeting 



164 

 

similar needs of the CSTO, namely – 9.28% (Fig. 8) [33]. 

 

 

Fig. 7 – Military expenditures volumes of Ukraine and CSTO member states to 

GDP, in % 
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the face of current challenges to international security and delays in economic 

development [34]. 

 

 

 

Fig. 8 – Defense expenditures from general government spending of NATO countries, 

in % 

 

 

 

Fig. 9 – Defense expenditures from general government expenditures of the CSTO 

countries, in % 

 

0,0

0,1

0,2

0,3

0,4

0,5

0,6

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

ʃʠʪʚʘ

ʉʐɸ

ɹʦʣʛʘʨʽʷ

ʋʛʦʨʱʠʥʘ

ʈʫʤʫʥʽʷ

ʇʦʣʴʱʘ

ʂʘʥʘʜʘ

ɯʪʘʣʽʷ

ʌʨʘʥʮʽʷ

ʅʽʤʝʯʯʠʥʘ

ɺʝʣʠʢʦʙʨʠʪʘʥʽʷ

z

0,0

0,1

0,2

0,3

0,4

0,5

0,6

0,7

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

ʊʘʜʞʠʢʽʩʪʘʥ

ʈʌ

ʂʠʨʛʠʟʪʘʥ

ʂʘʟʘʭʩʪʘʥ

ɹʽʣʦʨʫʩʴ

ɸʨʤʝʥʽʷ



166 

 

Well-known publications, using complicated mathematical and statistical 

models, are devoted to systematizing the impact of military spending on the country's 

economy [35]. Their authors [36], disagree on the general direction of the impact of 

such costs on economic growth. Many researchers view military spending as an 

alternative to investment in non-military industries and, when comparing efficiency, 

show that it harms investment and, consequently, on economic growth. Some indicate 

the existence of a direct relationship between military spending and production, 

especially metallurgy and other technological industries. (Before the First World 

War, 1% increase in military spending led to an increase in output in the United 

States by 1%, in Germany by 3%, in France by 3.5%). Almost all authors who have 

studied this issue agree that there are factors that affect economic growth, and in turn, 

on the country economic security both positively and negatively. So, there is some 

optimum in the amount of military spending [37].  

It should be noted that there are direct and indirect forms of mutual influence 

of military spending and economic growth. The first is the statistical methodology for 

calculating the gross domestic product (GDP), which puts this indicator in direct 

dependence on military spending. For the defense sector, this means that the cost of 

defense services (which is included to GDP) is calculated as the sum of arms costs, 

personnel maintenance, depreciation of fixed capital and current material costs. By 

other words, according to international practice, all funds spent on the weapons 

purchase are considered as the cost of final society consumption as a whole and are 

included in GDP. 

Thus, there is a direct mathematical relationship between the economic growth 

rate, the primary indicator of which is GDP, and defense spending, including the 

purchase of military products (higher defense spending automatically means higher 

GDP). However, in practice there is a more complex dependence. Thus, defense 

spending is statistically included in GDP and thus increases its size. However, it 

should be borne in mind that the same funds could be used by society for other 

purposes and perhaps more economically. For example, they could be invested in the 

production of any goods and services with high added value. From this point of view, 

we can talk about some "lost profit". In the literature on empirical research, is 

considered the impact of military spending on economic growth through the 

following main channels: labor (should create an adequate workforce in terms of 

skills and education); capital (they can have various effects on both savings and 

investments); external relations (may affect the balance of payments through the 

production and sale of weapons); demand (affect aggregate demand); sociological 

factors (able to create conditions for development, modernization), etc. 



167 

 

The relationship between military spending and economic growth, rather than 

development, is usually studied, although the former is only a necessary condition for 

the latter. Besides, military spending is only one aspect of society militarization and 

is an indicator of spending, not results. For analysis of any empirical data and their 

practical application in state regulation, a theory is needed. However, the study of the 

economic effect of military spending is complicated by the fact that they are usually 

not considered as a special type of economic activity. Nevertheless, there are the 

following theoretical approaches: neoclassical, Keynesian, institutional, Marxist [38]. 

In the neoclassical approach, the state is seen as a rational actor, balancing the 

costs and benefits of security in order to get as close as possible to a clearly defined 

national goal, which is reflected in the function of social welfare. This approach can 

be criticized for not being historic, justifying any action, focusing on the supply 

factor, and so on. It, however, opens the possibility of developing meaningful models 

for analysis, in particular, allows to take into account military costs in endogenous 

growth models. Representatives of this direction consider military spending as an 

essential factor influencing production and have a real dynamic effect. Keynesians 

believe that the state should actively use military spending as a tool of economic 

regulation, which contributes to production growth due to the multiplication effect in 

conditions of weak aggregate demand. They assume that increasing military spending 

can lead to fuller production capacity usage, increased profits and, consequently, to 

increased investment and economic growth. 

Within the institutional direction, which is radically liberal, the emphasis is 

usually placed on the consequences of military spending, such as changes in 

economic efficiency and the formation of influential stakeholders. The latter are 

usually defined as a military-industrial complex (MIC) and include both individuals 

and firms and organizations that benefit from military spending. The MIC promotes 

the growth of the latter even when there is no threat, by putting pressure on the state 

apparatus, justifies these costs. 

Representatives of the Marxist approach believe that military spending plays an 

important but controversial role. Within this approach, there are several areas that 

differ in the interpretation of crises, the degree of the immanence of military spending 

to the capitalist type of development, as well as the role of the military-industrial 

complex in the class struggle. One of them is the concept of underconsumption, 

which indicates that military spending leads to overcoming sales crises by absorbing 

additional products without raising wages and, consequently, maintaining 

profitability. No other form of government spending can play such a role. In general, 

this approach has had a significant impact on the economic growth study but was 
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limited mainly to developed countries. 

With analyzing the impact of military spending on economic growth should 

consider: the resources allocation and mobilization; production organization; socio-

political structure; external relations. Besides, the fact that economic and 

environmental security is as essential as military security is increasingly recognized. 

It also requires consideration of relevant factors and a broader understanding of the 

"development" concept. All factors, their significance and influence direction 

(positive or negative) must be taken into account when assessing the overall impact 

of military spending and their reduction on development.  

Naturally, the most significant research should be comprehensive, covering as 

wide a range of economic, political and other factors as possible that affect military 

spending. Correlation, factor and econometric methods are most often used for data 

analysis. Thus, econometric analysis allows us to formulate and test many 

hypotheses. It is most successfully used in the neoclassical approach, which uses the 

state model as a rational actor, maximizes the function of social welfare under certain 

resource constraints. There are also many case studies that are less formalized but 

provide a significant amount of information that complements econometric analysis. 

An important condition for the research success is to take into account the developing 

countries specifics. In many of them, military spending in a given period is mostly 

independent of the economic situation and is more subject to domestic policy. The 

general economic situation determines the military spending parameters over a long 

period. It is also necessary to consider strategic factors, security and subjective 

perception of the threat (both external and internal). 

GDP per capita is often used as an indicator of income factor. Its higher value 

usually corresponds to a high level of military spending, which, however, is not 

always reflected in an increase in their share in GDP. An important indicator is the 

government spending structure concerning GDP. Also, there have been repeated 

attempts in various countries to consideration of political factors. Thus, military 

spending was often influenced by government nature (its party composition). Of 

course, the situation in developing countries differs from that in developed countries, 

because the former, as a rule, have no arms production. However, the military-

industrial complex, which is interested in maintaining or increasing military 

spending, is present here in one way or another. It is usually represented by 

government officials, industrialists, officials and workers involved in arms imports. 

The literature on empirical research examines the impact of military spending 

on economic growth through the following main channels [38]: 

Work. As the economy grows, developing countries must create an adequate 
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workforce in terms of skills and education. Military spending can have both positive 

and negative consequences. 

Capital. Military spending can have diversified effects on both savings and 

investment. If the growth of the costs is financed by taxation, then their reduction 

contributes to the growth of savings. However, in countries with difficulties in 

increasing government revenues through taxes, military spending is often financed 

through the issuance of money. Moreover, this can lead to inflation and, 

consequently, to a reduction in savings. The direct result is often a reduction in 

education and health care costs. 

External relations. The impact of military spending on the balance of the 

payment will depend on whether a country produces weapons and receives foreign 

aid related to its weapons. For most developing countries, arms imports place a 

significant burden on the national economy and foreign trade balance. Besides, all 

data indicate that there is an enormous debt of these countries due to the weapons 

purchase, and the growing financial burden of its maintenance. On the other hand, an 

increase in military spending can provide security, promote foreign investment, 

establish ties with foreign countries conducive to trade, expand investment and aid. 

This should be compared with the possibility of involvement in conflicts and the 

damage caused to the economy by unprofitable foreign investment. 

Demand. Military spending affects aggregate demand. With underemployment, 

this leads to an increase in production with the effects of multiplication of income 

due to investment. However, given the limited supply of physical and human capital, 

the effect of rising costs in developing countries may be relatively small. Besides, it 

is controversial that military spending is the best form of government spending in 

terms of economic growth. 

Sociopolitical factors. Once again, we note that military spending can create 

conditions for development. The armed forces can provide control, discipline and 

contain internal conflicts by training qualified personnel for the civilian sector. 

However, the technology of the military sector is capital-intensive and so far, 

removed from the rest of the economy that its side effects (spin-off) are insignificant. 

It usually draws skilled workers from the civil sector. Besides, military regimes are, 

in most cases, conservative, corrupt and ineffective. 

There are different, often contradictory, views on the relationship between the 

military economy and economic growth. For the largest states, there was both intense 

economic growth at high military spending and no less intense growth at low. 

It should be noted that there is a mutual influence on military spending and 

economic growth. GDP is an indicator of economic growth. There are the following 
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components of GDP related, for example, to military production: the production of 

the dual-use products that can be used for both military and civilian purposes; 

production by defense enterprises only of civilian products; export of weapons and 

military equipment, etc. Besides, the following factors related to the impact of 

military spending on economic growth should be noted: the investment inflow in the 

defense industry, procurement of weapons and military equipment, research and 

development (R&D) expenditures returned to the state budget as taxes; the state as a 

full or partial owner of DIC receives significant amounts of dividends; the money 

spent on cash benefits for the personnel of armed forces stimulates higher final 

consumption expenditures for military families, which also stimulates economic 

growth. Unfortunately, it should be noted that the DIC as a sector of high technology, 

today is virtually unclaimed, evolutionarily degrading, losing previously developed 

production potential and scientific-technical developments. It is incredibly difficult to 

restore the production potential of the defense industry in modern realities, when the 

DIC production capacity in the Autonomous Republic of Crimea, Luhansk and 

Donetsk regions are inaccessible. Therefore, now support the idea of partial 

privatization of some enterprises of the domestic defense industry by enterprises from 

NATO member countries. 

The media often talk about the negative impact of defense spending on the 

economic development of the country and plan to reduce the accumulated economic 

and social problems by reducing them. However, according to experts, the defense-

industrial complex is one of the principal reserves, which makes it possible in 

cooperation with other sectors of the economy to count on ensuring the country's 

status of an industrially independent state. It is an integral part of the country's 

military potential and the industrial basis of national security. Defense spending is 

realized and affects the economic development of the defense industry, which 

produces weapons, military equipment, national defense services and other defense 

products. In this complex, high technologies and know-how are born, which can later 

be applied in the civilian sectors of the economy [39]. 

Stable work of enterprises and organizations of the defense industry not only 

creates the preconditions for the development of the scientific sphere and related 

industries but also facilitates the transition from the raw material model of the 

economy to the model of innovative development. One of the most serious arguments 

in favor of the DIC development is the new technologies development, such as 

satellite communications, navigation, aircraft construction, jet engines modernization, 

the development of communication systems and more. 
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The magnitude and nature of the real impact of military spending on the 

economy are primarily recognized by the general level of economic development of a 

particular country. Therefore, to identify the nature of their impact, it is necessary to 

analyze economic development over the period. 

Today, proper satisfaction of the Armed Forces needs is one of the priority 

tasks of Ukraine. The constant reduction in the number of state defense orders (SDO) 

and spending on DIC needs leading to irreversible moral and physical ageing of 

equipment. The DIC development usually determines and ensures the change of 

scientific and technological progress (STP); solves problems of import substitution 

and renewal on a new technological basis of such sectors of the economy as fuel-

energy and agro-industrial complexes, transport, communications, medicine; expands 

the export opportunities of the state. Therefore, the SDO values can indirectly 

significantly change the level of economic security of the country. 

Simultaneously with the decrease in funding for the needs of the Armed 

Forces, there were negative rates of change in the main macroeconomic indicators of 

the country: GDP, foreign direct investment, industrial production, etc. So, there was 

a total decline not only in production capacity but also a slowdown in economic 

growth in Ukraine. The current economic situation in the country leads to more 

thorough studies of the positive and negative effects of increased military spending 

on its economic growth, as one of the components of Ukraine's economic security. 

Analysis of recent research, publications and many documents show that most 

articles on military-economic issues are devoted only to qualitative and quantitative 

analysis of the statistical base of military expenditures. However, the problems of 

economic security and financing of the defense industry of Ukraine have been 

mentioned many times in scientific journals by specialists in military and economic 

security [12]. V.V. Leontiev was one of the first economists who study the change in 

the impact of military spending on the macroeconomic processes state in the state. He 

also analyzed the impact of military spending on the economy state from 6 possible 

development options (scenarios) by the established actions. In most cases, it has been 

concluded that the economic impact of a significant successive reduction in world 

military spending will have a stimulating effect on the world economy as a whole and 

the economy of most regions, especially on sectors that produce basic consumer 

goods.  

The opposite view was held by V.K. Lomakin [40], who researched the field of 

military economics, related to the production, distribution, exchange and 

consumption of special products designed to meet the military needs of the state. He 
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was a supporter of the claim that the diversion of the financial resources for military 

purposes directly harms the socio-economic well-being of nations. 

An attempt to mathematically substantiate the impact of military spending on 

economic development was made by O.I. Chernyak in 2004. He used scenario 

analysis and econometric analysis to study the effect of cost convergence on the 

defense industry development and the economic development of the country. 

Econometric analysis in the environment "Eviews" (regression model building with 

fixed effects) showed that within the considered comprehensive model of economic 

development increase in military spending (by 1 billion dollars) will affect the 

following macroeconomic indicators: GDP (+ 125910.9 million UAH), GDP growth 

rate (+ 1.8%), production growth rate (+ 3.4%), final consumption (+ 70307.46 

million UAH), foreign direct investment (+ 1923.65 million USD), the 

unemployment rate (- 506.3 thousand people.). 

However, none of the domestic studies provides a mathematical model that 

would be designed to determine the impact of military spending on changes in 

macroeconomic indicators in Ukraine. Thus, it is necessary to have a special 

methodological apparatus that allows not only to assess the impact of military 

spending on economic development but also to optimize the financing needs of the 

Armed Forces so that their satisfaction brings the maximum macroeconomic effect. 

Thus, there are both unfavorable and favorable factors influencing military 

spending on economic growth. Tables 4 and 5 provide a generalized analysis of the 

most frequently discussed in the scientific literature about adverse and favorable 

factors, along with their criticism by individual experts. 

In peacetime, the development of the state military organization should be 

carried out considering the needs of country economic development. Moreover, too 

low a level of SDO (Fig. 10) can lead to the degradation of the knowledge-intensive 

industry sector [41]. 

For the timely and full SDO execution, DIC enterprises were united into a 

single concern "Ukroboronprom", which aims to: fully meet the needs of the AF of 

Ukraine and other military formations in the latest models of weapons, 

modernization, repair and disposal; strengthening Ukraine's international prestige by 

expanding markets for competitive defense industry products (increasing arms 

exports and foreign exchange earnings); increasing the role of the domestic defense-

industrial complex in the socio-economic development of the country (increase in 

sales, production and GDP, increase in production per employee and the level of 

average wages, increase in tax payments) [42]. 
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Table 4. Adverse factors of affecting military spending on economic growth 

(due to the so-called "squeezing effect") 
 

Factor Negative influence Comment 

Defense spending 

in general 

Diverting resources from 

public and private sector 

investment for civilian 

purposes is more effective in 

promoting economic growth 

than defense spending 

Not all civilian spending goes to public and 

private investment: much of it is spent on 

consumer needs, some of which is spent 

abroad 

Arms imports 

The negative impact of the cost 

for arms imports, which diverts 

funds from the export sector 

The negative impact of payments may be the 

result of any imports of civilian products 

and private sector goods and services; 

civilian spending on social needs can also 

harm exports 

Research and 

development 

(R&D) 

Diversion of resources from 

the private sector of non-

military R&D 

Reduction of the total amount of R&D, re-

profiling of scientific organizations 

Human and 

physical capital 

Diversion of physical and 

human capital to the 

development of means 

destruction, instead of high-

tech civilian products 

development 

Declining labor market, rising 

unemployment, outflow of qualified 

personnel to other areas (trade, finance), 

emigration of scientists and engineers 

 

Table 5. Favorable impact of military spending on economic development [42] 
 

Factor Negative influence Comment 

Unemployment, 

low demand 

Decrease in unemployment, 

increase in aggregate demand 

Civil spending programs can stimulate the 

reduction of high unemployment (e.g. road 

construction) 

Technology 

development 

Defense spending ensures the 

development of technologies 

that with their usage in the civil 

sector can contribute to 

economic growth 

Private research and development provides 

direct technological benefits 

Infrastructure 

Military spending can develop 

infrastructure 

(communications, etc.) 

Infrastructure can be created at the expense 

of civilian expenditures for public needs 

Human capital 

Development and support of 

human capital, especially in 

underdeveloped countries 

Cadres training is possible at the expense of 

civil programs 

Safety ensuring 

A strong army provides to 

protects the interests of 

citizens, stability, stimulates 

economic development 

Security ensuring is possible at the expense 

of internal and border troops 
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However, it should be noted that during the years of Ukraine's independence, 

due to low SDO volumes and insufficient funding, most priority works on the 

development and production of armaments and military equipment (AMT) were 

suspended or unacceptably delayed. There was practically no planned technical 

renewal of defense industries, modern technologies for the design, testing and 

production of advanced weapons, information systems and a special element base 

were not created and implemented. Almost 95% of enterprises and organizations [43] 

do not have a modern high-tech base, although they have huge production capacity. A 

list of military contracts concluded between 2000 and 2014 can be found in the 

Stockholm International Peace Research Institute (SIPRI). 

At the same time, it is evident that the increase in exports of military 

technology, on the one hand, will have a positive impact, and on the other - poses a 

threat to Ukraine's national security. In particular, we are talking about the economic 

security of the national economy, i.e. the ability of the state to maintain the 

competitiveness of the economy, effectively protect its economic interests and 

counter external economic threats, use competitive advantages in the international 

division of labor. Undoubtedly, in general, the development of military technology 

exports will contribute to the military-industrial sector development of the domestic 

GDP 

The level of military spending 

The level of rational 

military spending 

Military expenditures that 

allow ensuring a 

minimum level of military 

security and financial-

economic stability of the 

DIC 

Military spending leading to 

deteriorating macroeconomic 

indicators (declining GDP, 

unacceptable rising inflation, social 

problems, etc.) 

Fig. 10 – Economic justification of rational amounts of military spending 
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economy, which, in turn, will increase its competitiveness. However, experts note 

that the deterioration of foreign trade activity in recent years has negatively affected 

the economic development of Ukraine, in particular, due to the growth of the current 

account deficit and reduced volumes of issue and cost of the offer of national 

producers of goods and services. Under such conditions, increasing the export of 

military technology will help attract additional financial resources to the domestic 

economy, improve the balance of payments and trade balances of Ukraine, have a 

positive impact on the economic security of our country. Also, stimulating an 

increase in exports of military technology will help solve the key strategic task of the 

government, which is to move through the implementation of traditional competitive 

advantages to create such advantages in science-intensive high-tech industries. 

However, according to experts, insufficiently regulated transfer of military 

technology poses a threat to the economic security of the state. Most experts are 

inclined to believe that the export of a particular military technology should be 

carried out only when other alternatives technology using (such as production and 

export of finished products) are less profitable. Otherwise, the loss of key military 

technologies can have a significant negative impact not only on economic but also on 

other areas of national security of Ukraine. Thus, according to domestic analysts, 

unregulated transfer of military technology will contribute to the creation of highly 

effective weapons by foreign countries, which can weaken national and regional 

security, create an additional threat of military conflict, negatively affect the 

international image of the exporting country. Thus, increasing the export of military 

technology, on the one hand, is a promising way to strengthen national security, and 

on the other – poses a potential threat to it. 

An attempt to create an algorithm for a basic mathematical model designed to 

determine the impact of military spending on macroeconomic indicators was made in 

the Russian Federation (RF) [44]. With the help of this model, it is possible to 

estimate the change of key socio-economic indicators: GDP, inflation rate, 

parameters of the socio-economic structure of society, consumption level, etc. It 

describes the material and financial flows when changing the volume and structure of 

military spending for different scenario conditions. The impact modelling of military 

spending on macroeconomic parameters is conducted on the basis of parametric 

calculations. This approach was used in RF in 2007. During the simulation analysis 

of a specific situation was performed (the consequences of SDO increasing by one-

third of the planned level for the period up to 2010). The information base of the 

calculation was the data of MEDT (Ministry of Economic Development and Trade of 

Russia), given in the document “Scenario conditions of socio-economic development 
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of the RF for 2008 and the period up to 2010 and the marginal levels of prices 

(tariffs) for products (services) natural monopolies for 2008” and corresponding to 

the second version of the forecast (the main one for budgeting for 2008–2010). 

Numerical assessments of the impact of SDO increasing on macroeconomic 

indicators in the period after 2010 were also conducted. The information base of the 

calculation was the MEDT data, given in the document "Concept of long-term socio-

economic development of the Russian Federation" and correspond to the third 

(innovative) version of the forecast for the period up to 2020 [45]. Calculations 

results indicate that for the period up to 2020, the increase in SDO (compared to the 

data set in the MEDT forecasts) has a positive economic effect. The SDO value 

should be maintained at 2% of GDP. At SDO values above 2.5% of GDP, may have a 

negative impact “squeezing effect”. 

The conducted research of V.M. Begma testifies that the scientifically 

substantiated increase in volumes of export of military technologies can become a 

new perspective direction of development of the military-industrial sector of the 

domestic economy. At the same time, the lack of an algorithm for determining the 

economic feasibility of exporting military technology significantly reduces the 

potential of Ukraine's military industry. The considered methodological bases of 

economic expediency of military technologies export allow the exporter to argue the 

position concerning the cost of technology at negotiations; determine expediency 

degree of exports depending on the value proposition of a potential importer; to 

decide on the expediency of concluding an export agreement, etc. 

The problematic situation with budget revenues against the background of 

falling economic development is exacerbated by political risks and high costs of the 

Joint Forces Operation (JCO). Despite building the state budget on more realistic 

macroeconomic indicators (unlike the optimistic budgets of previous years, which 

deepened the budget deficit each year, and the austerity regime), the budget deficit 

should be expected to deepen by the end of this year due to declining tax revenues. 

Despite the subsidized role of the JCO regions and the annexed Crimea, their 

temporary control lack for the Ukrainian authorities increases the role of law 

enforcement agencies, especially the Armed Forces of Ukraine. Therefore, Ukraine's 

AF financing needs is a priority of the state budget in the amount of up to 4–6% of 

GDP [46]. In turn, the partial loss of production capacity led to a reorientation of 

production by "Ukroboronprom's" enterprises to the civil sector capabilities, which 

increased the defense industry role in researching its impact on the economic 

development of Ukraine. 
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Conclusions 

The analysis of theoretical aspects of determining the economic and military 

security of the state based on a comparison of their conceptual apparatus and the 

limits of their influence made it possible to state that:  

first, despite the widespread use in the scientific literature of the concept of 

"military security", its theoretical consolidation is currently absent at the legislative 

level, as well as, accordingly, its constituent elements are not defined;  

secondly, there is a vague limits delineation of the impact of economic security 

of the national economy: from ensuring resilience to internal and external threats to 

providing the ability to meet the needs of the individual, family, society and state by 

protecting the national economy; 

thirdly, the military economy capacities, in particular the defense-industrial 

complex (the military-economic sphere of relations), are not considered, neither in 

the conceptual apparatus of economic security nor in the methods of determining its 

level; it is was found the dependence between the amount of financing of military 

needs and their influence on the development of state economic capabilities following 

the individual economic development of a particular country. 

Assessing the military spending dynamics for member countries of such 

alliances as NATO and the CSTO, allowed: 

first, to argue that the costs of meeting the financial needs of NATO's countries 

defense sector tend to decrease gradually, in contrast to the CSTO. Secondly, both 

NATO and CSTO member states are researching the impact of the military sphere on 

the country's economy, and in turn on economic growth. Third, it is determined that 

Ukraine's future accession to NATO will allow solving many essential tasks to ensure 

and increase the level of Ukraine's economic security. 

Today, to implement the measures of the NATO-Ukraine 2020 Decree as much 

as possible, it is necessary to reform the economic security system, including the 

introduction and definition of elements of the military-economic component. 

Analysis of the negative and positive factors influencing military spending on 

both the development of the national economy and the level of economic security, in 

general, suggests that too high military spending is destructive to the economy. 

However, under certain conditions, military spending can help solve purely economic 

problems (increase employment, boost consumer demand, strengthen scientific and 

technological progress, etc.), promote economic growth (increase GDP), stimulate the 

development of civilian industries. Moreover, too low level of state defense order can 

lead to the degradation of the knowledge-intensive industry sector. 

Analysis of the role of the military-economic element in the system of 
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economic and military security of Ukraine and analyzed the experience of its 

formation in other countries shows that the existing methodological apparatus for 

calculating the level of economic security of Ukraine (which clearly does not define a 

system of military-economic security level), does not allow to correctly determine its 

condition, taking into account military-economic relations and in the absence of 

complete information. Thus, an urgent area of further research may be the need to 

solve a scientific problem, which is to create a mechanism for assessing the impact of 

the military-economic component on the state of economic security of the national 

economy under conditions of uncertainty ambience surrounding. 
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Introduction  

Violation of Ukraine's inviolability caused significant losses to its economy, 

the kindness of the population and focused the attention of the state leadership on the 

problems of increasing the country's defense capabilities. Today Ukraine having not 

yet recovered from the losses of previous years, and have to search rational solutions 

to counter new risks and threats actively. Current, challenging conditions for the 

development of the Armed Forces of Ukraine, the quite intense foreign political 

situation in the world and around Ukraine require the leadership of the Armed Forces 

of Ukraine and the leadership of the state constantly make complex and responsible 
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decisions to implement measures to strengthen Ukraine's defense capabilities, that 

will allow giving sufficient resistance to the probable opponent. 

Preparing the state for war is one of the most difficult problems of modern 

military construction. This problem becomes especially relevant in the context of 

undisguised aggression of another state, which led to the temporary occupation of 

part of Ukraine (Autonomous Republic - Crimea), and the escalation of armed 

conflict in its eastern regions, which lasts more than three years. Current conditions 

of Ukraine's development require the state leadership to find rational ways to solve 

the issues of material and financial resources of security agencies and departments of 

the state, which are involved in the implementation of state defense tasks. The 

ongoing military conflict on the territory of Ukraine poses to the state the task of 

sufficient and uninterrupted financing of military expenditures [1]. 

Constant changes the nature of political goals of different countries concerning 

Ukraine, changes in the forms and methods of armed struggle, a significant increase 

in the level of modern weapons cause the possibility of wars and military conflicts of 

different scales around Ukraine and the world. Situation instability in the world 

shows that even with the sufficient development of the collective security system in 

the world, none of the countries is fully protected, even from seizure cases by one 

country of a part of the territory another one. The presence of constant threats to the 

security of countries, regardless of its status in the world, significantly increases the 

need for early preparation of the country's economy and its power component for 

sustainable operation in modern warfare [2]. 

The constant development of the components of the defense forces and their 

main element - the Armed Forces of Ukraine, is the most economical way of 

spending public funds, taking into account the indicators of possible averted damage. 

Millions spent on the Armed Forces of Ukraine today, means billions saved soon [3]. 

Unfortunately, Ukraine was convinced of this only after its own mistakes and 

miscalculations to ensure the development of the defense sector. 

 

Analysis of the development of Ukraine defense component 

The economic capabilities of the state are limited, so the task of military-

economic justification and rational choice the ways to develop the Armed Forces of 

Ukraine today is one of the priorities in planning the further development of the 

Armed Forces of Ukraine. 

Analysis of recent research, publications and many documents show an 

increase in the attention of the state leadership to the development of the defense 

sector [4]. Today, actively promulgate the transition to providing the defense 
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component of the state not on a residual basis, as it was before but with resources is 

actively promoted, considering the existing, real needs. However, the issue of 

resource consumption in the conditions of continuous usage of units and subdivisions 

of the Armed Forces of Ukraine to solve combat tasks in the East, as well as in the 

face of growing threats from the southern (Crimean) direction is one of the most 

pressing issues today. The use of units and subdivisions of the Armed Forces of 

Ukraine and the constant tension of the situation around the state necessitate a more 

in-depth study of the formation and maintenance of the state's defense capabilities, 

taking into account the current realities of Ukraine's development. 

The economy of the state is the material basis of military construction. It 

ensures the development of the Armed Forces with human and material resources. 

The main areas of economic support for the construction of the Armed Forces of 

Ukraine include: meeting the needs of the Armed Forces of Ukraine in armaments 

and military equipment (AME) and other material means; staffing; improvement of 

the scientific and technical base for equipping the Armed Forces of Ukraine with 

high-quality weapons, combat and other equipment; improvement of the material 

base and methods of planning the economic support of the construction of the Armed 

Forces of Ukraine. 

Essential conditions for ensuring compliance between the political and 

military-technical aspects of military doctrine are: conducting the necessary research 

to substantiate the goals and objectives of the Armed Forces of Ukraine; 

determination of the perspective outline of the Armed Forces of Ukraine (the 

composition of the Armed Forces in peacetime and wartime necessary for the 

implementation of the tasks); selection of the main directions of development of the 

Armed Forces of Ukraine for the medium and long term. Achieving correspondence 

between the political goals and economic capabilities of the state is an objective 

necessity and the basic principle of the formation of military doctrine. Violation of 

this principle can lead to adventurism in politics, and as a consequence, to defeat in 

war. A striking example of non-compliance with this principle is Ukraine's Armed 

Forces condition in 2012-2013, which led to the loss of part of the territory of 

Ukraine. Economic opportunities of Ukraine in the period 2005-2013, allowed to 

develop the Armed Forces of Ukraine, but the emphasis of spending public funds was 

shifted towards their constant reduction and reform, spending a significant amount of 

financial resources (table 1, Fig. 1) [5]. Reduction of the Armed Forces of Ukraine 

determined political will of the state leadership [6], with false accent economies of 

their security [7]. 
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Table 1 – Results of financing for Ukraine's Armed Forces needs in the period 

2005-2018 
 

Year 

Nominal 

GDP, 

billion 

UAH 

Nominal 

GDP, 

billion 

USD 

Needs 

of the 

AF of 

Ukraine

, billion 

UAH 

Actual 

expendit

ures of 

the AF 

of 

Ukraine, 

billion 

UAH 

Percenta

ge of the 

AF of 

Ukraine 

needs 

from the 

nominal 

GDP, % 

Percenta

ge of 

actual 

expendit

ures 

from 

nominal 

GDP, % 

Percenta

ge of 

underfun

ding of 

the AF 

of 

Ukraine 

needs, % 

Non-

financing 

volumes 

of needs, 

billion 

UAH 

2005 441,45 86,14 6,94 5,81 1,57 1,32 16,28 1,13 

2006 544,15 107,75 9,77 6,39 1,80 1,17 34,60 3,38 

2007 720,73 142,72 13,10 8,06 1,82 1,12 38,47 5,04 

2008 948,06 179,99 15,75 9,48 1,66 1,00 39,81 6,27 

2009 913,35 117,23 17,50 8,37 1,92 0,92 52,17 9,13 

2010 1082,57 136,42 19,68 10,50 1,82 0,97 46,65 9,18 

2011 1316,60 163,16 27,69 12,71 2,10 0,97 54,10 14,98 

2012 1408,89 175,78 20,70 14,81 1,47 1,05 28,45 5,89 

2013 1454,93 183,31 23,84 15,32 1,64 1,05 35,74 8,52 

2014 1566,73 131,81 35,96 26,48 2,30 1,69 26,36 9,48 

2015 1979,46 90,62 59,01 49,08 2,98 2,48 16,83 9,93 

2016 2383,18 93,27 86,95 58,10 3,65 2,44 33,18 28,85 

2017 2584,90 95,74 108,15 64,53 4,18 2,50 40,33 43,62 

2018 3332,30 111,08 122,75 83,33 3,68 2,50 32,11 39,42 

 

Saving on one's own security always, in the experience of other countries, 

leads to the threat of losing the country in general. That is, the construction of the 

Armed Forces of Ukraine should always focus on certain political goals and the 

number of resources allocated for defense needs, both in peacetime and in wartime, to 

meet the needs of state protection. In terms of the state limited capacity to ensure the 

defense needs in peacetime, there is a problem of selecting and justifying from the 

whole set of possible political goals of those that are more realistic to achieve, and 

the priority of their achievement is determined. 

During justify political goals it is vital to take into account the economic and 

socio-political conditions, the status and opportunities of Ukraine's Armed Forces, as 

well as the Armed Forces of the other party. Therefore, the substantiation of the 

political goals on which the state should focus on the construction of its own Armed 

Forces requires special military-economic research. Research of this kind should 

study the issue of coordination of political goals, and directions of construction of the 

Armed Forces of Ukraine, as well as the necessary variables, can be not only defined 

goals but also the resources needed to meet the needs of defense. 
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Fig. 1 – Indicators of needs (as a GDP share) and underfunding of the needs of 

Ukraine's AF in the period 2005-2018. 
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The result of such coordination should be the concept of creating the Armed 

Forces of Ukraine, in which political goals and strategic objectives, balanced with the 

forces for their implementation and the resources needed to achieve them. The 

political goals substantiated in this way and the corresponding amount of resources 

allocated to them should be the basic basis for further work on substantiating the 

prospects for the development of the AF of Ukraine in the medium and long term. 

The main areas of further research on the formation and provision of the 

required level of defense capabilities of the state today include determining the 

methodological foundations of its formation, considering the experience of previous 

studies, but also with their adaptation to modern conditions of Ukraine [8]. 

One of the modern examples of the functioning and development of states 

during the war is Israel and today's Ukraine. These examples are quite concrete in 

history and will be studied by future generation [1].  

Modern war is a complex historical and military-political phenomenon. It is a 

logical continuation of politics by force, so, war is directly subordinated to politics, 

and political goals have a direct impact on the preparation and conduct of war. If the 

political forces of the state, which are in its leadership, the security of the country is 

the main priority of state development, then it is necessary to prepare in advance for 

the defense of the state. The material basis of defense and warfare is the economy [2]. 

It affects the scale and duration of hostilities and their intensity. The Armed Forces 

are necessary for the conduct of armed struggle, and for their maintenance significant 

human, material and financial resources, the amount of which depends on the level of 

economic development of the country. War is an integral part of politics. The basis of 

war is armed struggle, which is a set of military actions to achieve political goals. 

The current conditions of Ukraine's development have exacerbated the 

problems of economic support of its own Armed Forces. However, they have given 

impetus to the understanding of the need for their availability in sufficient numbers 

and with an appropriate readiness level to perform the tasks of national defense. One 

of the main problems in the application of units and subdivisions of the Armed 

Forces of Ukraine is the problem of effective use of limited resources allocated for 

the development of the armed forces. 

Today, any decision related to the rational use of economic resources of the 

state is quite important and necessary for the further development of the state and its 

armed forces. This is especially true in conditions where 7-10 million UAH daily 

necessary to ensure the conduct of anti-terrorist operation (ATO). That is only 3-5 

billion UAH/year are spent on material resources for the use of units and subdivisions 

of the Armed Forces of Ukraine in its east. Furthermore, need about 2-3 billion UAH 
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annually to restore the state's abandoned system of preparation for war. That is, 

almost 20-25% of public funds allocated for defense do not go to the development of 

their law enforcement agencies, but to maintain them in a state of tension. 

Therefore, the growth of the economic foundations of the state's defense 

capabilities cannot be imagined without a careful analysis of the problems of early 

military and economical preparation of the state for war and the adequacy of military 

needs. Preparation for war (conflict) in current conditions requires a high readiness 

degree and early partial or complete mobilization of the national economy with its 

subsequent transfer to the mode of operation during martial law. One of the main 

ways to increase the combat capabilities of the Armed Forces is to maintain a 

military-technical advantage over a probable enemy. 

Solving this problem involves the active introduction into the system of 

defense planning methods of forecasting and comprehensive solutions to significant 

problems of construction and development of Ukraine's Armed Forces.  

One of the promising planning methods is the method of program-targeted 

planning, which is used and improved in the leading countries of the world. Today, 

Ukraine needs further methods improvement of economic support of military 

construction, development of long-term perspective plans and programs for the 

development of Ukraine's Armed Forces. Imperfections in the defense planning 

system functioning, its imbalance with the system of state budget planning have a 

negative impact on the results of programs and development plans of the Ukraine's 

Armed Forces. Improving modern aspects of military-economic planning of the 

development of Ukraine's Armed Forces and mechanisms for implementing these 

plans and programs should be based on the Armed Forces needs, but with considering 

the economic capabilities of the state to meet them. Significant development of 

Ukraine's Armed Forces is possible only with the implementation, in the planning 

processes, their development principles based on the fact that the basis is Ukraine's 

Armed Forces needs, and the economy is a limiting factor [9]. 

Today, Ukraine's Armed Forces functioning is accompanied by a sharp 

increase in military needs and risks of loss or destruction of state economic facilities 

(seizure of territory, damage to enterprises, removal of minerals, enterprises, material 

and spiritual values, etc.). According to the preliminary conclusions of European and 

Ukrainian experts, the territories of Ukraine occupied by Russia have already caused 

losses to the Ukrainian economy in the amount of about 1-1.5 of its GDP in three 

years, and approximately the same costs will be needed to restore the occupied 

territories soon. So, it becomes clear that the state readiness degree for war (conflict) 

is determined not only by the level of armaments and military equipment (AME), the 
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number of material and technical means, the level of financial resources but also how 

mobilization readiness of the economy as a whole, that is the ability to function 

steadily in modern warfare. Successful implementation of the main military-

economic tasks facing the state depends most of all on the organization quality of 

military-economic activity at all development levels of the armed forces and high 

efficiency of state economic management in both peacetime and wartime. 

An effective solution to the current state political goals facing Ukraine today is 

not possible without maintaining Ukraine's defense capabilities at a level sufficient to 

counter existing and probable threats effectively. Sufficiency of the state's defense 

capability will ensure the protection of its national interests and territories. 

The state defense capability directly depends on the state of its Armed Forces 

and is determined by their combat capability to perform the tasks of state defense. 

Thus, the state defense capabilities can be reflected in the material, spiritual forces 

and means allocated by the state to meet military needs. The volume of these forces 

and means are determined by the economic, scientific-technical, social and moral and 

spiritual potentials of the state. 

In general, capacity is defined as forces, means and resources that are available 

and can be mobilized to achieve certain goals or to perform any task [8]. The 

potential reflects the maximum capabilities of the state. That is, it covers both the 

available forces and means (realized) and possible, not yet realized opportunities that 

the state has, but does not use to solve the tasks. The state intends to use the 

unrealized opportunities in the appropriate conditions of development of the situation 

around it. Thus, the realization level assessment of any potentials characterizes a 

degree of its impact on the overall assessment of the state defense capabilities. That 

is, each of the potentials in one way or another, as a factor affects the final, expected 

result of the state defense capabilities level (Fig. 2) [10]. 

The state economic potential 

One of the main components of the state's defense capabilities is its economic 

potential. Economic potential characterizes the national economy of Ukraine in terms 

of available opportunities for the material resources production necessary for the 

state. These opportunities are determined by labor and production means, which are 

the main structural elements of economic potential. Economic conditions for state 

development are the basis for the development of the country as a state. The main 

elements of economic potential are the population of the country as a source of labor 

and mobilization resources (number, professionalism, cultural and technical level, 

location); national wealth - accumulated material values (material resources stocks, 

property, resources, etc.); industry and its industries (level of equipment and 
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technologies, the capacity of industries, etc.); agriculture (material and production 

base, food sources for the Armed Forces and the population, development of the 

agro-industrial complex, etc.); infrastructure as a set of material objects of the 

national economy (roads, vehicles, means of communication and information, trade, 

etc.); the technical base of economic management (means of administrative and 

production communication, automated control systems, means of transportation, etc.). 

Economic potential is determined by the whole set of conditions that affect the 

realization of personal and material factors of production (production specialization; 

foreign economic relations; the presence and location of productive forces). 

Economic conditions are the main characteristic of the state development, regardless 

of the influence of political and other conditions of its development. In the general 

case, the economic potential reflects the state capabilities as available and possible. If 

it is necessary to assess the state of the economic potential of the state at a particular 

time, then such a characteristic is the realized economic potential or economic 

capacity of the state. This characteristic includes information on the available 

production volume of material resources and the efficiency of their usage, which are 

assessed by the following indicators: GDP; the share of the revenue part of the 

budget; production assets volumes; the number of labors; an indicator of meeting the 

needs of the state and the population for the most important types of products, etc. 

Possible economic potential is the opportunities that the state has in reserve and 

can use them in case of aggravation of the military-political situation in and around 

the state. According to experts, today Ukraine has used only 4-7% of its possible 

economic potential to solve problematic issues in eastern Ukraine [11]. 

The socio-legal status of the state and the socio-economic construction of the 

state-society have a significant impact on the economic capacity of the state. It affects 

not only the realization degree of the potential opportunities of the state economy 

during its development but also determines the nature, patterns, mechanism of the 

economy and the ability to mobilize and effectively using the forces and means of 

society to achieve state goals of its further development. The stability of the 

functioning of its economy in different external conditions around the state, the 

ability to withstand difficulties and counter possible threats depend on the socio-

economic structure of society. 

The state's defense capability is sufficiently strong only if it is adequately 

protected from external threats. So, one of its main tasks is the timely and complete 

provision of weapons and military equipment, material and financial resources of its 

armed forces. The solution of this problem should be dealt with by the military 

economy of the state, by studying the issues of military-economic security and 



192 

 

military-economic potential of the state, i.e. the ability of the state to provide in an 

economic sense for military needs. Maintaining a sufficient level of military  and 

economic security and military and economic potential of the state is the main 

direction of the state leadership and the result of its military and economic policy. 

The activities of the state leadership should be aimed at preventing, on the one hand, 

the threat of reducing the country's defense capabilities, and on the other - exceeding 

defense spending will harm the economic growth of the state and, subsequently, the 

development of the state and its defense capabilities. The war can be lost without 

starting due to the high defense budget if it does not correspond to the population 

solvency and the level of state development as a whole. If the conditions for the state 

development are such that there is a need to protect it from external threats, then the 

main requirement is the maximum stress and subordination of all types of resources 

to military purposes. Part of the economic potential of the state, which can be used to 

meet military needs under conditions of maximum stress on the material, human and 

financial resources of the state is its military-economic potential (MEP). MEP 

characterizes the military and economic capabilities of the state, which can be 

directly used to strengthen defense capabilities and wage war. 

Scientific and technical potential of the state 

One of the strongest influences on the creation and strengthening of the state's 

defense capabilities is carries out by scientific and technical potential (STP) (Fig. 2). 

Under the STP of the state understand the ability and willingness of science and 

technology to address existing effectively and future challenges facing society. The STP 

of the state includes systems of research, design and technological organizations and 

institutions. The operation of this system should be provided with appropriate material 

and financial resources, as well as the necessary information. The ability and readiness 

of science and technology to effectively solve the problem of strengthening the defense 

capabilities of the state, following the needs formed by the leadership, is characterized 

by the military component size of scientific and technological potential [12]. 

Modern realities show that the instability of the situation in the country over 

the last decade, the low level of security have negatively affected the STP level of the 

country. Every year 3-5% of the most talented specialists in various fields of research 

leave the country in search of security and safety. Compared to the beginning of the 

independence years, the existing scientific and technical potential of Ukraine has 

decreased by almost 2-3 times, which has a negative impact on the development of 

Ukraine's Armed Forces and strengthening its defense capabilities. Today it is 

essential to create conditions for effective country STP level increasing, by the 
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interest of scientists and experts of various branches concerning the development of 

own country. 

The state's defense capability depends not only on the development level of 

military science and on specific research conducted directly by various scientific 

institutions in the interests of Ukraine's Armed Forces but also on the ability of 

science as a whole to influence military affairs. That is, the state of science 

development in the state, the scientists' discoveries, scientific and technological 

achievements determine the level of state defense capabilities together with its other 

potentials. Military STP is a part of state STP, which is used in the interests of 

increasing its defense capability. 

An essential qualitative indicator of military STP is the level of science 

organization, including the planning of scientific research on a national scale. The 

material basis of the military STP is research and development institutions that work 

specifically to solve military problems. The general system of military research is 

designed to perform several tasks, such as: to assess the latest achievements of 

science in terms of their possible usage in military affairs; to predict further prospects 

for the development of military affairs in general, as well as certain types of weapons, 

methods of combat operations, military management processes; to forecast the 

nearest prospects for the development of military affairs, to plan and evaluate the 

activities of project organizations; develop tactical and technical requirements for 

weapons samples, etc.  

Quantitative indicators of military STP are information and logistical science 

support, the number and level of training of scientific personnel who can successfully 

solve complex problems of scientific research. Intensive use of military STP in the 

interests of state defense, its development and improvement require significant 

material and financial costs. Therefore, the problem of cost-effectiveness is directly 

dependent on the effectiveness of planning and management, which ensure maximum 

effect from research and development. 

The defense capability of the state has not only material and technical but also 

a social component. The essence and trends of society development directly affect the 

development of the state as a whole. 

Social potential of the state 

The state defense capability is interdependent on the state of its social 

potential (Fig. 1). Social potential (SP) is the ability and readiness of a state-led 

society to develop a state and meet its needs to strengthen its defense capabilities. 

One of the main SP components are national relations; population opportunities; state 
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of the population providence; status and availability of education, etc. One of the 

critical links of social potential is the country government. 

It is known from historical experience that no matter how highly developed the 

country's economy is, victory in wars often depended on the moral readiness of the 

population to defend their country, i.e. on the spiritual capabilities and willingness of 

the population to joint action to achieve a goal. These population capabilities are 

characterized by the magnitude of the moral potential of the state, which is militarily 

is the degree of spiritual readiness and ability of the population and the army to 

withstand the challenges of modern war and mobilize to win it. An important source 

of morale of the population and the army is the socio-political system. It finds its 

practical reflection in the policy pursued by the state and in the goals pursued by each 

party in preparation for or participating in the war. 

Military potential of the state 

The moral factor in military affairs should be considered in close connection 

with the technical equipment of Ukraine's Armed Forces. The technical equipment of 

troops (forces) has a decisive effect on the morale of the army and plays one of the 

most important roles during hostilities. Modern conditions of state development, high 

level of material and technical security of the Armed Forces, the technical perfection 

of weapons in peacetime are one of the main criteria of their combat readiness and 

good morale of the Armed Forces personnel and the population as a whole. 

The set of elements that make up the material and spiritual capabilities of the 

state determine its military potential (MP), which characterizes the state's ability to 

maintain and improve the Armed Forces, increase their combat capability, replenish 

trained personnel, provide modern AME and other material means in peacetime. 

The main components of MP are: quantity and quality of weapons; provision of 

troops with material and financial resources in accordance with the needs; a quantity 

of personnel; moral and psychological readiness of personnel; readiness of personnel 

to solve tasks on purpose (training);   availability of trained and ready to mobilize 

reserves; the structure of the Armed Forces in terms of the ratio of military equipment 

and personnel in them, the compliance of organizational forms with the requirements 

of modern warfare; the level of martial arts development and the development of state 

military doctrine, the degree of their compliance with reality and the requirements of 

military practice; the training degree of command personnel, and their ability to 

manage troops; the level of combat readiness of the Armed Forces; mobilization 

capabilities of the state. 

The MP is determined by the size of the force and means that the state has 

already provided from its combined capabilities for military purposes and the amount 
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of those forces and means that the state can provide to solve military tasks, provided 

that all its resources are maximum stressed. Both indicators directly depend on the 

capabilities of the state in the economic, scientific, technical and moral-political 

spheres. The military potential of the state has the greatest influence on the defense 

capabilities level of the state and is closely related to the economic, scientific, 

technical, social and moral (spiritual) potential of the state [4]. 

Defense capability is characterized by the realized part of the military potential 

and is a set of forces and means allocated by the state for a certain period, which are 

designed to meet defense needs. Depending on the external and internal conditions of 

development, the state regulates the number of forces and resources, and accordingly, 

the indicator of the level of its defense capabilities. The level of state defense 

capability directly depends on the level of external threats. 

Assessment of the impact of the components on the level of country defense 

capabilities 

At table 2 shows the results of practical calculations on the subject of 

research [12]. 

The table below shows the results of the calculations of the components 

importance coefficients for the state's defense capabilities and the impact of their 

factors on the overall indicators by the components. Calculations were performed by 

correlation and regression analysis, as well as expert methods. The availability of 

limited volumes and ambiguity of statistical information on the assessment of the 

impact of key factors on potential indicators as components of defense capabilities 

created the preconditions for the need to use several methods of influencing the 

importance of the factor. In order to determine possible differences in estimates, and 

the formation of the overall error rate, the differences in the obtained results were 

estimated. 

Differences were assessed as the arithmetic mean for all significant factors. 

The largest discrepancy between the selected assessment methods arose during the 

assessment of the impact of factors on the military potential – 44.6%, and the 

smallest discrepancy during the assessment of scientific and technical potential – 

5.6%. This indicates that views ambiguity in society on the formation of the military 

potential of the state today, i.e. statistics have significant differences with expert 

assessments. Overall estimates of differences show that the average error in 

estimating the effects of factors and coefficients of the importance of defense 

capability components will be in the range of 20-25%. 

Such an error must be considered when formulating programs and development 

plans of Ukraine's Armed Forces and their military-economic justification. 
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Table 2 – Estimates of indicators of importance of influence of the main 

components (factors) on the general indicator of potential level 
Ratings / 

Potential 
conomic potential Military potential 

Components of 

potentials 

Labor and 

mobilization 
resources 

National 

treasures 

Industry 

and its 
branches 

Agriculture 

Vehicles 
and 

technical 

base 

Condition and 

number of 

armaments and 
military 

equipment 

Status and 

number of the 
Armed Forces 

Mobilization 

capabilities of 
the state 

Availability of 
trained and ready 

to mobilize 

reserves 

By correlation-
regression method 

0,152 0,304 0,251 0,202 0,091 0,345 0,329 0,197 0,129 

By expert method 0,182 0,262 0,306 0,149 0,101 0,229 0,262 0,262 0,247 

Differences Δ, % 19,7 13,8 21,9 26,2 11,0 33,6 20,4 33,0 91,5 

Average 

difference% 
18,5 44,6 

Estimates of 

factors 
The main factors influencing the economic potential The main factors influencing the military potential 

Factors 

External 

economic 
relations 

Production 

specialization 

Availability 
and location of 

productive 

forces 

Production 
volumes of 

material 

resources 

The level of 
material and 

financial 

resources 

The development 

level of martial 
arts 

The providing 

level of human 
resources 

The training 

level of the 

Armed Forces 
personnel and 

the reserve 

By correlation-

regression method 
0,143 0,204 0,301 0,352 0,278 0,161 0,353 0,208 

By expert method 0,222 0,137 0,263 0,378 0,229 0,242 0,282 0,247 

Differences Δ, % 35,59 48,91 14,45 6,88 21,40 33,47 25,18 15,79 

Average 

difference% 
26,45 23,96 

 Scientific and technical potential Social and moral potential 

Components of 

potentials 

Discoveries of 

scientists, 
scientific and 

technical 

achievements 

System of research, design and 

engineering organizations 

The 

development 

state of science 
in the state 

Opportunities 
of the 

population 

National 

relations 

Socio-political 
system in the 

country 

Government 
development 

opportunities 

By correlation-

regression method 
0,243 0,456 0,301 0,392 0,197 0,203 0,208 

By expert method 0,143 0,589 0,268 0,299 0,234 0,298 0,169 

Differences Δ, % 2,1 2,3 12,3 31,1 15,8 31,9 -23,1 

Average 

difference% 
5,6 13,9 

Estimates of 
factors 

The main factors influencing the scientific and technical 
potential 

The main factors influencing the scientific and technical potential 

Factors 
Volumes of 

reliable 

information 

Number of 
highly qualified 

specialists 

Volumes of material and 

financial resources to ensure the 

functioning of the research 
system 

The level of 
the population 

morale 

The state of 
population 

providence 

Status and 
availability of 

education 

Level of 
technical 

equipment 

By correlation-

regression method 
0,203 0,343 0,454 0,221 0,296 0,175 0,308 

By expert method 0,287 0,228 0,485 0,309 0,204 0,218 0,269 

Differences Δ, % 29,3 50,4 6,4 28,5 45,1 19,7 14,5 

Average 

difference% 
28,7 26,9 

An indicator of the general discrepancy between 

the methods of component potentials 
20,67 

An indicator of the general discrepancy between 

the methods of influencing factors 
26,52 
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Fig. 3 shows the indicators of main components importance of the state's 

defense capabilities calculated by both methods. The obtained calculations confirmed 

that the most influential is the economic and military potential of the state. 

 

 

Fig. 3 – Assessments of the impact of the main components of the state's defense 

capabilities on the overall level protection of national interests 

(by expert methods and methods of correlation-regression analysis) 

 

Definiteness of approaches to the methodological substantiation of the 

necessary (possible) level of state defense capability and formation of methodological 

bases of military-economic substantiation of programs and plans of development of 

Ukraine's Armed Forces for the medium and long term will increase the efficiency of 

development planning and development of Ukraine's Armed Forces in general. 

Certainty in views on these methodological bases in Ukraine today is a necessity and 

a guarantee of further significant development of both Ukraine's Armed Forces and 

the state as a whole. Since it is known any state is not able to constantly increase the 

defense capabilities level, because it causes the need to spend a significant amount of 

resources that could be used for the development of other sectors of government. The 

maximum possible level of defense capability of a state is determined by its military 

potential. Full implementation of the MP is necessary only in a state of the threat of 

nationhood loss by the state due to military threats from other countries. 

It should be understood that during the growth of economic, scientific, 

technical, social and moral potentials as a derivative of them will increase the 
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military potential, which is a source of increasing the defense capabilities level of the 

country. 

The level of the country's defense capability is characterized by the 

development level of the armed forces, their number, organizational structure, 

technical equipment, degree of combat readiness and combat capability. The main 

indicator is the combat readiness degree of the Armed Forces, which reveals the 

effectiveness of material and financial resources spent by the state. This is the most 

important indicator of combat skills of troops in peacetime and the main condition for 

victory in war. 

Conclusions 

The article forms the main methodological aspects of research on the state's 

defense capabilities, as well as identifies the main priorities for its strengthening. The 

main focus of the article is on the research of state military-economic support, defines 

the role of state military and economic potential in the overall indicator of its defense, 

and reveals the relationship of these potentials with each other and with other country 

potentials [9]. Further research in a defined direction is the methodological 

foundations formation of military-economic research to ensure the required level of 

country defense capabilities and the mathematical models construction of its 

calculation based on assessments of the state of its components [6]. 
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Introduction  

The thesis that the state military and technical policy (MTP) largely determines 

such important factors as, first of all, the ability to independently ensure the 

appropriate level of state defence capabilities, the level of technical equipment of the 

Armed Forces, the capabilities of the military industrial complex (MIC), and the 

attractiveness of military and technical cooperation with the state or its MIC is now 

more relevant than ever. Moreover, the issues of balanced, objective, and systemic 

MTP have become even more relevant now than, for example, five or seven years 

ago. However, the formation of the new MTP of Ukraine now looks like the 

modernization of outdated approaches at best, even without trying to change the 

paradigm. 

Many experts are aware of the importance of this problem. However, in many 

cases, these experts build a rather abstract model of the MTP of the state, without 

taking into account the features caused by the activities of the enemy [1]. In addition, 

in many cases, the authors offer a set of views that, first, do not take into account the 

dynamic changes in the current political environment [2]; secondly, they require a 
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significant number of highly qualified specialists, which in the current conditions is 

almost unattainable [3]. 

Military and Technical Policy 

What should be the modern military and technical policy of Ukraine in the 

current conditions? What exactly are its features, and how can these features 

influence and, accordingly, affect the military security of the state in the future? 

From this point of view, it is advisable to consider the features of Ukraine's 

military and technical policy at various stages, starting with the development, 

modernization, production, and procurement of armaments and military equipment 

(AME), and ending with the disposal of AME, and, possibly, the stage of personnel 

training for the operation and use of AME. 

AME Development  

The current stage of military development is characterized by high rates of 

renewal of the AME fleet and their almost continuous improvement. In this way, 

scientific and technological progress, accelerating the AME development, directly 

affects the military power of the country and the state of its Armed Forces. It should be 

noted that, as always, means of attack are developing most rapidly – the value of their 

characteristics has increased 1.5-4 times over the past 20-30 years. Means of defence, 

respectively, lag far behind in their development. One of the reasons is the time of 

development of the new AME, which in Ukraine takes almost 15 years, which is a 

consequence of unstable funding. In developed countries, the value of this indicator is 

twice less. 

In this regard, relatively long-term planning - for 10-15 years - is especially 

important. Only such a period of advance allows attracting significant financial, material, 

and intellectual resources for the implementation of target programs for the development 

of existing AME and the creation of new models. 

In the Armed Forces of Ukraine, AME, which functions are to perform purely 

defensive tasks, are mostly obsolete not only physically but also morally. With the 

beginning of the armed aggression of the Russian Federation, the domestic MIC 

received some impetus, but it is, unfortunately, limited in its nature, which is due 

primarily to objective reasons. 

Until recently, the AME development was the prerogative of large enterprises - 

"descendants" of the USSR MIC. However, because of the armed aggression, a large 

number of small and medium-sized enterprises of various forms of ownership appeared 

which proved to be able to present more or less modern AME models. Of course, in 

many cases, AME developers belonging to the new "wave" lack the knowledge, 

experience, material and technical and testing facilities, and so on. Nevertheless, many 
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successful developments have found its use in the Joint Forces Operation. 

A representative example of such developments, which have no analogues in the 

Armed Forces of Ukraine, should be considered remote-controlled ground self-propelled 

(on wheeled or tracked chassis) robots capable of performing both combat and support 

functions - such as evacuation of the wounded, delivery of material and technical means, 

optical reconnaissance, etc. Another example is a variety of unmanned aerial vehicles 

(UAVs) of various functional purposes. Further example is modern portable computer 

systems with specialized software, designed primarily to equip artillery. 

However, neither the Ukrainian MIC in its classic form, nor numerous volunteer 

organizations, nor other types of enthusiasts are not able to develop the AME of 

tomorrow. The reasons are lack of human, financial, intellectual, and other types of 

resources. 

From this point of view, cooperation with AME developers from other countries, 

first of all, from those countries that are members of NATO, should be considered a 

promising direction of Ukraine's military and technical policy. Such cooperation will 

make it possible to obtain truly modern intelligent technical developments, as well as 

significantly increase the probability of bringing the development to serial production. 

AME Modernization  

In some countries of the former USSR (except, of course, the Baltic countries) 

there is a huge number of different types of weapons: military transport aircraft and 

helicopters, tanks, armored personnel carriers and infantry fighting vehicles, jet and 

barrel artillery, anti-aircraft missile systems (anti-aircraft equipment) , techniques of 

radar and radio technical reconnaissance, electronic counteraction, etc. In addition, it 

is worth mentioning some countries in Africa and Asia, which also have a lot of 

Soviet-made weapons. 

As a rule, the owners of these weapons do not have the funds to purchase 

modern or obsolete, but low-cost resources, so they are willing to cooperate in the 

modernization of existing models of weapons.  And, it should be noted, such 

approach quite justifies itself.  For example, some Ukrainian companies have 

upgraded the S-125 short-range SAM.  After its modernization, the far border of the 

affected area increased by almost a quarter - from 25 km to 31 km.  Another example 

is the modernization of ZSU-23-4 "Shilka", during which all electronic equipment 

(REA) was replaced, the far limit of the zone of definition and stable support of 

targets was significantly increased - up to 6 km.  In addition, now the radar of this 

Armed Forces is able to detect targets with an effective scattering area (ESR) of at 

least 0.001 square meters.  m, whereas previously the minimum EPR was to be 0.1 

square meters.  m. The next example is the modernization of the reconnaissance 
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radar, first of all, this applies to the P-18 radar, which various Ukrainian companies 

have developed three options for modernization.  Modernized radars are supplied, for 

example, to Georgia, where their total operating time is already tens of thousands of 

hours with almost no failures, which indicates the high values of such a failure rate as 

the average failure time. 

It should be noted that there is another type of modernization - the creation of 

almost new models based on samples of weapons of the old park. An example is the 

development and creation on the basis of the existing radar station 1L22 (ground-

based radar interrogator) of radar reconnaissance of air targets. The radar obtained as 

a result of such in-depth modernization has high tactical and technical characteristics 

that meet modern requirements, but the old antenna-feeder system, which was left 

from 1L22 for use, is quite a significant drawback and almost eliminates the 

achievements of the developers. Therefore, the obtained sample must be finalized. 

Modernization of weapons has several attractive aspects - military, technical, 

economic, political, etc. (the list is given without prioritization). As well as 

development, the modernization of weapons can be performed in cooperation, if the 

end result promises significant advantages over the monopoly implementation of 

modernization. 

Production of weapons 

The enterprises of the defense industry of Ukraine have the following features: 

- monopoly position in the supply of finished products and results of its 

activities; 

- high share of the state order in the portfolio of the enterprise (from 70 to 

100%), almost complete absence of private investments; 

- high knowledge intensity and manufacturability of product development and 

production processes; 

- duration of the production cycle; 

- high capital intensity and longevity of investment projects; 

- high material and capital intensity of production; 

- the need to maintain the mobilization capacity in working order; 

- high requirements for product quality, controlled by representatives of 

military departments; 

- secrecy of information about the results of scientific work; 

- high qualification requirements for personnel. 

Due to the listed features of production activity it is impossible to apply the 

concept of bankruptcy to the enterprises of military-industrial complex. It is clear that 

an enterprise that makes unique types of equipment, weapons and is 100% dependent 
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on government procurement, counts on the support of the state because of its 

importance for national security. Therefore, such indicators as solvency, financial 

stability, depend entirely on the actions of the state as a customer. 

Based on this, during its own serial production VTP Ukraine should provide an 

opportunity to quickly increase or decrease the production of weapons samples. This 

can be done either through the reservation of spare capacity, or the widespread 

introduction of dual-use technologies in defense enterprises, which will allow in a 

short time to carry out the conversion and reconversion of enterprises. It is obvious 

that with dual technologies, the restructuring of enterprises to produce new models 

without reducing production volumes will require reserve production capacity. They 

are also needed to modernize the production facilities, change technology, equipment. 

The same is required by the conditions of a market economy, in which enterprises at 

any time must be able to increase production upon receipt of the order. Therefore, 

this practice, which is accepted in developed countries, may later become the norm in 

our country. It is necessary to provide measures to encourage enterprises to transition, 

if necessary, to the production of military products. The production of samples of 

weapons for industry should be much more profitable than, for example, the 

execution of foreign orders. 

A significant disadvantage of this approach is that the actual production of 

weapons is attractive primarily to the Ukrainian defense industry, as it allows to 

obtain funding from the state budget. The Armed Forces may not end up receiving 

exactly what was ordered, ie the manufactured sample of weapons can have many 

both significant and minor shortcomings, the manifestation of which can be seen 

during operation. 

Purchase of weapons 

Purchasing weapons abroad is generally a path that has many negative aspects 

and can lead to bad consequences. This path should be followed only in some cases. 

For example, when the development and commissioning takes a long time, but this 

time does not; when the needs of own Armed Forces are small, ie the cost of a sample 

of weapons will be much higher than those manufactured abroad; when its own 

scientific and technical potential does not allow to create a sample of weapons with 

the necessary tactical and technical characteristics that meet the requirements of 

modern warfare. 

Domestic defense industry has limited capabilities. It is able to meet the needs 

of the Armed Forces of Ukraine in armaments and military equipment only by 8-10% 

of the list of weapons and by 15-40% for other types of logistics (MTZ). Based on 

this, it should be possible to create the latest models and complexes of weapons in 
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cooperation with other countries that have developed defense industry and are able to 

assess the degree of threat. Attractive aspects of such a solution - the ability to obtain 

the latest scientific and technical solution without research and development (R & D), 

ie the gain in time and money; obtaining guaranteed sales of products manufactured 

by domestic defense industry; loading of domestic defense industry enterprises with 

all economic, sociological, political, scientific consequences. 

Another attractive approach to the purchase of modern models of weapons - on the 

terms of the establishment of enterprises, for example, on the terms of obtaining a 

franchise or with the prospect of transferring a license in the future. 

It also seems expedient to purchase weapons and military equipment in other 

countries in order to obtain modern samples, the production of which can be carried 

out using the method of creative refinement (this method, by the way, has been 

successfully mastered by Chinese enterprises). 

Thus, the current features of the modern military-technical policy of Ukraine 

should be implementation in the following areas: 

- achieving the unity of action of all components of the anti-TB drugs; 

- ensuring the competitiveness of the defense industry; 

- increasing the level of military-technical cooperation; 

- creation of a complex of special measures to ensure the rapid reproduction of 

the military scientific, technical and industrial base; 

- the creation of scientifically grounded views on the multivariate development 

of weapons and military equipment aimed at ensuring the possibility of quickly 

creating adequate weapons and military equipment systems as responses to the 

emergence of new types of weapons and military equipment in a potential enemy; 

- reduction in the number of the range of weapons and military equipment 

systems due to, first of all, modernization; 

- improving the management of research and development work, as well as the 

system of ordering and supplying weapons and military equipment in general; 

- expansion of civil-military integration of developments and wider use of 

commercial technologies and dual-use products; 

- development of international cooperation in the field of military R&D and the 

manufacture of advanced weapons and military equipment and testing of prototypes 

of weapons and military equipment; 

- quick response to changes in external and internal factors and their impact on 

the security of the state. 

When developing directions for the development of anti-terrorist vehicles, it is 

necessary to take into account not only the interests of the state from the point of 
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view of military security, but also the experience of leading countries aimed at 

ensuring national interests in the political, economic, military, sociological, scientific 

spheres. Researches of recent years show that the changes that have taken place in the 

world are reflected in these countries in the implementation of military-political 

activity and military-technical policy. It should also be noted that the problems faced 

by these countries are very similar, which is a consequence of world globalization. 

Thus, it should be noted that, firstly, there is a constant increase in the cost of 

new types of weapons and military equipment. For example, in the USA, such an 

increase is carried out almost exponentially, and on average is at least 15% per year 

for high-tech weapons and military equipment (for example, aviation equipment) but 

not less than 7% for simpler types of weapons and military equipment. 

Secondly, in developed countries, there is an increase in the time required to 

create new systems. For example, in the United States, the period from the beginning 

of the development of the concept of a new weapon system to its serial production is 

on average 14 years. As a result, there are risks of losing the ability of the defense 

industry to respond quickly to the replacement of the world military-political favored 

one, and the PTP becomes only a process that is focused on ensuring the 

implementation of outdated views of a strategic nature. 

Third, the consequence of an unbalanced, unsystematic military-technical 

policy can be political, military, military-technical and other types of dependence. 

Even the term "military-technical (military-technological) dependence" has appeared. 

This definition means that there is a danger of losing the independence of the state in 

whole or in part due to the desire to receive partial political, economic or other 

advantages in the purchase of weapons and military equipment. 

 

Conclusion 

Summing up what has been said, it can be noted that in recent years the 

significance and importance of a well-thought-out, balanced, systemic military-

technical policy has grown significantly. First of all, this concerns the conditions 

when the enemy makes extensive use of some aspects of hybrid warfare. 

The military-technical policy of Ukraine in modern conditions must be 

flexible. It should be reviewed and adjusted at least once a year, since the pace of 

development of combat weapons and methods of their use has increased significantly. 
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Problem statement in general.  

The urgency of addressing the issues of military-technogenic security of troops 

in the context of the Joint Forces Operation (JFO) in eastern Ukraine (in particular 

the management of military-man-made threats and risks), is due to the need for a 

scientific approach to building environmental security for the Armed Forces of 

Ukraine (AFU), in daily activities and during hostilities. 

The main feature of a civilized state is to ensure environmental and human-

made security throughout its territory. They are components of national security and 

determine the degree of man protection, society and the state [1]. One of the 

indicators of the state's environmental policy effectiveness is to minimize the impact 

of negative factors of military activity on the state of its environment [2]. 

Today, ecological and man-made safety in the territories of Donetsk and 
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Luhansk regions should be considered in close connection with natural and man-

made threats, which are closely related to hostilities in the JFO area. Underestimation 

of these threats may turn into a general environmental catastrophe for Ukraine in the 

near future. 

Current environmental problems in the East of Donbas include disturbance of 

ecosystems and natural areas, destruction of industrial potentially dangerous facilities 

(PDF), pollution of drinking water sources, agricultural land, air, disturbance of the 

geological environment and subsoil. The ecological and man-caused danger level of 

Donbas has always been due to the presence on its territory of a significant number of 

high-risk facilities (HRF), which number almost 4,000 today [3].  

From the environmental threats analysis, it should be noted that in the period 

from 2014 to 2019, the enterprises of the largest industrial region of Ukraine recorded 

more than 650 cases of violations of staff activities and emergencies, some of which 

are related to hostilities. The usage of weapons modern models and military 

equipment in the Donbas has already led to the destruction of natural landscapes, 

high levels of air pollution, land, water resources both on the line of contact and in 

the grey zone [4]. Thus, the damage was caused to nature reserves: "Provalsky 

steppe", "Trokhizbenisky steppe", National Natural Park "Holy Mountains", the 

branch of the Ukrainian steppe reserve "Kalmiuske" and "Cretaceous flora", regional 

landscape parks "Donetsk ridge" and "Slavic resort". In the JFO zone, significant 

volumes of protected areas are disturbed by trenches and fortifications. In the national 

nature parks "Meotida", reserves "Provalsky steppe" and "Khomutovsky steppe" 

administrations were seized by militants, landscape parks "Donetsk ridge", 

"Zuevsky" and "Kleban-Byk" ceased to function [3], [4]. 

Spontaneous burials of dead service members without observance of sanitary 

and hygienic requirements are dangerous for the environment, in particular, on the 

territory of the Donetsk Kryaz regional landscape park. Another problem is 

uncontrolled fires, which, according to available data, have covered 17% of forests 

and 24% of steppes in the environmental protection zone. Due to the shelling, some 

important ecological objects were severely damaged: "Holy Mountains" National 

Park, branches of the Ukrainian steppe reserve "Kalmiuske" and "Cretaceous flora", 

regional landscape parks "Donetsk ridge" and "Slavic resort" [4]. 

Uncontrolled extraction and export of natural resources, deforestation, 

discharges of hazardous substances into rivers and other surface water bodies are 

problematic. The critical infrastructure of water supply and sewerage facilities has 

been severely damaged. The "Siversky Donets-Donbass" canal was damaged. 

Accidents at pumping stations have led to water lack in many cities in the Donetsk 
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region [3].  

At the same time, environmental problems also include chemical and radiation 

pollution of water resources, air and soil pollution, scattering of chemicals due to 

bursts of shells, mines, bombs, etc., destruction of storage facilities for hazardous 

chemicals (HC), waste and their combustion. At the same time, the lack of proper 

state control over man-made objects contributes to the increase in the number of 

cases of entering into reservoirs for hazardous chemicals of industrial and municipal 

origin. During the anti-terrorist operation (ATO) and JFO, several PDFs caught fire 

from artillery shelling: Avdiivka and Yasynivka coke plants, Lysychansk refinery and 

Kramatorsk machine-tool plants. Also, the "Styrol" plant, which produces ammonia, 

and the "Tochmash" plant (Donetsk) were attacked. Thus, as a result of fires at the 

coke plant in Makiivka, a significant amount of dangerous chemicals got into the air. 

In total, there are about two dozen HRF in the occupied territories. And in case of 

their destruction, the region will become uninhabitable [3, 4].  

After large-scale looting and uncontrolled coal mining in the temporarily 

occupied territory, "mines" are gradually flooded, filling the voids formed by 

groundwater [5].  

Today, in the JFO zone, due to the shutdown of pumps and the ingress of 

groundwater, most of them are not suitable for operation. Thirty-five mines were 

flooded, including the mine "Young Communar" in Yenakiieve, where at a depth of 

903 meters in 1979 a nuclear explosion was carried out (object "Klivage"). Entirely 

or partially flooded "Butovska" and "Yasynivka-Hlyboka" mines in Makiivka, 

"Mospinska", "Trudovska" and "Zhovtneva" mines in Donetsk, "Bilorichenska" mine 

in Lutuhynsky district of Luhansk region, "Melnikov" mine in Lysychansk, 

"Komsomolets Donbasu" mine in the Kirov district of Donetsk region, "Vakhrushev" 

mine in Rovenki and "Korotchenko" mine in Selidovo. Destroyed mines "Progress" 

in Torez and "Chervonyi Partisan" in Sverdlovsk, mines Ilovaysk and Volyn from 

Rozsypny, completely flooded mines "Lugansk" and "Machine Block", mines "Maria 

Hlyboka" in Pervomaisk and Yenakiieve [3].  

Flooding of mines leads to the release of mine waters to the surface, pollution 

and poisoning of surface waters of the basins of the Seversky Donets and small rivers 

of the Azov Sea, sources of drinking water and other components of the environment. 

Mine water pushes explosive and poisonous methane gas to the surface, which 

accumulates in basements and on the first floors of buildings and can cause mass 

explosions in municipal and industrial buildings [6]. 

Back in 1989 in Horlivka at the "Alexander-Zahid" mine an emergency was 

recorded with toxic chemicals entry into the mine workings; as a result, there was 
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miners poisoning. This mine was preserved for a long time and handed over for 

liquidation with its transfer to the drainage mode. As a result of its flooding, there is a 

risk of contamination of aquifers with dangerous chemical compounds. Lack of 

prompt response to this situation can also lead to contamination with toxic chemicals 

of the Seversky Donets river basin. 

Atmospheric air is incredibly polluted in the JFO zone. After the bridge in 

Nova Kindrashivka was blown up, the railway supply of coal to Luhansk TPP was 

suspended, and soon, due to damage to power lines, it was isolated from the power 

system of Ukraine. As a result, the thermal power plant, which provides electricity to 

more than 90% of consumers in Luhansk region, was forced to self-regulate the 

frequency of the grid using available high-sulfur and high-ash coal, which led to a 

sharp deterioration of air quality in the area [7]. 

The activity of the Armed Forces of Ukraine leads to the impact on the 

environment through emissions into the air, discharges into the aquatic environment 

and soils, the formation of acoustic and other physical factors of a military-man-made 

load. At the same time, regulations and scientific-methodological developments to 

ensure natural and man-made security and civil defence during hostilities are general. 

They do not take to an account of the specifics of natural and man-made threats and 

military-man-made load. It should be noted that the development of indicators, 

methods and tools for the management system of military-man-made threats and risks 

during hostilities will contribute to the formation of an integrated system of indicators 

and criteria for comprehensive assessment and forecasting of threats and the impact 

of military-man-made load on the environment state;  opportunities for full usage of 

existing environmental monitoring methods with their adaptation to the conditions of 

weapons systems and military equipment actual using and taking into account their 

impact on natural and man-made geosystems; development and implementation of 

effective and efficient means of environmental monitoring in the areas of hostilities 

of the Armed Forces of Ukraine; taking into account potential threats to the natural 

environment components from constantly and periodically operating sources of man-

made danger, which due to complexity and high concentration differ significantly in 

the nature of environmental impact from conventional sources of anthropogenic 

pressure. 

Thus, at the present stage of AFU development in the conditions of the armed 

conflict in the East of Ukraine the complex estimation and forecasting of an 

ecological condition of territories of military objects become especially actual; the 

impact of military activity on the state of natural and man-made geosystems; 

measures implementation to ensure natural and man-made safety, civil protection and 
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adaptive environmental management both in the daily activities of troops and during 

hostilities. 

Literature analysis and recent research.  

An analysis of the latest scientific achievements has shown that environmental 

research in the field of military activities is specific and requires not only high 

accuracy of measurements and calculations but also objective conclusions and 

generalizations. However, today, during the assessment of the ecological factors of 

the military-man-made impact of military facilities on the environment, insufficient 

attention is paid to modern modelling methods and information technology usage. 

These leaves unresolved issues of information support of a person who decides by 

accurate, operational and reliable information that does not allow to make informed 

management decisions. Therefore, the development and practical application of 

mathematical modelling methods, comprehensive assessment of the features of 

military-man-made load on the environmental, and environmental-man-made threats 

and their management become especially important and relevant. 

There are many approaches to assessing potential ecological and man-made 

threats and risks. The EU countries are actively implementing a systematic approach 

[2]–[4], which is based on the assessment of natural and man-made threats and risks 

using several criteria. 

When quantifying the risk associated with human casualties and damage to the 

environment, predictive expert assessments reflect the individual judgment of experts 

on the prospects of dangerous events. Expert assessment methods are based on the 

mobilization of professional experience and experts intuition. Such risk assessment 

methods use the formal theory of decision making in conditions of uncertainty. In the 

case of natural, man-made and social emergencies, the central figure and the subject 

of decision-making is the decision-maker person (DMP). It can be one person or 

several people who make a collective decision. DMP group, in turn, can be several 

groups of people, if each of the groups has its interests and preferences. It is believed 

that DMP is a leader or governing body that formulates the problem, plays a crucial 

role in choosing a solution and is responsible for the selected decision. Experts and 

consultants are responsible for the validity of the recommendations they prepare for 

DMP, but they do not replace DMP in the solution choosing. The final decision 

always chooses DMP according to its system of preferences, which is fully 

responsible for its choice and its consequences. 

 

Presentation of the main material.  

The most mastered methods of solving applied problems today are based on 
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well-formalized algorithms, which are obtained as a result of building mathematical 

models of individual processes. But in practice, many tasks are difficult to formalize; 

they do not know the analytical dependencies or sequence of actions that lead to 

results without human intellectual intervention. Therefore, a set of methods used, 

including systematic analysis, expert assessments to assess the levels of the potential 

danger of emergencies of military-man-made nature in some areas of Donetsk and 

Luhansk regions, where military action (MA), is promising. 

The following methodological approach makes it possible to work with 

incomplete information, along with a wide range of quantitative characteristics of 

man-made and natural hazards. Besides, this approach takes into account the 

qualitative (i.e., those that do not have a direct numerical assessment), allows easy 

calculation of individual factors weights that affect the military-man-made security of 

the Armed Forces of Ukraine and the safety of the population living in these areas. 

It consists of three main stages: 

1. System analysis and problem structuring of man-made and natural 

hazards; 

2. Determination of complex indicators of potential danger of military action 

areas on the occurrence of man-made and natural emergencies; 

3. Calculation of integral indicators of emergency risk on the basis of complex 

indicators of potential danger of territories. 

For the case of MA, the adapted term "military-man-made threat" reflects the 

possibility of certain conditions of military-man-made or natural nature, in the 

presence of which adverse environmental processes may occur. Monographs [2], [3] 

give the following definition of this term: a threat is a social, natural or man-made 

phenomenon with predictable but uncontrolled adverse events that may occur at a 

certain point in time within a given area, cause death and harm health, lead to 

material and financial damage, destroy the environment. 

The military-man-made threat is realized through the threat source, which is 

defined as any military activity or the environment state caused by it, which can lead 

to the realization of this threat and the appearance of striking military-man-caused 

factors in the environment. Affecting threat factors are components of any dangerous 

process or phenomenon caused by a source of threat; characterized by mechanical, 

physical, chemical and biological actions, which are determined by the relevant 

parameters [2]–[5]. 

Modern approaches review to the system analysis of complex geosystems, 

processes and the mathematical apparatus analysis used in this case allow us to 

conclude: the analysis and assessment of the military-man-made threats impact from 
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MA on natural-man-made geosystem (NMMG) should be multifactorial. 

Comparative analysis of the set of their sources should be carried out considering 

some indicators that are decisive in the formation of objective functions for the 

relevant integral and partial criteria. 

Procedures analysis used in solving multicriteria problems makes it possible to 

select that one could be used in the systematic analysis of environmental and man-

made threats and risks. These methods include: 

1) the objective function usage; 

2) advantage function usage when converging a multicriteria problem to a 

single-criterion one, which is based on merging many criteria into one; 

3) usage of the preference function and the allocation of priority criteria. 

The information model structure, which is reasonably used to assess threats and 

risks [6], is shown at Fig. 1. 

 

Threat source Threat path
Objects of influence

(threat recipient)

 
 

Fig. 1 – Information model structure for threat and risk assessment 

 

For an example of the input information formation on the weapons and military 

equipment (WME) usage during the MA in the JFO area. According to available 

information, a sample was made for military facilities (MF) and the intensity of MA 

and analyzed for facilities in the area of possible damage (20 km on both sides of the 

line of contact). 

According to their purpose, MFs must ensure the implementation of the tasks 

set by the troops of the MA under the requirements of the statutes, guidelines, 

shooting and driving courses, as well as the personnel psychological stability 

formation in the MA condition. Execution of certain MA tasks on MF with WME 

usage creates military-man-made load (MMML) factors on the environment. For 

identification and detailed analysis of MMML factors, it is necessary to analyze 

methods, ways and means for MA conducting in areas of JFO carrying out. 

Based on the above definition of military-man-made threat, we can say that 

each task performed on a particular MF during the MA, is a multi-scale threat to the 

environmental. In this regard, the procedure of MA environmental assessment on the 
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MF can be built as an military-man-made threats assessment from the MA in the JFO 

areas. 

To fulfil the requirement of completeness and comprehensiveness, there is an 

already tested method: usage of sufficiently complete model of the threat from the 

maintenance of the MA in operational zones and areas. Because each management 

element is a complex organizational and technical event with a complex 

multifactorial impact on the environment, it is necessary to decompose it into a 

sequence of individual components. 

To form a logical-information MA model, we use the method of 

decomposition, which allows us to identify its typical components and depict them in 

the form of a "hierarchical tree of events." Logical-information MA model in 

operational zones and areas using a hierarchical tree of elementary events can be 

presented in the form of an oriented graph (digraph), which depicts their sequence 

and composition (Fig. 2). 
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Fig. 2 – MA database digraph 

 

The composition of the digraph nodes characterizes the hierarchical 

subordination of certain MA tasks and their decomposition into elementary events. 

The contribution of these events to the overall threat assessment can be assessed with 

the help of qualified experts. After that, the estimation of a MA difficult element is 

carried out by elements of a digraph nodes. 

 

For the general MA element estimation, the indicator is calculated by such 

formula 
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,                                  (1) 

                                        (2) 

 

                                        (3) 

 

where 0<ki<1 − weights coefficients for which the rationing rule is fulfilled. 

By the expert way can solve the problem of determining the weights 

coefficients (through the usage of analysis of hierarchies method procedures, etc.) 

[7], [8]. 

The integral mark rating is obtained by the method of cumulative accumulation 

of estimates of the MA constituent elements, taking into account the weight of each 

component at a certain level of the digraph 

.             (4) 

The problem of assessment and ranking of ecological and man-made threats 

and risks in conditions of uncertainty is solved by methods of system analysis using 

multicriteria assessment [9], [10]. For assess and rank ecological and man-made 

threats and risks, criteria should be formed not only in the sense of "criterion 

function", but in a broader sense - as a way to assess and compare threats and risks. 

There are several approaches for assessing potential environmental and man-

made threats and risks. The EU countries are actively implementing a systemic 

approach based on the assessment of natural and man-made threats and risks using 

several criteria. 

Cases where a single criterion successfully reflects the purpose of assessing 

environmental and man-made threats and risks are the exception rather than the rule. 

One criterion only roughly (like any model) reflects the purpose of the assessment 

and its adequacy and may be insufficient. The problem solution of increasing 

adequacy is not only to find a more adequate criterion (perhaps it does not exist) but 

also in usage several criteria that describe the assessment purpose of ecological and 

man-made threats and risks and complement each other. 

The objectivity of solving the task of assessment and ranking is due to the 

provision of criteria for a sufficiently complete chain of assessment of signs of 

environmental and man-made threats and risks. It means that the criteria describe all 
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essential aspects of the evaluation purpose, but it is advisable to minimize their 

number. The latter requirement is satisfied if the criteria are independent and 

unrelated. For example, it is desirable not to use in different component criteria the 

same measured values or values that are derived from each other, etc. 

The method of assessment and ranking of environmental and man-made threats 

and risks uses methods of calculating the scores of various factors that characterize 

the individual components of specific criteria. The hierarchical structure of criteria 

and factors are shown in Fig. 3. 

The comprehensive assessment procedure is based on multicriteria threat and 

risk assessment approaches, followed by its convolution to an integral index. As a 

rule, it acquires practical meaning only when a method is used in which a 

multicriteria problem is reduced to a single-criterion one. However, the obvious 

advantages of combining several criteria into one supercriterion are accompanied by 

some difficulties and disadvantages that must be taken into account when using this 

technique. 

The composition of the factors characteristics, partial and integral criteria is 

carried out in accordance with the above approaches (Fig. 3). 

Following the approach is given in the publication [11], generalized additive 

and multiplicative objective functions can be represented as 

 

,                                                   (5) 

where ‌ and ί − weights coefficients that can be determined expertly, for example 

using hierarchical analysis method (HAM) procedures. 

 

In these formulas, the ‌ coefficients reflect the relative contribution of the 

constituent criteria to the integral. The ί coefficients provide an assessment of the 

informativeness of the component criteria. Generalized weights coefficients can be 

determined by expert way (through the procedures of the method of analysis of 

hierarchies, etc.) [11]. 

Each partial criterion ὐ consists of many factors Ὢ. To obtain expert 

assessments of the relevant impacts of MA, experts fill out questionnaires in which 

they assign appropriate assessments to the characteristics of factors Ὡ whose values 

can be recorded in a scale that corresponds to the Saati scale [7], [8]. 

For the methodology of assessment of environmental and man-made threats 

and risks, it is proposed to apply the following criteria, which are organically derived 

from this model (see Fig. 1): 
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– criteria for assessing the source of threat (MMML sources); 

– criterion for assessing the level of threat impact (ways of spreading MMML 

factors in the depositing environment); 

– criteria for assessing the environment of threat spread; 

– criteria for assessing possible damage (for recipients in the ecosystem and 

landscape). 

To formation an integral assessment, it is necessary to form a generalized 

objective function, which, under the condition of scoring, is a tool for bringing a 

multicriteria problem to a single-criteria one. It is a scalar function of a vector 

argument (supercriterion or integral criterion) 

                               (6) 

where ὐὩ is the target integral function of the threat assessment criterion, 

ὐὩȟὭ ρȟτ are the objective functions of the component criteria for the 

assessment of military-man-made threats. 

The function type (1) is determined by the contribution of each criterion 

component to the complex criterion and the type of convolution that is used. Additive 

or sometimes multiplicative convolution functions are usually used when convolving 

multicriteria threats to single-criteria threat assessment when the constituent criteria 

are of different weights. 

Based on the systematic approach application and the peculiarities of the 

convolution of a multicriteria problem to a single-criteria problem, a method of 

modified scoring for MMML from MA in Eastern Ukraine in the JFO zone was 

developed. In this method, it is proposed to rank threats according to their priority 

based on expert assessments. 

For assessing environmental threats and risks, the information-analytical 

system was developed and, together with representatives of the Ministry of Defense 

of Ukraine, an expert assessment was conducted according to the following 

hierarchical tree, which is shown at Fig. 3.  

For determination of the military-man-made load, the following information is 

required: a list of WME used in the MA of JFO areas; plans for operations with 

calculations on the possible intensity of the use of appropriate weapons systems and 

military equipment; list of PDF, industrial enterprises and critical infrastructure 

facilities (CIF). 

Information about plans for operations conducting with calculations on the 

quantitative characteristics of the application of the relevant weapons systems and 

 ( ))(),(),(),()( 44332211 eJeJeJeJfeJ =S
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military equipment in the JFO areas can be obtained from operational and tactical 

planning (for the relevant types and types of troops and directly from the application 

plans). In part, such information is also contained in the relevant orders of the 

Ministry of Defense (MD) of Ukraine, the Chief of the General Staff (CGS), and the 

commanders of the relevant military units. 

The algorithm of this technique for assessing environmental and man-made 

threats and risks in the zone of armed conflict in the Donbas consists of the following 

stages. 

1. Defining the purpose (focus) of the problem environmental and man-made 

threats and risks assessing in the zone of armed conflict in Donbas. 

2. System analysis and structuring of the problem of assessment of ecological 

and man-caused threats and risks in the zone of armed conflict in Donbas. The 

analysis is in the form of a hierarchical model, which includes criteria, assessment 

factors and objects of assessment of ecological and man-made threats and risks. 

3. Database formation for characteristics of criteria, factors and objects of 

assessment of ecological and technogenic threats and risks in the zone of armed 

conflict in Donbas. 

4. Filling of matrices of pairwise comparisons of elements of each level by the 

group of experts which structure includes the system analyst, is carried out according 

to table 1. 

 

Table 1 – Generalized matrix of pairwise comparisons of elements of each 

level, according to Fig. 3 

Factors y1 y2 … yj … yn 

y1 1 а1 : а2 … а1 : aj … а1 : аn 

у2 а2 : а1 1 … а2 : aj … а2 : аn 

… … … 1 … … … 

iy
 

аi : а1 аi : а2 … аi : aj … аi : аn 

… … … … … 1 … 

уn аn: а1 аn: а2 … аn: aj … 1 

 

The expert fills the cells of table. 1. Comparison of the factor with itself gives 

one. In the first cell of the first line the expert writes "1", in the second - the result of 

comparison of the first factor with the second (estimation а12), in the third – result of 

comparison of the first factor with the third (estimation а13), etc. Passing to the 

second line, the expert writes the second factor with the first (estimation а21), the 

second – "1", the third – the result of comparing the second factor with the third 
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(estimation а23), and so on. 

5. Determination of matrices eigenvectors of pairwise comparisons and their 

normalization. The data of such tables obtained from m experts are summarized in 

one general table or comparisons matrix, in each cell of which ij is the number аij, 

which is equal to the number of estimates of the advantage of the i-th factor over the 

j-th, obtained from all m experts. 

The sum of the numbers аij in the rows, followed by division by m gives the 

average ranking of the factor yi, which is an indicator of the generalized opinion 

about the importance of factors (the larger the sum of the i-th line, the more important 

is the i-th factor). As for the summ in the columns, the situation is reversed. The 

sequence of factors ranks is constructed in the order of decreasing average sums on 

rows ὥ В ὥ  or in the order of average sums on columns of the general 

comparisons matrix ὥ В ὥ . The rank of the factor, as in the method of scale 

estimates, is determined by its ordinal number. To do this, the sum of the scores of 

each line are compared; the highest sum of points is given to the 1st rank (the factor 

most influences the considered process). Then the ranks 2, 3,…, n are set as the sum 

of points decreases. 

The average score points, the variance of this score and other indicators are 

determined by the formulas used for the scale scores method. 

6. Consistency assessment of expert judgments based on the consistency ratio. 

After all pairwise comparisons, the consistency index (CI) and the consistency ratio 

(CR) are determined. The consistency index (CI), which provides information on the 

violation of the numerical and transitive matrix of comparisons, is an important 

element of this model during weights determining. Therefore, this index can be 

considered as an indicator of "proximity to consistency". That is, the errors of ratios 

ὥ ὥὥ , Ὧ ρȟὲ, Ὥ ρȟὲ, Ὦ ρȟὲ. 

The following formula applies for CI: 

ὅὍ , 

 

where n – the number of compared items. For an inversely symmetric matrix always 

 

‗ ὲ. 

Next, the obtained value of CI compares with that which would be formed by a 

random selection of quantitative comparisons from the scale 1/9, 1/8,…, 1, 2,…, 9 

with the formation of an inversely symmetric matrix. 
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If we divide the CI by a number corresponding to the average random 

consistency (AC) of the matrix of the same order, we obtain the consistency 

ratio (CR): 

ὅὙ
ὅὍ

ὃὅ
Ȣ 

 

The VU size must be around 10% or less to be acceptable [7]. In some cases, it 

can be 20%, but not more. If the CR goes beyond these limits, the experts need to 

review the problem first and test their reasoning on the weights coefficients. 

7. If the matrices are consistent, then perform item 8, if not – then go to item 4. 

8. Defining local and global priorities (weights coefficients) of each of the 

hierarchy elements. Priorities are synthesized from the second level to the bottom. 

Local priorities are multiplied by priority of the corresponding element at the highest 

level and summed for each element according to the values of the coefficients of 

importance or priority of each element that it affects in each hierarchy level. 

The vector of priorities of ecological and technogenic threats and risks  

ὖ ὖ ȟȣȟὖ , which consists of components ὖ Ὥ ρȟὲȟὮ ρȟσ, is an 

integrated assessment of the corresponding i-th ecological and technogenic threats 

and risks according to the j-th corresponding criterion. For example, for the 1st 

military-man-made threat: 

ὖ Ὧὥ Ὧὥ Ὧὥ  

ὖ Ὧὥ Ὧὥ Ὧὥ  

… 

ὖ Ὧὥ Ὧὥ Ὧὥ . 

 

Based on the calculated vector of priorities ὖ , it is possible to carry out a 

ranking of ecological and technogenic threats and risks by the chosen criterion of 

estimation and to make a matrix of priorities 
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9. Identification of priority environment ecological-technogenic threats and 

risks in the zone of armed conflict in Donbas and their ranking. 

10. Creation of a database of industrial facilities and critical infrastructure 

facilities in the zone of armed conflict in Donbas according to the relevant clusters. 

11. Creating an appropriate form in Microsoft Excel 2010 for expert evaluation 

by relevant clusters. 

12. Generalization and analysis of expert assessments of environmental and 

man-made threats and risks in the zone of armed conflict in the Donbas in the form of 

diagrams. 

The points scale is intermediate between ordinal and interval. Therefore, when 

processing points marks, proceed as follows. If there is a confidence that all experts 

use a single score scale (equally understand the "score price"), for example, with 

specific standards, the score scale is close to the interval. Then the scores are 

processed as quantitative (the score scale has a large number of gradations). Then, 

according to the initial assumption that the difference in the answers of the experts is 

explained by random independent fluctuations on some “true” values, the usual 

statistical methods of point estimation can be used to process the estimation data. Each 

object should be assigned an average score 

ὼ
ρ

ά
ὼ ȟὮ ρȟςȟȣȟὲȢ 

Grades (6) are accepted as a group. During conducting a comprehensive 

assessment of the values of qualitative and quantitative characteristics of environmental 

and man-made threats and risks are projected on the values of the respective scales. Such 

scales represent systems of numbers of a certain sequence or other elements adopted for 

measuring or evaluating any quantities, identifying connections and relationships 

between elements. Arguments of the objective function X, which are signs-factors in the 

assessment of environmental and man-made threats and risks according to the relevant 

component criteria, are expressed in points in a dimensionless form on a four-point 

scale. 

After assessing the factors, the values of the partial criteria calculate. Subject to 

the application of the additive objective function, the partial criteria are calculated by the 

formulas: 

1. Criteria for assessing the source of environmental and man-made threats and 

risks 

.                    (7)  
4

1
3

1
2

1
1

11

1 111,0131,0209,0549,0)( eeeeeJ Ö+Ö+Ö+Ö=
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2. Criterion for assessing the level of impact of environmental and man-made 

threats and risks 

.                         (8) 

3. Criterion for assessing the environment spread of ecological and man-made 

threats and risks 

.                  (9) 

4. Criterion for assessing the environment spread of ecological and man-made 

threats and risks 

.                            (10) 

5. Integral criterion for assessing environmental and man-made threats and risks 

     .   (11) 

Thus, in this approach, the task of assessing ecological and man-made threats and 

risks is to compare the scores and rank them by partial criteria set or an integral 

criterion (Fig. 4). 

 

Conclusions 

1. Based on the expert assessment results, the following conclusions can be 

drawn: 

the most threatening objects are chemical enterprises, the index of ecological and 

man-made threats and risks for which is more than 2.5 conventional units, the secondary 

consequences of which will lead to the most dangerous environmental consequences for 

the environment in the zone of armed conflict; 

in second place are the objects of the energy and mining industry, the index of 

environmental and man-made threats and risks of which is slightly less than 2.5 

conventional units; 

in third place are metallurgical enterprises, the index of ecological and man-made 

threats and risks of which is slightly less than 2.5 conventional units; 

in fourth place are oil refineries, with the index of environmental and man-made 

threats and risks of which is slightly more than 2 conventional units. 

These four clusters of enterprises belong to the level of catastrophic threat, which 

will lead to an emergency of national and regional importance. 
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Fig. 4 – Integral criterion for assessing ecological-manmade threats and risks in the area 

of armed conflict in the Donbas 

 

In the next place are 3 clusters of enterprises belonging to a high level of military-

man-made threat: 

– in the first place are cement plants index of environmental and man-made 

threats and risks which is slightly less than 2 conventional units; 

– in second place are food companies and social infrastructure facilities, the index 

of ecological and man-made threats and risks of which is slightly less than 2 

conventional units; 

– in third place are machine-building enterprises, the index of environmental and 

man-made threats and risks of which is slightly less than 1.5 conventional units. 

Damage to these facilities and possible accidents can lead to domestic and local 

emergencies. 

Therefore, in the last, final stage, devoted to the assessment and management of 

military-man-made threats and risks, it is necessary to pay special attention to these 

objects. When making a management decision on the environmental and man-caused 

safety of PDF and HRF, of course, it is necessary to develop a set of special measures to 

ensure it. 
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Appropriate management decisions are made after assessing the environmental 

and man-made threats degree and risks to critical infrastructure objects at all other scale 

intervals of expert assessments. 

Thus, the proposed comprehensive methodology can be used in decision support 

systems for environmental security and civil protection of the Armed Forces of Ukraine 

during hostilities in the JFO area in eastern Ukraine. 
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The notion of the personnel military ecological culture as the index component 

of the perfection level of the Armed Forces of Ukraine is considered here. Grounds 

and definitions of this notion are given in this article. Some measures concerning 

perfection of ecological eoruponent of personnel mentality of the Armed Forces of 

Ukraine are suggested as well. 

Culture (latin “cultura” means “processing”, “upbringing”, “education”, 

“development”) is historically defined stage of both human and society development that 

is expressed in the results of people’s material and spiritual activity. 

The purpose of this article is to substantiate and determine the notions of military 

ecological culture and to attract attention of the servicemen of all ranks to the problem of 

forming, development and improvement of ecological component of personnel mentality 

of the Armed Forces of Ukraine. 

During the process of culture development not only things and ideas but people 

themselves are both changing and being changed. Embracing outwardly all subject 

results of human’s activity (tools buildings, all kinds of knowledge, works of art, 

standards of law, moral principles, customs  and faith) culture concerning its internal 

substance is the process of development of a human himself as a society creature, as an 

integral harmonious individual means of human’s existence as a  subject of activity, 

measurement of his individual creative , social, intellectual, moral, aesthetical and 

physical perfection. 

There are different methods of culture classification. We’ll stop our attention at 

the culture classification from the point of view of the perfection level achieved by 
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human beings at the given historic stage of development exactly at the beginning of the 

third millennium, in human’s mastering of this or that branch of knowledge or activity. 

So, we’ll define ecological culture as perfection level, oftaned by humanity in its 

interaction with the ambient natural environment [1]. 

Short analysis of the results of human’s activity influence on ambient natural 

environment will be given as well. At the end of XX century the ecological crisis had the 

all-embracing character. All natural ecosystems (atmosphere, biosphere and 

hydrosphere) had experienced terrible pressure. Air and water environment poisoning, 

erosion, soils salting and exhausting, forests death, acid rains, azonic hole, threat of the 

planet energetic balance change, exhausting of natural resources, deserting, thousands of 

disappeared animals and plants, technical catastrophes of different kind and scale prove 

this. 

Chemical, radiation and other pollutions of the ambient environment (ecological 

space), irreversible changes in the genetic structure of a cell reselling in the growth of 

quantity of the genetically aghast children’s birth. Not less threatening social and 

ecological situation is in Ukraine as well. 

Ukraine’s economy being formed for decades didn’t take into consideration the 

objective needs and interests of its population, didn’t give the reliable estimations of 

ecological possibilities of some regions. Globality of the present ecological problem 

also appears in the fact that technical activity that by its power is now at the same 

level as geologic processes. And this activity has been making considerable disorder 

into the mechanism of planetary equilibrium due to natural environment and this 

mechanism has been regulated for thousands of years. 

Nature itself is not able to neutralize the results of man and society activities 

dealing with economy. The paradox is in the fact that the only and main destroying 

power in nature is the human being himself. Negative human’s activity leads to 

destroying of life on the planet to annihilating of a number of some representatives of 

flora. “The Red Book”, having record some of rare disappearing examples that ought 

to be taken into account’ and protected is not able to stop this ecologic catastrophe. 

Side by side with the objective reasons of such an unconsidered attitude to the 

environment and absence of proper financial economic and material maintenance, 

there are some subjective reasons as well: ecological illiteracy, low level 

comprehension of personal responsibility. The global apocalypse threat is indicative 

of exhaustibility of the biosphere self-regulation under conditions of growth of 

human’s activities intensity in nature. Thus the society has to perform the function of 

a regulator. The effective means of such a regulation can be sociological policy with 

good scientific reasons for it. 
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Any human being as the only representative of the world around who has 

intelligence and consciousness is responsible for keeping the optimal conditions for 

further society existence in order. That’s why the notion of ecological culture and 

ecological policy is actual at the given stage of the society existence. 

The progress of civilized social development and further existence of human 

civilization in general depends on using of them in everyday life. 

Disturbing conditions of the natural surroundings of Ukraine call for utilization 

of guide new approaches and the up-to-date forms and methods of ecologically safe 

development. To ensure ecological safety and to support equilibrium on the territory 

of Ukraine is presented as the nation’s responsibilities in the Constitution of Ukraine. 

To love and take care of nature is the citizens’ duty in Ukraine. If concerns the 

military men and officers of the Armed Forces of Ukraine as well [2]. 

The temporal statute of the regulations of the Armed Forces of Ukraine in it’s 

par.8( Protection of the ambient environment) obliges every serviceman “ to take care 

of nature and protect it during his everyday activity , implicitly do everything 

according to rules and intinctions to prevent water resonces atmosphere air and land 

from pollution, to protect animal world and vegetable kingdom” [3]. 

The current problem of the greatest importance in the Armed Forces of Ukraine 

is to give the necessary ecological knowledge and skills and ethics of their attitude to 

nature to the servicemen and student of the high military institutes during the whole 

process of education. Every student graduating from any military educational 

establishment ought to comprehend his responsibility for keeping in order and 

cleanness of environment before present and future generations [4], [5]. 

The necessity to from and improve the ecological culture level of our citizens 

has already been generally recognized in our society. The place of the ecological 

culture as an original subsystem that includes some concrete kinds of human activity 

is shown in Fig.1. 

In the structure of ecological culture it is expedient to pick out two subsystems: 

– natural ecological subsystem that shows the adaptation of a society to any 

biophysical surrounding; 

– socioecological subsystems that shows putting in good order the relations of 

some society with other societies. 

The ecological culture includes such a direction of human activity and thinking 

on which greatly depend the normal existence of the modern civilization, its steady 

development in future. As to such a notion as “steady development it appeared for the 

fist time in the report World conservancy strategy” (1980) presented by the 

International Union of protection of nature and natural resources. In this report this 
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development is defined as modification of biosphere and using of human, financial, 

reproduced and unreproduced natural resources to satisly human’s needs. For the 

development to be steady it is necessary to take into consideration not only economic 

but social, ecological factors as well for a long period of time. 

 

 

Ecological culture includes the systems of notions world outlook and moral 

principles regulating human’s behavior in nature. 

Besides, ecological culture also includes: 

– the whole complex of certain actions, technologies of human’s coping with 

the nature to provide the stable equilibrium in the system “human being – 

environment”; 

– the oretical sphere of knowledge as to human’ place in the biosphere as an 

active living being able to organize its structural and functional blocks with ever 

increasing abilities to regulate the biosphere conditions. 

As to its structure the ecological culture is peculiar “conduct code” as the base 
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of the ecological activity. 

The military ecological culture is a component of the ecological culture. 

The military ecological culture is the perfection level achieved by the people 

whose activities are associated with the nation’s military organization in becoming 

proficient in ecological knowledge, in kinds and forms of nature protecting activities. 

The military ecological culture determines ecologically safe development of 

the Armed Forces of Ukraine, normal existence and steadly development of the 

state [7]. 

The components of the military-ecological culture are given in Fig.2. 

 

So, in the final analysis, the military ecological culture arises as historically 

settled forms of activity and its results (products). 

The military ecological culture has been developed due to certain programs of 

use of nature and it has been creating its historically concrete process of interaction 

with nature by means of them. 

Cultivating of ecological thinking, the sense of personal responsibility for the 

environmental state, necessity to take care of nature and to follow the nature 

protecting legislation helps to solve actual ecological problems of military activity. 

Every commander, superior, specialist of any kind dealing with the technical systems 

and armament ought to possess certain ecological, theoretical and practical 

knowledge’s, skills to control and estimate the level of pollution of the environment 

to plan how to protect the troops and to restore the ambient environment in the sphere 

of their activities. 

If is necessary for the military ecological culture to be of the first concern for 

the commanders of all ranks. Care for the ambient environment protection should 
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become the matter of the first concern [8]. 

Life continuation on the Earth depends directly on the rates and level of 

forming of the ecological culture. The effective means of forming the military 

ecological culture is the military ecological education and training and the military 

ecological activity. The structural scheme of means forms the military ecological 

culture is given in Fig. 3. 

 

The military ecological activity is the central and determining element of the 

military ecological culture and the index of its level. It is no coincidence that the 

basic principle of human’s mastering of ecological knowledge is the principle of 

unity of comprehensive and practical activity. 

The military ecological culture appears by means of forming some conditions 

to favour the developments of its principles, and due to special kind of activity, 

ecological education namely. The solution of the problem of the global ecological 

crisis, protection of the natural conditions for existence of civilization depends on the 

level of the military ecological culture. 

The military ecological culture presents the perfection level of mastering of 

Some means to form the military 

ecological culture 

Military ecological 

education 

Military ecological 

training  

Military ecological 

activity  

Psychological and 

pedagogical process of 

influence on 

servicemen whose 

purpose is to form the 

theoretical level of 

ecological 

consciousness that, in 

the systematized form, 

represents various sides 

of the world’s unity, 

regularity of dialectic 

unity of a society and 

nature, certain 

knowledge and 

practical skills of 

rational use of nature 

The system of 

constant 

purposeful 

influence on 

consciousness and 

behavior of 

servicemen to 

form suitable 

standards of their 

steady attitude to 

nature 

All kinds and 

forms of activity 

associated with 

rational solution 

of ecological 

problem, 

ecologization of 

both military 

production and 

military activity 

Fig 3 – The structural scheme of the means of form the military ecological culture 
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some sum of knowledge, norms and regulations for servicemen in the surrounding 

world of nature [7]. 

The functions of the military ecological culture are given in Fig. 4. 

 

 

Putting into the practice the ecological educations of the students of the 

military institutes the specialist should follow such tasks as: 

- the elements of the scientific knowledge of the essential ecological factors 

should be systematized by the students; 

- the ecological conduct components should be formed, taking into 

consideration individual psychological peculiarities of the students; 

- the experience of the students of the military institutes, their knowledge in 

different types of military activity connected with the ambient environment (service, 

research, etc.) should be made more active; 

- the strategy of getting-to-know activity of the military students depending on 

the level of their education should be chosen; 

- the unity with the nature should be defined as the principal psychological and 

pedagogical conditions for cultivating of general spiritual culture. 

It’s necessary to define that the simple accumulation of some sum of ecological 

knowledge doesn’t lead automatically to the ecologically component in this or that 

sphere of military activity. There are three successive stages of ecological knowledge 

in some spheres of the society influence existence (urbanization processes, mainly): 

1. The stage of the ecological knowledge influence is characterized by trying to 

understand the social value of the variety of surroundings. 

The functions of the military ecological 

culture 

educational prognostic regulative 

to form certain 

stereotypes of  

conduct in regard to 

nature of both 

individuals and the 

society as a whole 

to found possibilities 

to foresee after-

effects of the military 

activity, the  results 

of any changes in 

nature 

to control the attitude 

to nature in the 

process of military-

ecological activity 

Fig 4 – The functions of the military ecological culture 
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2. The stage of interaction of the ecological knowledge with the different 

spheres of the social consciousness. Trying to understand nature, its social and 

cultural importance for the development of civilization takes place at this stage. 

Nature gets the status of the spiritual value and becomes the subject of the nation’s 

pride. And the very ecological knowledge does become of certain social value. 

3. The stage of synthesizing. At this stage transition from forbidding means of 

social interpretation of ecological knowledge to reproducing ones takes place. 

The analysis of the scientific researches shows that we do not pay proper 

attention to the necessity to form the internal reference-points of human’s conduct as 

to penetration of ecological principles into the motivating “nucleus” of a person. As a 

result of it the ecological problems are interested as the evidence of some element, 

being the problem of the nature itself. In the scientific and methodical literature [8]–

[10] in the most cases the ecological culture is not considered as psychological 

forming of a person to which all those psychological formations belong and which 

contribute much to display of getting-to-know activity. As the researches show at the 

stage of getting-to-know activity there appears understanding of relations between the 

ambient environment and a man’s own life activity. The man realized that it is he 

himself who is the cause of all ecological problems and that all his actions, in any 

case, influence the condition of the ambient environment. So, the forming of a certain 

system of convictions takes place which predetermine transition of specific 

ecological rules and principles to the general cultural ones and, at the same time, they 

provide the expansion of the general cultural and moral norms on the sphere of 

person-nature interaction. This theoretical scheme reflects the general picture of the 

ecological culture formation. 

Participation in the nature protection activity helps in educating the personnel 

of the Armed Forces of Ukraine in the spirit of careful master, as personal 

responsibility for destiny of the native nature of their independent state, of 

understanding of their personal protecting and increasing of Ukraine’s wealth. So, the 

results of participation of the servicemen in the nature protection activity show the 

level of perfection of the Armed Forces of Ukraine.  

All the climate paradoxes that have lately happened (strong frosts followed by 

unprecedented temperature rise, thunderstorm in the middle of February, etc.), proved 

to have no attitude to “the nature caprices”. All of these anomalies are man-

made [11]. Each bomb explosion is the enormous throw of thermal energy into the 

atmosphere and if it takes place in seismically instable regions to which. Afganistan 

belongs it provokes the earthquake which, in its turn, gives much greater amount of 

heat provoking the appearance of cyclone that influence the whole world because 
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everything in nature is interested; and if something in added in one region it 

disappears in some other region due to the fact that the Earth is one material system. 

Negative influence of a human being on climate is connected not only with industrial 

throw into the atmosphere but with military actions [12] as well. Destroying force of 

weapons that were used in Afganistan was so great that nothing remained alive in the 

range of 9 kms from the epicenter. The March earthquake in the mountains of 

Gindukush that has spread all over the Central Asia may be considered to be the 

result of explosion of the thermobar bombs, the American novelty. It was designed to 

defeat the enemy even under the ground and its strength of action is like the 

armament of mass hitting. It may be exactly after its explosion when the hurricane 

storms burst at in Europe. And only in our country the loss was equal to 30 mln 

hrivnas [13]. If the military ecological culture becomes the integral part of activity 

and thinking for servicemen of all ranks and such notions as ecological war and   

ecological weapons are not required and bring their existence to the end, the 

development of the Armed Forces of Ukraine will become ecologically safe [14]–

[16]. So, the growth of the military ecological culture level of the personnel, their 

attitude to it as to “ conduct code” that is in the base of the military-ecological 

activity, will contribute much to bettering of the perfection level index of the Armed 

Forces of Ukraine [17]–[18]. 
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Introduction  

Complexity of the problem of studying technogenic loads on geosystems is 

caused by the multi-variance reactions of the natural environment as an integral 

system. Technogenic environmental loads are excessive, in many regions, 

catastrophic, In Ukraine. One of the difficult, ecologically problematic regions is 

Donbas is the country's largest industrial region of coal mining. The armed conflict, 

which continues on this territory already from 2014, among other issues, has also 

become a cause of new environmental threats in the region. Donbas study 

environmental problems complicated by difficult access to many territories, the 

inability to perform full-fledged experimental work and obtain the necessary 

information. The issue of scientific and methodological forecasts of ecological 

changes in the geological environment in the mining complexes of Donbas was 

studied by scientists: Ye.O. Yakovliev, S.M. Chumachenko, V.M. Shestopalov, A.V. 

Lushchyk, S.H. Izmailov, O.S. Romaniuk, V.N. Savytska, Yu.I. Shutov, I.M. 

Ksonda, M.I. Beseda, A.D. Shevchyk, O.M. Antroptsev, O.M. Antroptsev and others. 

The basis of landscape-geochemical studies of technologically contaminated 

territories are works of such scientists: B.F. Mitskevych and Yu. Sushchyk (1981), 

T.M. Yehorova and A.S. Voinovskyi (1983), L.L. Malysheva (1998), E.Ya. 

Zhovynskyi and I.V. Kuraieva (2002), N. Liuta (2003) and others. Our study is 

devoted to the ecological and geochemical assessment of technogenically disturbed 

geosystems (or territories) of Donbas. This article discusses such aspects of the 

problem as pollution of the local environment due to military activities and chemical 

pollution of territories around mine dumps, assessment and forecast of the processes 

of redistribution of technogenic pollutants.  

Purpose of the study – geochemical evaluation of technogenic disturbed 
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ecosystems of Donbas; establishing the degree of heavy metal contamination of rock 

dumps and zones of armed conflict. 

Main tasks are to develop of methodological bases and methodical approaches 

of complex ecological and geochemical evaluation, presentation of the received 

results on an example of concrete objects. 

Materials and methods 

The objects of study have a different nature of technogenic pollution, and, 

accordingly, different types of transformations are rock dumps, industrial enterprises, 

areas of active military operations. All these objects are characterized by various 

types of disturbances in the geological environment, which suggests a corresponding 

transformation of the content of ecological and geochemical assessments.  

Detailed ecological and geochemical studies at the zone of conflict in eastern 

Ukraine were carried out by us in 2017-2020, commissioned by the United Nations 

Office for the Coordination of Humanitarian Affairs, a Swiss non-governmental 

organization Center for Humanitarian Dialogue to assess the environmental hazards 

of possible industrial accidents along the line of contact.  Taking into account the 

recommendations of OSCE, local subdivisions of the State Service of Ukraine for 

Emergencies and regional Military and Civil Administrations identified objects of 

ecological monitoring in the territory controlled and uncontrolled by the Ukraine 

(Yakovliev and Chumachenko, 2017). Geochemical surveys of the soil cover, sources 

of drinking water supply and measurements of the radiation background are provided 

for these objects. 

 To study the influence of the rock dumps of Donbas coal mines on the 

adjacent territories, the chemical composition of the typical for Donbas rock dumps 

of a coal mine and the soils adjacent to the dump were analyzed. Soil sampling was 

carried out at distances of 50, 100, 150 and 250 m from the dump within one of these 

plumes and beyond by control points. Repetition of sampling is three times, evenly 

across the width of the plume. 

The content of trace elements in dump rocks and soils was determined by mass 

spectral (ICP-MS) analyzer ELEMENT-2 (Country of origin is Germany), at the 

Institute of Geochemistry, Mineralogy and Ore Formation named after M.P. 

Semenenko NASU and the Institute of Geology of the Polish Academy of Sciences. 

The mobile form of migrating heavy metals was determined using acetateammonium 

buffer extract – pH 4.8.  

To determine the pH used a potentiometric method, to determine the content of 

sulfate ions - quantitative method. The assessment of the ecological and geochemical 

situation in the territories adjacent to the dumps was carried out by comparing the 
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actual values of the concentration of heavy metals with the MPC of the gross form 

and the MPC of the mobile form by methodology developed by NSC "Ukrainian 

Institute of Soil Science and Agrochemistry named after O.N. Sokolovskii" NAAS. 

Results 

Donetsk economic region, which includes Luhansk and Donetsk regions, 

traditionally belongs to the most used industrial regions of Ukraine. The ecological 

condition of the territory of Donbas during the Soviet period was estimated as critical 

and belongs to the zone of ecological emergency. Intensive coal mining on an area of 

8 (ths. sq. km) led to subsidence of the soil surface by an average of 1.5-2 m, 600 

km3 of the rock massif underwent deformation (Ulickij, 2004; Ulitsky and Sukhina, 

2018; Yusypuk and Lazivsky, 2012). The liquidation of mines as part of the 

restructuring of the coal industry has caused a number of negative environmental 

consequences of mining. The combination of the impact of heavy industry (chemical, 

ferrous and nonferrous metallurgy), coal mining and the consequences of the Anti-

Terrorist Operation (ATO) forms a complex set of environmental problems: 

disturbance of lands by mining, flooding of mines, uncontrolled leakage of 

mineralized and polluted waters, violation of the geodynamic regime of the earth's 

crust, air pollution, etc. Extremely acute for Donbas is the problem of loss of 

productive land due to the development of industrial development, which leads to 

high levels of pollution and soil degradation (Lyutyi and Riznyk, 2006; Splodytel, 

2019).  

According to available data, more than a thousand ecologically dangerous 

objects are located on the territory of Donbas (chemical, metallurgical enterprises, 

storage ponds, sludge storages, etc.) that have negative ecological and geochemical 

effects on the environment.  

HM content in the rock dumps. 

Characteristic feature of the landscape geochemical structure of Donbas is the 

rock dumps of coal mines, which serve as the most powerful sources of soil pollution. 

Most of them are subject to intense wind and water erosion, which creates favorable 

conditions for the accumulation of man-made elements, in particular zinc, chromium, 

lead, cadmium, mercury, uranium, manganese, cobalt, nickel, copper and others. 

Under conditions of reduced sorption properties of landscapes, pollution of 

groundwater and groundwater with toxic elements and substances is observed. Due to 

intensive oxidation in the rock dumps is sulfuric acid leaching, which involves the 

removal of a number of toxic chemical elements (table 1). Depending on the time of 

existence of heaps, the degree of removal of elements can vary significantly 

(Chumachenko, 2003; Sparks, 2003).  
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It is impossible to single out only coal pollution of Donbas there is also specific 

types of chemical pollution caused by military operations. This region also developed 

a number of mineral sediments, (natural gas, mercury, rock salt, etc.) there is an 

intensive additional contamination at the expense of other industrial enterprises. 

Particular attention should be paid to the problem of waste. Even approximate 

calculations indicate that for the 200-year history of coal mining in the Donetsk coal 

basin was extracted 20 billion tons of rocks, including 15 billion tons of coal. More 

than 30% of the production volume of commercial products accumulated on the day 

surface in the form of various production wastes. 

Comparison of the average content of individual chemical elements with their 

Clarke concentrations (Cc) that is, the ratio of Clarke in the earth's crust with the 

local Clarke) in the coal of Donbas shows that the coal of the Donetsk basin is 

characterized by an increased content of metal in the ash residue. The concentration 

levels of elements in the waste of various concentration plants are variable and 

depend on the composition of the rock formed after coal cleaning (Tyler, 1974; 

Sposito, 1984).  

Landscape and geochemical conditions. 

In the natural state, the landscapes of Donbas mainly belong to the Calcium 

class. The most significant geochemical features of this type of landscape are 

associated with the presence in the migration of carbonate rocks. Mobile calcium 

compounds cause the neutral and even slightly alkaline soil and alkaline saturation 

absorbing complex Ca and Mg. 

However, soils do not contain hydrogen exchange. Colloids are not mobile, as 

they coagulate with Ca and Mg ions. Such conditions are favorable for the 

accumulation of humus. 

Geochemical features of the described landscapes are largely associated with 

intensive migration and accumulation of Ca, which causes a neutral and slightly 

alkaline reaction of soils, waters, coagulates colloids, is part of most weathering and 

soil formation and is one of the main components of soil and surface water. Ca is a 

typomorphic element of this landscape.  

Mobile Ca compounds in the Ca-class forbs and cereal landscapes determine a 

neutral, weakly alkaline reaction and saturation of the absorption complex with 

calcium. Organic residues accumulated in the soil, after decomposition, enrich the 

soil with humus substances. The humus content ranges from 1.42-3.01%. The 

formation of a weakly acidic medium in the upper horizons of the soil profile is 

mainly due to the time limit for the neutralization of a large amount of organic matter 

by bases. In the landscapes of the Ca-class, pollutants, namely heavy metals, have a 
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small migration capacity and are almost not removed from the soil.  

Sulfuric acid landscapes are formed as a result of oxidation processes on the 

dump surface, which leads to the formation of H2SO4 and the formation of a highly 

acidified environment. Reaction of strongly acidic groundwater (pH <3.0) is due to 

the oxidation of sulfides to sulfates.  

The study revealed the features of the geochemical transformation of natural 

calcium landscapes into anthropogenic sulfuric acid. There is a clear change in pH 

and sulfate ion content in the rock dumps in comparison with typical soils of the 

region (table 2). The pH in the rocks of the dump is 6.1, and the sulfate content of 

0.23 %. In typical soils, the content of sulfate ion varies between 0.005-0.007% and 

pH> 6.5, which indicates a significant increase in these ions compared to the natural 

content in the soils of Donbas. 

 

Table 2. Ecological and geochemical characteristics of the rock dump of the 

mine "Zolote" State Enterprise "Pervomaiskvuhillia" 

Item 

No  
Place of sampling рН SО4

2- (%)   

1 Dump slope 6.1 0.23 

2 Sediments at the foot of the dump 4.6 0.38 

3 50 m from the foot of the dump 6.0 0.41 

4 100 m from the foot of the dump 7.6 0.12 

5 150 m from the foot of the dump 7.9 0.09 

6 250 m from the foot of the dump 8.1 0.07 

 

The area adjacent to the dump is characterized by an increased content of 

sulfate ions (0.04-0.41%). There is also a transformation of the content of hydrogen 

ions (pH from 4.6 to 8.1). Such processes are laid down due to the washout of the 

dump rock into the adjacent territory. The low migration ability of technogenic 

elements in neutral and alkaline media slows down the process of their translocation 

into adjacent media.  

The content of humus compounds ranges from 0.25 to 3.83%. According to the 

pH value, the dump rocks have a weakly acidic reaction (pH 4.8-5.6). Due to the 

heavy granulometric composition of the rock, the amount of absorbed cations is high 

(24-32 meq / 100 g), Ca 2+ and Mg 2+ predominate among the ground cations. 

Hydrolytic acidity is 3.5-4.2 meq / 100 g of soil, which is explained by the presence 

of aluminum ions. 

As a result of ecological and geochemical studies at a distance of 200-320 m 

from the base of 7 rock dumps, the following soil cover pollutants were established: 

copper (9.4% of exceedances), nickel (17.3% of exceedances), lead (27.7% of 
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exceedances) and zinc (62.4% of exceedances). The high density of rocks will 

discourage and individual cases of flooding of territories are evidence of the presence 

of potentially contaminated areas. 

On the example of the industrial site of the mine "Zolote" of the State 

Enterprise "Pervomaiskvuhillia" the levels of soil contamination in zone of influence 

of rock dumps are investigated (Fig. 1).  Exceedance of Clark values and maximum 

concentration limits of heavy metals is established (table 3).  

 

 

Fig. 1 – Rock dumps of Mine "Zolote" of the State Enterprise "Pervomaiskvuhillia" 

(photo taken by A.O. Splodytel) 

 

 

Table 3. The content of heavy metals in rocks mine dumps "Zolote" SE 

"Pervomaiskvuhillia" in the upper soil layer, mg / kg 
 

Chemical element 

Content in dumps, 

mg / kg 
Clark  

Content in soils, 

mg / kg 

MPC 

(gross 

form), mg 

/ kg 

min max  min max  

Lead 9 42 16 5 820 32.0 

Zinc 5 360 83 0 520 100.0 

Chrome 50 540 83 12 310 100.0 

Nickel 12 130 58 8 190 50.0 

Vanadium 10 220 90 40 380 150.0 

Manganese 160 1700 1000 40 1200 1500.0 

 



245 

 

An anomaly with a high concentration of heavy metals was found at a distance 

of about 2-2.3 km from the rock dumps. In plan it has an elongated shape long axis is 

oriented in the sub-latitudinal direction towards the general lowering of the relief. 

The maximum anomalous content of Manganese reaches 11000 mg / kg, Chromium - 

2300 mg / kg, zinc - 4700 mg / kg (table 4).  

 

Table 4. Abnormal HM content in mine dumps, mg / kg 

Chemical 

element 

HM content within the 

anomaly, mg / kg 

Exceeding the 

average content over 

the MPC 

Excess of average 

content over 

background 

values max μ 

Chrome 2300 730 - 15.1 

Lead 710 310 2.3 9.8 

Manganese 11000 3450 2.5 4.7 

Vanadium 230 440 3.7 3.8 

Zinc 4700 580 2.6 6.9 

 

Content of heavy metals is 2.2-15.4 times higher than the background 

concentrations in black soils and 1.7-2.6 times – MPC. Thus, in the 3-km zone 

around the dump, HM is sediment from the water and air migration flows, leading to 

their excessive accumulation in the upper soil layer. Favorable conditions are also 

formed near the rock dumps for the accumulation in the soils of an increased content 

of not only gross, but also mobile forms of HM. 

Technogenic waters accumulated under the dumps increase the moisture content 

of the soil cover and thereby contribute to the growth of HM concentrations by 

increasing their water-soluble compounds. In addition, in the case of an acidic 

reaction of technogenic waters, the acidification of the soil solution and an increase in 

the migration ability of those elements that are most mobile in an acidic environment 

- Cadmium, Lead, Nickel, Copper, Zinc, etc. Contact of soils with acidic mine waters 

as a result of surface runoff or flooding of territories with mine waters can lead to the 

same effect. 

Taking into account the high density of rock dumps, mine water outcrops and 

cases of land flooding, it can be concluded that local areas of potential soil 

contamination with mobile HM compounds are widespread in the territory of 

Donbas. 

In the samples we selected of the studied rock dumps SE Mine "Zolote" PA 

"Pervomaiskvuhillia" SE Mine "Kreminna" PA "Lysychanskvuhillia" (table 5) the 

content of 35 microelements was determined. Based on the obtained results, the Clark 

concentrations of chemical elements are calculated. 
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Table 5. The content of trace elements at the rock dumps of coal mines 

according to the results of ICP-MS analysis 

№ 
Chemical 

element 

The average content 

of the chemical 

element, mg / kg (n = 

127) Cc 

The average 

content of the 

chemical element, 

mg / kg (n=135) Cc 

Clark 

chemical 

element in 

the earth's 

crust (V.V. 

Vynohrado

v, 1962) 

Mine "Kreminna" PA 

"Lysychanskvuhillia"  

Mine "Zolote" PA 

"Pervomaiskvuhil

lia"  

1 Ag 0.96 13.7 1.2 17.1 0.07 

2 Al  20868.0 0.26 10422.0 0.13 80500 

3 As 19.2 11.3 10.2 6.0 1.7 

4 B 40.2 3.35 13.2 1.1 12 

5 Ba 151.2 0.23 120.0 0.18 650 

6 Be 1.2 0.3 0.84 0.2 3.8 

7 Bi 2.3 25.5 1.8 20 0.09 

8 Ca 786.0 0.02 500.8 0.01 29600 

9 Cd 0.12 0.9 0.18 1.3 0.13 

10 Co 3.9 0.2 10.2 0.5 18 

11 Cr 31.5 0.36 21.4 0.25 83 

12 Cu 45.0 0.95 39.6 0.84 47 

13 Fe 16560.0 0.35 14640.0 0.31 46500 

14 Hg ˂0.06 0.7 ˂0.06 0.7 0.083 

15 K 6042.0 0.24 2826.0 0.11 25000 

16 Li  25.8 - 20.2 - - 

17 Mg 1008.0 0.05 4812.0 0.25 18700 

18 Mn 65.4 0.06 968.4 0.96 1000 

19 Mo 1.02 0.9 ˂0.06 0.05 1.1 

20 Na 1314.0 0.05 414.0 0.01 25000 

21 Nb ˂0.06 - ˂0.06 - - 

22 Ni 13.8 0.23 31.8 0.54 58 

23 P 301.2 0.32 366.0 0.39 930 

24 Pb 49.8 3.1 21.6 1.35 16 

25 Sb ˂0.06 1.2 ˂0.06 1.2 0.5 

26 Se ˂0.06 - ˂0.06 - - 

27 Si 52.2 - 198.2 - - 

28 Sn ˂0.06 0.02 ˂0.06 0.024 2,5 

29 Sr 104.4 0.3 564.0 1.6 340 

30 Ta ˂0.06 - ˂0.06 - - 

31 Tl ˂0.06 0.06 ˂0.06 0.06 1 

32 Ti 169.2 0,04 60.0 0.01 4500 

33 V 39.6 0.44 24.6 0.27 90 

34 Zn 60.6 0.7 67.2 0.8 83 

35 Zr  13.8 - 6.0 - - 
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In the rock dumps of two mines is an increased content of lead (1.3-3.1), 

zirconium (6.0-13.8) and silver (13.7-17.1). If we compare the average indicators of 

the gross content of trace elements in the overburden of the dumps of the studied 

mines with the background for the Donbas, then the most Clarke concentrations (Cc) 

are noted for Bismuth (Cc 20-25.5), Boron (Cc 1.1-3.35), Arsenic (Cc 10.2-11.3), 

Copper (Cc 0.84-0.95), Zinc (Cc up to 0.8) and, in some cases, lead (Cc can reach 

values of 3.1).  

Analysis of the distribution of microelements in the soils formed on the dumps 

of the State Enterprise Mine "Kreminna" PA "Lysychanskvuhillia" indicates that they 

are enriched in Boron (Cc 3.35) and Lead (Cc 3.1). However, the gross content of 

these microelements only in some cases exceeds the established background values 

and MPC norms. 

According to the Clark concentration in the soils of the Mine "Kreminna" PA 

"Lysychanskvuhillia" investigated trace elements form the following series: Bi > Ag 

> As > B > Pb > Sb > Cu > Cd = Mo > Hg = Zn > V > Cr > Fe > P > Be = Sr > Al > 

K > Ba = Ni = Ba > Co > Tl = Mn > Mg = Na > Ti > Sn = Ca;  

In soils of the Mine "Zolote" PA "Pervomaiskvuhillia":  

Bi > Ag > As > Sr > Sb > Pb > Cd > B > Mn > Cu > Zn > Hg > Ni > Co > P > 

Fe > V > Cr = Mg > Be > Ba > Al > K > Tl > Mo > Ti = Na = Ca > Sn. 

In soils of the Mine "Zolote" PA "Pervomaiskvuhillia":  

Bi > Ag > As > Sr > Sb > Pb > Cd > B > Mn > Cu > Zn > Hg > Ni > Co > P > 

Fe > V > Cr = Mg > Be > Ba > Al > K > Tl > Mo > Ti = Na = Ca > Sn. 

Results of the study of the content of mobile forms of microelements in the 

embriosoils near the Mine "Kreminna" PA "Lysychanskvuhillia" and "Zolote" PA 

"Pervomaiskvuhillia" were obtained (table 6). 

According to indicators of the average mobility of the concentration of trace 

elements in the embriosoils of the Mine "Zolote", the following series is recorded: 

Mn> Pb> Cu> Ni> Zn> Co. The highest indicators of mobility among highly 

hazardous elements are possessed by lead with a content of mobile forms of elements 

of 10.6-25.3% of the gross content. 

Amount of mobile forms of zinc in the studied embriosoils reaches 18.0% of 

the gross content. The mobility of copper reaches 32.3% of the gross content. The 

mobility of cobalt alone is 30.9%, preferably about 11% of the gross content of the 

element. Manganese among the elements of the 3rd class of danger has the greatest 

mobility - up to 33.7% of the gross content. 

Results of the study of the embriosoils of the Mine "Kreminna" PA 

"Lysychanskvuhillia" for the mobile forms of microelements are presented in table 7. 



248 

 

Table 6. Content of gross forms and mobility of heavy metals (mg / kg, % of 

gross content) in the embriosoils of the Mine "Zolote" PA "Pervomaiskvuhillia", mg / kg 

Slit Depth, cm Pb Cu Zn Mn Ni Co 

Р1 

10 years 

0-2 32.1/20.2 41.6/10.8 71.2/9.1 675.2/32.5 29.6/10.2 21.2/14.9 

2-5 33.2/18.5 42.3/11.2 61.8/6.2 654.7/32.3 20.6/11.8 22.1/10.7 

5-10 39.2/12.4 42.9/15.8 66.8/6.7 745.7/28.2 19.7/15.0 32.5/4.8 

10-15 21.4/25.3 43,1/15.8 63.9/6.2 734.6/27.9 20.8/11.8 30.8/4.3 

15-20 30.8/14.7 32.7/15.8 41.6/11.7 712.2/17.8 62.7/4.8 31.7/4.2 

20-30 31.2/13.9 21.8/21.2 51.8/9.2 565.8/19.3 30.7/8.0 21.3/7.1 

30-40 29.2/10.6 10.2/32.3 52.8/10.3 318.7/18.8 20.3/7.4 9.6/10.8 

Р2>20 

years 

3-5 12.4/17.5 - 93.2/18.0 832.6/14.9 11.7/20.8 10.7/30.9 

5-10 12.4/17.5 11.2/22.8 62.3/12.6 340.8/29.8 19.8/6.2 10.2/14.8 

10-15 - - - 198.5/33.7 - - 

15-20 - 11.2/36.5 62.7/14.3 325.6/27.6 19.7/3.7 19.8/2.5 

MPC gross 

forms 
- 32 55 100 1500 80 5 

MPC, mg / 

kg 1n HCl 

mobile 

forms 

- 2 3 23 500 4 - 

 

Table 7. The content of gross forms and mobility of heavy metals (mg / kg, % of 

gross content) in the embriosoils of the Mine "Kreminna" PA "Lysychanskvuhillia" 

Slit Depth, cm Pb Cu Zn Mn Ni Co 

P1 (initial 

embriosoil) 

0-5 17.8/52.0 26.7/43.8 46.7/31.8 365.8 21.6/19.4 14.8/3.1 

5-15 14.8/74.0 29.8/32.9 47.8/29.7 283.0 15.2/25.8 13.2/1.9 

15-20 16.7/64.6 30.1/42.6 62.0/29.3 359.0 18.0/24.5 12.0/1.8 

20-40 17.0/65.7 32.0/40.9 47.0/29.8 249.0 27.8/13.9 15.8/1.6 

40-70 17.7/60.7 26.8/41.8 53.6/24.7 391.5 25.2/14.9 16.9/2.4 

Р2 (humus-

accumulative 

embriosoil)  

0-5 17.8/53.8 36.5/27.4 55.1/27.2 272.6 22.9/17.9 14.8/2.6  

5-10 15.7/57.4 34.1/34.6 56.0/30.2  223.0 23.2/16.9 14.8/2.4 

10-20 17.6/59.6 36.1/37.8 56.2/22.8 203.0 22.7/18.7 14.9/2.6 

20-40 18.8/47.2 34.7/31.7 58.8/18.8 251.1 24.9/17.8 16.0/2.3 

Р3 (sod embriosoil) 

0-10 17.8/56.4 31.8/32.6 61.7/28.2 258.7 23.7/20.2 15.4/2.9 

10-20 17.7/55.4 30.8/34.5 63.3/21.8 229.8 23.8/17.5 17.2/2.2 

20-30 18.1/51.5 34.8/30.6 64.2/21.0 259.3 22.0/20.7 14.7/2.8  

30-50 16.9/49.9 31.9/37.3 68.2/22.8  276.7 20.8/22.6 14.9/3.1 

50-70 17.8/53.9 33.7/15.7 62.8/12.7 176.0 22.7/18.8 16.0/2.6 

MPC gross forms - 32 55 100 1500 80 5 

MPC, mg / kg 1n 

HCl mobile forms 
- 2 3 23 500 4 - 

 

According to the content of the average indicator of the mobility of the studied 

microelements, we distinguish the following series: Pb > Cu > Zn > Ni > Co. Among 
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the highly hazardous elements, lead is characterized by the highest mobility (74% of 

the gross content). Indicators of copper content have range from 15.7% to 43.8%. The 

content of mobile forms of zinc reaches 31.8% of the gross content.  

The content of mobile forms of the studied microelements does not exceed the 

MPC, however, their high content with an insignificant content of humus acids and 

low pH values forms unstable ecological and geochemical conditions. The 

embriosoils of the studied dumps are characterized by a high proportion of mobile 

forms of lead and reduced mobility of Zinc as opposed to Copper. 

Mostly the content of gross and mobile forms of the studied microelements in 

the embriosoils of the Mine "Kreminna" PA "Lysychanskvuhillia" and Mine "Zolote" 

PA "Pervomaiskvuhillia" do not exceed the regional background values and MPC 

values and in the future will not pose a threat to the ecological and geochemical state 

of the territory. 

HM content in soils and surface waters at the armed conflict zone  

For the study of soils, points were selected in areas that were directly affected 

by hostilities as a result of being hit by ammunition of various calibers, the movement 

of military equipment in the cities of Ylovaisk and. Makeevka. According to the 

research data, geochemical anomalies were recorded near the firing positions with the 

content of lead in the soil - about 960 mg / kg, Copper - 629 mg / kg, Chromium - 

420 mg / kg. According to the data obtained, the content of heavy metals in soil 

samples taken at the sites of hostilities (mainly in craters within a short time after the 

cessation of hostilities), in most cases, exceeded the background value by 1.5 - 17 

times, for samples taken in Sloviansk. A systematic excess of 2.1 - 3.3 times was 

observed for mercury, vanadium and cadmium in the cities: Shchastia, Debaltsevo, 

Snizhne. In rare samples, the background values of the HM content exceeded more 

than 100 times (Fig. 2).   

Increased concentrations of biogenic elements (mineral forms of Nitrogen and 

Phosphorus) were noted in water as the Siverskyi Donets River and other rivers were 

studied. A significant increase in the concentration of Ammonium Nitrogen in the 

water of the Kleban-Byk River, starting from 2015, may be a consequence of the 

river pollution by sewage (Yakovlev et al., 1994; Yakovlev, 2017; Trofimchuk et al., 

2018; Shapar et al., 2007). 

An increased content of nitrate nitrogen in comparison with the Siverskyi 

Donets River was noted in the water of the Kazennyi Torets and Kryvyi Torets rivers: 

its content reached 30 mg/dm3. This may also indicate water contamination with 

nitrogen compounds from wastewater. An increase in copper content was found for 

the water in the mouth of the Kazennyi Torets River. 
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Fig. 2 – Consequences of hostilities in the east of Ukraine (Debaltsevo) 
 

Discussion 

Natural and technogenically disturbed territories in the coal-mining regions of 

Donbas at the present stage of functioning of mining complexes, industrial urban 

agglomerations, critical infrastructure facilities, including drinking water supply 

systems (DWSS) as well as in hostilities zones have certain characteristics and 

differences. The features of natural and technogenically disturbed territories of 

Donbas include (Rudko et al., 2016): 

– geological and structural: a variety of shapes and sizes of folded structures of 

the basin (in terms of shape, these are synclinal and anticlinal structures from linear 

to brachyfolds with bedding of rock layers from horizontal to almost vertical); the 

belonging of mines to certain geomorphological elements and the degree of 

dissection of the relief in the zones of formation of the catchment area above the mine 

fields; anisotropy of coal sediments in space and time; 

– hydrogeological: the dependence of the areas of underground fresh and 

weakly mineralized waters on the strike of rocks and the alternation of well and 

weakly permeable rocks that compose the aquifers of carboniferous sediments; 

reduction in the number of their sites and areas with the beginning of the process of 

flooding unprofitable mines and open pits.  

– methods and system for the development of coal deposits: the presence of a 

very complex system of mine workings in a wide range of depths with a large number 

of closed and flooded mines; 

– hydrogeodynamic: irregular movement of groundwater in operating and 

closed mines; the presence of regional and local depression sinkholes, extending far 
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beyond the mine fields; 

– geotechnical: the formation of subsidence troughs of the earth's surface over 

mine fields, in which areas of flooded territories were formed; hydrostatic and 

dehydration compression of the soil cover as a result of the formation of depression 

craters. 

Contamination of the soil cover with heavy metals does not occupy the main 

positions in a number of environmental problems of Donbas. This process is not as 

obvious as the flooding of the territory and not as dangerous to human life as a 

violation of the sanitary and hygienic state of drinking and household water supply 

systems. At the same time, increased concentrations of chemical elements in coal and 

rocks lead to the accumulation of heavy metals (HM) in soils to the level of toxic 

concentrations. The content of chemical elements in the rocks of mines and industrial 

enterprises often exceeds the background and MPC. The migration rate of chemical 

elements in the soils of industrial areas is much lower than in other environments. 

The soil cover reflects long-term pollution processes caused by the production 

activities of industrial enterprises.  

All of the above necessitates the development of methodological approaches to 

environmental and geochemical assessment of pollution of industrial areas of Donbas 

in the ATO. Since the beginning of the armed conflict, 3,020 potentially dangerous 

objects have been identified in the Donetsk region (about 13% of the total), and 1,220 

objects have been identified in the Luhansk region (5% of the total number) (Gosk et 

al., 2003).  

The main methodological and methodical research tool is integrated 

environmental and geochemical assessment of area. 

Taking into account the conditions prevailing in the region, a scheme of 

ecological and geochemical monitoring was developed, which made it possible to 

assess the most vulnerable component, critical for ensuring environmental safety. 

When determining the number of samples by regions, landscape-geochemical 

conditions, sources of anthropogenic impact, the level of functioning of critical 

infrastructure facilities were taken into account (Splodytel and Sorokina, 2020).  

Regional ecological and geochemical assessments of the vulnerability of the 

components of the natural environment were carried out in the process of research by 

Henry Dunant Centre for Humanitarian Dialogue.  Their results showed that the 

territories for the location of industrial facilities are characterized by an accelerated 

migration of pollution located in surface burials of industrial waste and underground 

workings. Ecological and geochemical assessments showed that the mines 

"Kreminna" SE "Lysychanskvuhillia", "Zolote" SE "Pervomaiskvuhillia" and the 
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enterprise "Concern Styrol", "Slovianskyi mashynobudivnyi zavod", "Betonmash", 

"Rubizhanskyi trubnyi zavod", "Krasytel"," Luhanska HPP "and others pose a risk of 

environmental emergencies in the region. 

Separate ecological and geochemical assessments of possible impacts of 

industrial facilities in the conditions of uncontrolled and controlled activity are 

performed. Their results are of a preliminary nature, since the development of 

enterprises largely depends on the long-term operation of heavy industry facilities, 

the geomechanical state of the rock mass in the zone of long-term mining, changes in 

the mining and geodynamic conditions of hydraulically connected mines, etc. 

Considering the above, as well as the long-term existence of geochemical 

pollution at the industrial sites of the studied mines and industrial enterprises, the 

conceptual assessment approaches were based on taking into account the stabilizing 

properties of the geological environment.  

Factors of influence of environmentally hazardous objects. 

The environmental impact of industrial facilities in Donbas mainly depends on 

their position in relation to the regionally developed technogenic fracturing of rocks, 

tectonic disturbances. The result of the complex impact of increased infiltration of 

mineralized mine waters, geochemical pollution, disturbance of regional watersheds 

and other processes was an almost complete transformation of the landscape-

geochemical structure of the territory.  

Due to the sharp difference in the permeability and the amount of infiltration 

supply of the cover and coal deposits, a two-tiered structure of the hydrogeofiltration 

flow has formed within most of the Donbas territories: 

– lateral development of the technogenic soil water-bearing, have a natural and 

technogenic feeding; 

– planar groups of local depressions of groundwater levels within mine fields 

and areas of geological structures confined to zones of increased drainage influence 

of mining operations (layers of permeable sandstones, coal, tectonic faults, hydraulic 

failures of workings, etc.); 

Conclusion 

The methodological basis for researching the ecological and geochemical 

component of the rock dumps of Donbas is the development of typification and 

analysis of disturbances in the geological environment, the establishment of the 

geochemical field of pollution and the forecast of development. From a geochemical 

point of view, the landscapes of Donbas, which form the basis of rock dumps, are 

azonal, since, unlike natural calcium ones, they are sulfate, which in natural 

conditions is typical only for volcanic regions. This is associated with the formation 
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of alkaline geochemical barriers and contamination of adjacent territories with Lead, 

Zinc, Cadmium, Copper, Cobalt, etc.  

It should be noted that the presented work is of a general scientific nature, that 

is, it can be applied within the framework of other technologically disturbed 

territories, in particular, rock dumps.  Further development of this study is supposed 

to be carried out in two aspects: the development of the main provisions of the 

ecological and geochemical foundations on the basis of domestic and world 

experience, taking into account innovative methodologies and in particular - the 

frame organization of the geological environment, as well as the introduction of 

methodological developments into the practice of research on the ecological and 

geochemical assessment of the territories of military activity of Ukraine on the 

example of the Luhansk, Sievierodonetsk-Lysychanska ta Dzerzhynsko-Horlivsko-

Yenakiivska urban agglomerations.  

Violation of artificial rock massifs and subsequent subsidence of this surface, 

rising groundwater levels, pollution of groundwater and surface water by mine 

waters, intensification of soil pollution significantly worsen the ecological condition 

of the territory. With all the unfavorable organizational and financial prerequisites, 

the global trends of the priority of preserving the environment to create safe 

conditions for human habitation determines the advancement of the problem of 

restoring the ecological state of technologically contaminated territories to the 

vanguard of urgent tasks of the goals of sustainable development of the world 

community.  
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Introduce  

Expert modeling system  decision support for the deployment and management 

of a wireless sensor network with mobile sensors and telecommunication air 

platforms (WSNMS&TAP) у зоні надзвичайної ситуації (в подальшому expert 

modeling system (EMS)) – is a complex (set) of methods, algorithms and techniques 

aimed at substantiating decisions related to the implementation of a multi-level 
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dynamic architecture of a wireless sensor network (WSN), all elements of which are 

mobile. EMS provides operational information in a minimum time about events 

occurring in the emergency zone (the state of the operational landscape, search 

directions and rescue routes, location of victims and objects of danger, priority of 

assistance, trends in the development of an emergency, escort and protection of 

rescuers, etc.) medical personnel, localization of looters and their neutralization, 

restoration of communication and prevention of panic). EMS will consist of several 

levels: the first level - a mobile network of air-based wireless multisensor platforms - 

flying drones, which form an adaptive network for the supply of primary information; 

the second level is a network of telecommunication air platforms, designed for the 

collection and subsequent processing of information from the low-level network and 

its management, as well as for communication with telecommunication ground nodes 

or directly with the emergency control center. 

The next level of EMS is an information transmission system with transport 

and distribution components based on improving the algorithms for the operation of a 

high-speed information distribution system using IEEE 802.11хх wireless 

communication standards, digital switching and cryptographic information 

protection, researching their indicators and characteristics with theoretical 

justification and verification in laboratory conditions and in field tests, as well as 

substantiation of the universal concept of synthesis and mechanisms for adapting 

signal-code structures for use in high-speed systems to ensure the transmission of 

large amounts of information at high speed and a given accuracy of information 

registration. 

The concept of construction expert-modeling system decision support for the 

deployment and management of a wireless sensor network with mobile sensors 

and telecommunication air platforms in the emergency zone and at critical 

infrastructure facilities  

Critical infrastructure refers to those facilities, equipment, networks and 

services that, if damaged or destroyed, will significantly affect the health, safety, 

economic situation or the effective functioning of our capital and the state as a whole. 

Such infrastructure, if unprotected, may be vulnerable to natural or human-induced 

disasters, as well as terrorist attacks. Critical infrastructure protection is based on 

maintaining its functionality, resilience and reliability. This is a complex event that 

goes beyond national borders, taking into account the integration and 

interdependence of our society and European societies (energy supply, 

communications, transport networks, etc.). Damage to infrastructure in the capital of 

our state can seriously affect the general state of security of neighboring European 
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countries and have cascading consequences in the future. Protecting critical 

infrastructure is key to NATO's civil emergency planning activities, in which all 

member states of the Euro-Atlantic Partnership Council participate [1]–[19]. 

So, taking into account the events taking place in the east of the country and 

the constant threat of mining critical infrastructure of the capital, there is an urgent 

need to develop modern means of preventing emergencies using modern information 

and telecommunication technologies. 

When determining the elements of critical infrastructure, the following main 

groups are taken into account: economic security; life safety (ensuring the work of 

emergency services, emergency assistance to the population; preventing man-made 

accidents on a regional or national scale) state security and defense (preventing 

violations of state control, reducing the combat effectiveness of the Armed Forces of 

Ukraine, disclosing secret information) national self-esteem and state image 

(preserving cultural values, authority of the state). 

Thanks to the introduction of an expert-modeling system for decision-making 

support for the deployment and management of wireless sensor network with mobile 

sensors and telecommunication air platforms (WSNMS TAP) in the emergency zone 

at critical infrastructure facilities (hereinafter the "expert modeling system"), it will 

be possible to identify in advance the damaging factors of emergency situations, 

predict and make decisions on the elimination of the danger and promptly involve the 

duty units of SES of Ukraine and other state power structures in response. First of all, 

the expert-modeling system uses the potential of multiple access of socially active 

people to information networks and provides operational environmental monitoring 

and involves modern technical means of information analysis, namely: intelligent 

sensors (dosimeters, gas analyzers, seismic sensors, etc.), wireless sensors networks, 

video recorders with an intelligent platform for detecting terrorist threats, mobile 

devices, satellite monitoring, Internet and UAV. The main factor in achieving 

efficiency is the appropriate actions of witnesses at the scene of an emergency, which 

determines the receipt of primary information from the population and informing 

about the emergence of emergencies through mobile devices, namely: telephoning, 

sending SMS messages and thanks to the software application (Android or iOS) this 

expert modeling system. The resource of the expert-modeling system will be open to 

every citizen on an external web portal, which will contribute to public, socially 

active and environmentally responsible activities of the population and the state. 

Consider the structural and functional diagram of the expert modeling system 

(Fig. 1). It should be noted that information sources can be not only sensors, but also 

various personal devices: telephones, smartphones, tablets, video cameras, as well as 
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UAV or satellites onboard equipment. 

 

Fig. 1 – Structural and functional scheme of the expert modeling system 

In order to collect and process such a large amount of information, you need a 

powerful data center (DC) equipped with appropriate servers. First, data via the 

Internet or dedicated channels goes to an internal server, then it is processed by 

employees of the central or regional crisis centers, and then published on an external 

server. 

Depending on the type of incoming data, appropriate servers are used for 

processing: a GIS server, a streaming data processing server, a video analytics server, 

a mail, file or video conference server. 

Let's consider the elements of the system in more detail. See the next section 

for a typical Smart Touch Device configuration. Also in the expert-modeling system 

can be applied UAV mini- and micro-class. A wide range of foreign developments is 

presented on the market today, as well as domestic developments. For example, the 

DJI Phantom 2 Vision + quadcopter can be considered as a mobile sensor equipped 

with a high quality camera. It can transmit video online via WiFi to the operator's 

smartphone (at a distance of up to 2.5 km) and instantly publish the results of 

shooting on social networks or crowdsourcing systems. It is advisable to use such a 

quadcopter on urban landscapes, which can fly around a certain predetermined route 

15 km long and automatically return to the base. 

For long-distance flights outside the city, it is advisable to use an aircraft-type 

UAV, the so-called "flying wings", for example, by Skywalker. Such devices can be 

launched directly from the hand, and video surveillance can be carried out using a 

special FPV (first person view) set, consisting of a camera, receiving and transmitting 
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equipment and glasses with a headtracker. When the operator's head is turned, the 

camera will practice the corresponding lens rotation, creating the feeling of flying in 

the first person. 

The information is visualized using the Ushahidi information platform. This 

platform allows you to select the reflecting layer of an event of the appropriate 

category: man-made hazard, natural hazard, and the like. In order to use the system, 

you need to download the corresponding Google Play or AppStore software to your 

smartphone. 

To increase the efficiency of using the expert-modeling system decision 

support for the deployment and management of a WSNMS TAP in the emergency 

zone, special mathematical models have been developed for planning a sensor 

network, its deployment and control of the movement of mobile sensors. 

 

Environmental monitoring technology in the observation area of objects with 

increased danger (or in an emergency area) based on the use of wireless sensor 

networks with mobile sensors, telecommunications ground nodes and air 

platforms 

As the events of recent years show, almost the entire territory of Ukraine is a 

zone of natural and technogenic risk from the point of view of natural emergencies 

(intense snowfalls, floods and landslides in Transcarpathia, Volyn, steppe and forest 

fires in southern Ukraine and Crimea) and man-made (accidents gas and oil 

transportation networks, events in the Black and Azov Seas, the Kerch Strait, etc.). 

So, an urgent issue is the development of new information and telecommunication 

technologies that will allow remotely and efficiently environmental monitoring of a 

given region and assess the threats and risk of an emergency. In this work, an 

intelligent technology based on the use of WSNMS TAP (Fig. 2) has been developed 

for collecting and transmitting information to analytical centers of the State 

Emergency Service of Ukraine (SES of Ukraine) for further processing and decision-

making. In works [1]–[19], a methodology for creating a sensor telecommunications 

system for operational monitoring in the area of emergency situations and objects of 

increased danger (OID) was initiated using UAV. 

The technology of environmental monitoring and risk assessment in the 

observation area of high-risk objects using intelligent sensor technology is a set of 

technical solutions for building wireless sensor networks (for example, based on 

IEEE802.15.4 standards) using monitoring and signal sensors, unmanned aerial 

vehicles and geoinformation technologies (Fig. 3, 4, 5). 
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Fig. 2 – Scope of application WSNMS TAP 

 

 

Fig. 3 – Delivery of remote monitoring information wireless sensor network with 

mobile sensors (WSNMS), telecommunication ground nodes and air platforms in the 

emergency zone 
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Fig. 4 – Delivery of remote monitoring information wireless sensor network with 

mobile sensors, telecommunication ground nodes in the emergency zone 

 

 

Fig. 5 – Integration of a remote monitoring system by WSNMS, 

telecommunication ground nodes and air platforms into a single 

information field for remote monitoring of emergencies: TAP – 

telecommunication air platform; telecommunication GN – ground node 

 

The technological product makes it possible to solve such important problems 

as remote 3D monitoring of the surveillance area, assessment of the risks of the 

impact of potentially dangerous objects on the health of people living in the 

surveillance area, provision of information and telecommunication services in areas 

with destroyed or no infrastructure. 

The idea of a technological product is to integrate modern intelligent sensor 
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technology (sensors for monitoring radiation, chemical pollution of environmental 

parameters, unmanned aerial vehicles) with modern information and 

telecommunication technologies (WSN, geographic information systems (GIS), and 

others). Air, ground and water-based monitoring sensors through a radio 

communication network provide operational remote monitoring of the observation 

area of potentially dangerous objects, and geoinformation technologies provide 

visualization and 3D geographic referencing of the received information to a specific 

object of increased danger (OID). 

A typical sensor device may contain the following elements (Fig. 6): 

computing platform (e.g. based on a Cortex processor), Geiger tube radiation sensor 

platform, ZigBee radio module, GPS (Global Positioning System) module, GPRS 

(General Packet Radio Service ) module, rechargeable lithium battery. 

 

 

 

Fig. 6 – Complete set of an intelligent sensor device WSN for environmental 

monitoring of object of increased danger  

The device works cyclically: most of the time it "sleeps" to save battery power, 

and at regular intervals "wakes up" and reads the pulses generated by the Geiger tube 

for one minute. Then it compares the obtained values with the specified safety 

thresholds. If the values do not exceed the threshold, they are transmitted via the 

ZigBee radio interface through the repeater network to the gateway and stored in a 

database on the Internet. If the values exceed a certain security threshold, then, as 

through the ZigBee network, they are also transmitted directly to the security service 

via SMS messages using the GPRS interface, or sent to the Internet via a TCP/IP 

(Transmission Control Protocol/Internet Protocol) socket. In addition to the value 

obtained from the Geiger counter, the device also adds information about GPS 
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coordinates (latitude, longitude, altitude) to determine the exact location of the 

radiation source and provide 3D visualization in GIS. 

 

Methods for adaptive optimal and quasi-adaptive control of operational 

planning of a wireless sensor network with mobile sensors and 

telecommunication air platforms 

One of the main tasks in organizing a wireless sensor network for remote 

collection of information is the task of finding the optimal network topology, which 

is decomposed into two partial tasks - finding the optimal placement of sensors to 

fully cover the monitoring area and finding the optimal placement of a set of 

repeaters for organizing a connected network with given transmission characteristics 

information (bandwidth, latency, etc.). Let us consider in more detail the problem of 

optimal operational (adaptive optimal) placement of sensors in the monitoring 

area [1]–[19]. 

The initial data for solving the problem of operational placement of mobile 

sensors is information about the spatial location of the zone to be surveyed. The 

operator enters information about the geometric characteristics of this zone and a 

special algorithm, which is described below, calculates the coordinates of the desired 

initial location of the mobile sensors (MS). After that, the algorithm for calculating 

the trajectory of the movement of air platforms, which performs the initial placement 

of the MS, is included in the work. Further, the MSs transmit information from the 

places of their primary placement, which is processed by experts in the expert 

modeling system, and a decision is made to change the boundaries of the location 

area with the MS. After promptly changing the boundaries of the monitoring area, the 

algorithm for determining the locations of the desired location of the MS is turned on 

again and control commands are given to move the MS to new locations. Thus, there 

is a gradual adaptation of the mobile sensor network to the observation area, which is 

rapidly changing. 

The sensor monitoring area (detection range) is usually depicted as a circle of 

radius r centered at the sensor location. Then the problem can be formulated as 

follows: it is necessary to place a minimum number of sensors that monitor (cover) 

the entire area of a potentially dangerous object. Usually, the monitoring area has an 

arbitrary shape that can be easily approximated by a multi-connected orthogonal 

polygon. 

The problem of covering a polygon is easily reduced to the simpler problem of 

covering a rectangular area with obstacles (RO) (Fig. 7). The output polygon will be 

denoted by P, the area bounded by the rectangle - A. The complement A\P will be 
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interpreted as a set of fictitious obstacles. Next, we will work with rectangular areas 

with obstacles. Preset and fictitious obstacles are shaded in the figure. 
 

 
Fig. 7 – Orthogonal polygon monitoring area 

 

On the plane, we introduce the coordinate system (OX, OY) so that the 

coordinate axes coincide with the bottom and left sides of the cover of rectangular 

area A. The initial information of the problem can be represented by the following 

data set: ὡȟὒȟὤȟὶ where W and L are the width and length of the rectangle that 

is covered; Z – obstacles specified by a set of rectangles ὤȟὤȟȢȢȢȟὤ , where m – 

is the number of obstacle rectangles. The sides of the Z rectangles are parallel to the 

coordinate axes. ὤȟὤȟὤȟὤ  – rectangle modeling the obstacle, where Ὥ

ρȟάȟὤȟὤ  – are the coordinates of the lower left corner of the rectangle ὤ. 

Polygon A\Z must be covered with a minimum number of N equal circles of radius r. 

The solution to the problem can be represented as a data set: Ὑ ὔȟὢȟὣ, 

where N is the number of circles covering, in the solution; ὢ ὼȟὼȟȢȢȢȟὼ ȟὣ

ώȟώȟȢȢȢȟώ  – vectors of coordinates of centers of circles. Solution R is a valid 

cover if the following conditions are met Ω. 

1. The circles are inside the rectangle A: 

ὼ πȠώ πȠὼ ὒȠώ ὡ Ὦᶅ ρȟὔ 

2. The centers of the circles do not lie inside the obstacles:  

at least one of the inequalities: ὼ ᾀ ὼ ᾀ ᾀ π or ώ ᾀ ώ

ᾀ ᾀ π Ὥᶅ ρȟάȟὮ ρȟὔ. 

3. The whole area is covered A\Z: if ”ȟ”  an arbitrary point on the area 

A\Z, then ɱὐ” ὼ ” ώ ὶ. 

A feasible solution R is optimal if the number N of circles covering is minimal, 

that is  Ὑ
ÁÒÇάὭὲὔ
ὢȟὣᶰ 

.  
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An example of a coating is shown in Fig. 8. Obstacles in the figure are shown 

in dark color. 

 
Fig. 8 – Covering a polygon with circles 

 

Such problems were solved by such scientists as L. Tot, S. Astrakov, E. 

Mukhacheva, V. Kuznetsov and others [5]–[7]. Summarizing their experience, the 

following main heuristic approaches can be distinguished: block heuristic of cover, 

hexagonal heuristic of cover, pseudo-hexagonal heuristic of cover, evolutionary 

target heuristic, etc. Let us consider them in more detail. 

The block heuristic cover (BC) represents a modification of the block packing. 

Its essence is based on the fact that in packing problems the details do not intersect 

and voids may remain in the final packing; in coating problems, parts may intersect 

and there are no voids in the final solution. 

Let there be a partial cover scheme containing obstacles and already placed 

squares. Straight lines are drawn through the vertical sides of the figures. Thus, the 

area is divided into vertical blocks. An example of a block structure for placing 

objects on a rectangular section with a width of W = 245 and a length of L = 451 is 

shown in Fig. 9. Block structure is a sequence of blocks in which elements of three 

types can be stored: Z – forbidden areas, F – free areas, D – covered objects. 
 

 
 

Fig. 9 – Block structure of the cover 
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When solving the cover problem, the free areas of the block structure are filled 

sequentially from left to right and from bottom to top with squares inscribed in a 

circle with radius r. 

When placing the next square, a situation may arise when its center falls inside 

the obstacle. So, the center of a circle in the problem of covering a rectangular area 

with obstacles by circles will also fall inside the obstacle. In this case, the square 

must be moved so that its center falls on the border of the prohibited area. In Fig. 10 

numbers 1-5 indicate possible movements of the square. 

 
Fig. 10 – Bypassing a prohibited area 

 

The movement of the center of the square is carried out along any of the 

permissible trajectories, but it is advisable to carry out the displacement to the 

smallest possible distance. In this case, the position of the center will be closer to the 

calculated one, which reduces the cover density and can lead to a reduction in the 

number of cover circles. Therefore, in the example shown in the figure, the square 

will be moved along trajectory 3. At the end of the coating process, the squares are 

replaced by circles. 

The tiling methodology is used with various lattice shapes. For example, in 

Fig. 11 shows a Hexagonal cover (HC) and a Square cover (Square cover, SC). 

 

                
    а)      b) 

 

Fig. 11 – Hexagonal (a) and square (b) lattices at HC and SC 



267 

 

The cover method involves the following steps: 

Step 1. Perform a hexagonal (square) cover of area A assuming no 

obstructions. 

Step 2. Obstacles are restored; circles with centers inside them are declared 

prohibited and removed. 

Step 3. The search and cover of empty areas that appeared after the removal of 

prohibited circles are performed. 

Determination of empty areas is possible by finer paving. The points that fall 

into the cavity are covered with a circle, the center of which is in the center of gravity 

of the points. 

The proposed methods (BC, HC, SC) are single-pass. The next stage of 

increasing the cover efficiency is possible in the case of using a multi-pass meta-

algorithm. 

The results of a computational experiment using the coating methods BC, HC 

and SC are shown in Fig. 12. They allow us to draw the following conclusions: 

1. The block method behaves worse on problems with a small filling of the 

area by obstacles, compared to the hexagonal algorithm. This is due to the fact that 

the block algorithm solves the problem of covering with squares. On heavily filled 

areas, the hexagonal algorithm behaves worse than the block one due to the tendency 

of the circles to “accumulate”. 

2. On all classes of problems SC is worse than BC and HC. 

3. The more area A is filled with obstacles, the closer the SC results to HC 

and BC. 

 

Fig. 12 – Comparison of heuristics SC, BC and HC 

 

Conclusion: 

1) all the proposed methods can be used to solve the problem of optimal 

placement of sensors in the monitoring area; 

2) the choice of a specific algorithm is dictated by specific requirements for the 

task; 
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3) the obtained solution is the initial data for the algorithms for the placement 

of repeaters. 

 

Conclusions 

1. A concept and a structural and functional diagram of the construction of an 

expert-modeling decision-making support system on the deployment and 

management of a wireless sensor network with mobile sensors and 

telecommunication air platforms in the emergency zone and at critical infrastructure 

have been developed, which will increase the efficiency of identifying and 

responding to emergency situations by the State Emergency Service of Ukraine units. 

The composition, the main elements of the system and the principle of its functioning 

are analyzed. 

2. A mathematical formulation of the problem of finding the optimal placement 

of sensors for complete coverage of the monitoring area is formulated. The main 

heuristic coverage approaches and the possibility of their application for this problem 

are considered. According to the results of a computational experiment of applying 

the coverage algorithms "block heuristic coverage", "hexagonal coverage" and 

"square coverage", it was found that all the proposed algorithms can be used to solve 

the problem of optimal placement of sensors in the monitoring area of objects of 

increased danger. The obtained solutions of the problem can be used as initial data for 

algorithms for the placement of repeaters of wireless sensor networks, and, thus, will 

allow planning the optimal topology of the sensor network in the observation area of 

objects of increased danger. 

3. A method for planning a rational topology of a wireless sensor network 

using a rule base to reduce the complete enumeration of network graphs is presented. 

Application of the method will allow obtaining rational solutions (which differ from 

the optimal ones by 5-7%) in real time (units/tens of seconds). An option of the 

practical implementation of a sensor radio network using Arduino development 

boards and XBee radio modules is also proposed. 
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